Banner Cloud ID Kit AWS Quick Start Guide

Quick Start Guide for AWS loT Core

This guide provides directions for connacting Banner Engineering’s Cloud D™ Kid to AWS loT Caore rather than Bannar CDS™

This kil consists of a DXM-5Sanas Controllar that is dasignad ta easily pair with up to 40 wirelas s condition manitaring sansors, sold
saparately. Far mare information and guidanca an the Bannar Cloud ID™ Kit, please review the Setup Guida

This guide assumeas you have accass to an AWS account. Ifyou hava not yat dona 5o, setup your AWS account and parmissions. Mara
infarmation is avaiable in the AWS documentation here: Set up your AWS account,

The DXM requires firmware version 3.3.4 or newer. To downkoad the latest firmware, check the software section of the DM
pagea an www . bannaranginaaring.com. Launch the DM Configuration Soltware and go 1o Toals » Reprogram 1o koad the latest lirmwara,

About the Hardware

Dapanding on the sensors purchasad with the kit, usars ame providad with the following hardwara:

* |PGET-rated housing for usa in challanging anviranmeants

« DC powear supply included within tha Bannar Cloud 1D G ateway

« Embeaddad callular davice that provides an aptional connection to Varizon, AT&T, or multipla camiars far intarnational regions
« Extarnal antannas to ansura raliabla data transmission in all conditions

« Dafault Etharnat connaction (users can also anabla Callular Data Sarvicas in minutas )

« Sansors salected and purchased in your kil

Mo additonal lems naead 1o ba provided by usars 1o gat starlad. Far mora infarmation an this kit and compatible sansors, plaasa rafar o tha
fallowing documants:

= AszzselMoniboring Gateway with Cloud ID Sell Sheet [p/n 222399)

= Aszal Monioring Gataway with Cloud 1D Satup Guida (pin 222401)

= Aszzal Monioring Gataway with Cloud 1D Quick Start Guide (p/n 236146)

Set Up the Hardware for AWS loT Core

Fallow these mstructions 10 conhigure the DXM inthé Banner Cloud ID™ Ki tar AWS [aT Cara.

1. Download, install, and launch the DM Configuration Software | (mustbe varsion 4.10.26 or nawar)
2. Download the AWS Cloud 1D Kil files from www. bannarangineanng.com.
3. Apply power to the DXM Wirekess Controller and then connect either the USE cablke or Ethemet cable.

Mote: Depanding on the modal of tha DXM Wiralass Contrallar in your kit, your USE and Etharnat ports may ba found in diffarant
places an the dewvica. Please refer 10 the Banner Cloud 1ID™ Kitmanual as well as the manual for your DEM modal for mare
infarmaton.

4. In tha configuration software, go to the Connact to DM tab and connact the =aftware 1o the DXM:

* Seral (USE cable) — Chooase the Comm Port fram the drop-doswn and click Connact. Usa tha rafrash button if no comm port
15 showing up ar waorking.

* TCP/IP (Ethernet) — Enter the IP address of the DXM and click Connect. The computer and DXM must be on the same
netwark. Either sat the |P addrass af tha computer to match the DXM in a state setup or et the DXM's IP address on
the Softwara Config » Ethamat screan.

5. Ga o Fike : Dpan and selact the appropnate downkaded AWS Clouwd D Kd XML configuration filke.
There ara twao hiles, ane for ATT and ane far Vearzon. Choose the correct fike far the carnar your kit's DEM = using. The last lattar of
your model number svill ndic ate this (A for ATT and W for Verizon).

4. Ga o the Sattings = Script screen and click Uplkoad fila. Choosa thea fike namead Cloud IDKit.sb. (Verify tha fike proparty koads by
watching the Appheation Status area atthe bottom of the soltware )

7. Aftar tha ScripiBasic fila uploads, tha scrpl nama appaars in the box naxt to the Upkad file buttan. Vearify tha namea aftha fila
matches the file kstad in Script 1o run at startup.
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Create loT Resources in AWS loT Core
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1. Nawvigate to the AWS loT Consoke and create your 10T Resources in the cloud. You will need 1o create a Policy and a Thing with
associated cartificatas and kays.

a. Go fo Securé gn the left menu and select Policies fo create an AWS (0T Policy that allows vour device to interact with AWS
laT.

b. Ga o Managa in tha ket menu and select Things, Click Create and then Craate a Single Thing .

¢. Downkoad the Cedificate, Private Key, and Root CA for your thing. Ensure yvour Ceardificate is Active.

d. Additonal guidanca for thasa steps can be found inthe AWS 10T Documantation hare: Craate 0T Rasourceas,
2. Find wour AWS loT Endpaint.

a. Ta hind tha andpamnt, go ta the AWS laT consala.

b. Choose Sellings in the navigation pane.

. The andpaint can be found undar Deavica Data Endpaint. |t should ook similar to this: a0 oo oo x-
AlS 01000000 AMAZ anaws. com

d. Keap this endpaint availabla for futura steps.

Insert Certificates and Endpoint
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1. On the DXM Configuration Tool: Go to the Saltings » Cloud Sarvices screen and vernly the Push mathod s set to AWS 0T Core.
2. Emear the AWS Thing Endpaint that you previously accessad fram AWS laT Coara,
3. Upload the Cartificate, Keay, Rool CA File ganeraled fram the creation al your AWS Thing.

4. Use the Cerificate File's Salect button to select the Cartificate Fila,
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b. U=ze the Private Key File's Salact button to salect the Private Kay Fila.
C. Use the Rool CA Fik's Salact bution to sekect the Root CA Fila,
4. (Optional) Adjust the |D name for referenca if you are using multiple DXM Contrallars.

5. (Optional) Ga to the Selings » AWS loT Cora screen and modify Topic Mames undear the Subscriba or Publish sections, but do not
change groups or push timeas. The defaull names far Subscriba and Publish are EK. Do not adjust tha Publish Timears, Tha DxM
pushas 1o AWS 1aT Core based on the publish timears dafinad in tha script file.

6. For Cellular Connection Only— I you are using a cellular commeaction instead of an Ethametl connection, go 1o
the Sattings = Ethameat screan and sel your device's |IP Addrass (o Static |P.

7. Save the XML configuratan file.

E. Gow DXM an the manu bar and sakect Sand Configuration to DXM to upload the naw corfiguration file 1o the DXM.
Tha DxM rebools aftar tha files are uplbadad. Tha syslam bagins pushing data to AWS [oT Caora instead of Bannar Cloud Data
Searvicas (CDS)
8. Verily your data is connacting with AWS |oT Caore.
a. In your web browser, navigate to the AWS loT Core consolke.
b. Choose Testin the navigation pane.
¢ Select MATT Tast Cliant
d. Subscribe o "EK," or whatever topics vou created to publish in the DXM Configuration Software.

Tha DXM Controllar pushas data avary five minutas on Etharnat and evary 10 minutes on callular. Mota: tha manual data push an tha DXM
davice screan i for HTTP only, 50 you will need o wail 5 minutes to valdale the MQTT connaction with AWS loT Core.

Far addional infarmation or instructions, please follow the instructions for the Bannar Claud 1D Kit.
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