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Chapter 1 Using 4-20 mA Sensors with 0-20 mA
Inputs

Sure Cross® devices allow analog inputs and outputs to use either 0-20 mA or 4-20 mA sensors. When using a 4-20 mA
sensor with a 0—20 mA input, the sensor uses the 4—20 mA section of the total range.

Using a 4—20 mA with a 0-20 mA input allows you to determine when you have an error condition with the sensor. A normal
input reading between 4 and 20 mA indicates a functioning sensor. A value below 4 mA indicates an error condition, such as
a broken wire or loose connection. Banner recommends using 0—20 mA analog I/O with 4-20 mA sensors to retain the ability
to detect errors.

Configured for 0 to 20 mA
Values in this range indicate

an error condition Range of the sensor’s input
I |
4 VO A
l l |
0OmA 4mA 20 mA
(0) (13107) (65535)

Configured for 4 to 20 mA

[ |
4mA 20 mA
(0) (65535)

Use Threshold Rules to define the error conditions. In this example, when the Analog 1 input value drops below 13107, an er-
ror register (Local Register 50 in this example) changes from 0 to 1 to indicate there is a problem with the analog sensor.

Threshold rules with the DXM Configuration Software

| Add Threshold Rule | | Clone Selected Rule| | Delete Selected Rule |
@ Anaiog 1 Error ‘When Local Register 1 (4nafog 1) less than 13107 set Local Register 50 (Anafog 1 Ermor) to 1
[E-mail / SMS on Stale Transition
When Local Register 1[5] Anaiog 1 (< v |value |~ 13107 SMS E-mail
Recipient Send Recipient Send
[® wnen TRUE, set Local Regist 50[&] Analog 1 Error to Val j= 1
el ] [ anaoy fEmorto e T SMS Recipient 1 | [] E-mail Recipient 1 | (]
[] when Local Register 1 (4nalog ) greater than or equal to 13107 SMS Recigient2 | [J E-mail Recipient2 | [J
Set Local Register 50 (Analog 1 Error) to |Local Register | = 50 _, Analog 1 Em SMS Recipient 3 | [ E-mail Recipient 3 | []
SMS Recipient4 | [ E-mail Recipient4 | []
f SMS Recipient 5 | [] E-mail Recipient 5 | []
| Hysteresis value 0@ Record the number of minutes SMS Recipient 6 | [] E-mail Recipient 6 | []
Minimum on time (hh:mm:ss) | 00:00:007%] | | that the rule has been true SMS Recipient 7 | O E-mail Recipient 7 | (]
1 : =
Minimum off time (hh:mm:ss) | 00: oo.oo'ﬁ I0COCH Rogsieg Ll SMS Recipient8 | [J E-mail Recipient 8 | []
= . SMS Recipient 9 | [J E-mail Recipient 9 | []
LT A SMS Recipient 10| [] E-mal Reciplent 10| []
| (] Save threshold events to cloud [] Save threshold events to event log
| (1 Push when active e ceto 0

Using the 4 to 20 mA Range—If you want to only use the 4 to 20 mA range, use the DIP switches to configure the analog in-
puts/outputs. Using the full register range for only the 4-20 mA readings changes the 4 mA register value from 13107 to 0.
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Converting the analog I/0O to 4—20 mA removes the value range that could notify you of a physical problem with the sensor or
wiring.

Document title: Using 4-20 mA Sensors with 0-20 mA Inputs
Part number: b_3087488

Revision: A

© Banner Engineering Corp. All rights reserved.
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Chapter 2 Mixing Performance and Non-Perfor-
mance (150 mW) Radios in the Same
Network

To comply with federal regulations, the 150 mW radios and 1 Watt radios communicate differently. All Performance models of-
fer the ability to select between 250 mW and 1 Watt operation using the DIP switches.

To mix Performance radios with non-Performance radios, refer to the product datasheet and:
» Operate Performance radios in 250 mW mode, not 1 Watt mode
» Set non-Performance (150 mW) radios to use Extended Address Mode

The 150 mW, 250 mW, and 1 Watt networks operate when collocated, but verify the antenna separation distance between a
Gateway and Node or between two Gateways is at least 10 feet apart. For more detailed instructions about setting up your
wireless network, refer to the following documents:

» DX80 Performance Quick Start Guide (p/n 128185)

» DX80 Performance Wireless 1/0 Network Instruction Manual (p/n 132607)
DXM Quick Start Guide (p/n 191247)
DXM Instruction Manuals (DXM100-Bx: 190037 and DXM150-Bx: 190038)

Performance radio network with Gateway and Nodes

Sure Cross DX80 Node
(150 mW radio)

Sure Cross DX80 Gateway
(150 mW radio)

0 ¢
0 3 'h/'/es

@

Sure Cross DX99 Node
(150 mW radio)

Sure Croés Performance Node
(in 250 mW mode)

June 05, 2023 © Banner Engineering Corp.
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Performance radio network with a DXM and Nodes

Sure Cross DX80 Node
(150 mW radio)

Sure Cross DXM Controller
(in 250 mW mode)

Sure Cross Pe_rformance Node
(in 250 mW mode)

Document title: Mixing Performance and Non-Performance Radios in the Same Network
Part number: b_3089494

Revision: A
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Chapter 3 How Do You Monitor System Health?

The Gateway monitors the radio link status in a DX80 system using one of two methods: polling or heartbeat. Each method
has different properties and is useful in different system configurations. Some system configurations may require both meth-
ods to be used. Independent of the method, the status indication is stored in each device’s Modbus register eight.

Polling

A polling message originates from the Gateway to Nodes. When a Node receives a polling message, it is expected to imme-
diately respond to the Gateway, indicating the link is operational.

There are no retries on a polling message, just a single attempt of communication between the Gateway and Node. If the
message fails, the Gateway increments a missed message counter. A successfully received message resets the missed mes-
sage counter back to zero. When the maximum number of missed messages is reached, the link is considered bad.

The length of time to determine a radio link error is: Health Polling Interval x Maximum Bad Count.

A Gateway polling a Node
Are you there?

a__ o =

Yes, | am here. u

Heartbeat

Heartbeat mode is driven by the Node. The Node sends a heartbeat message to the Gateway based on a specific time inter-
val.

The Node resends the message when the message is not acknowledged by the Gateway. Use the configuration software to
define the heartbeat interval for each Node in the network using the Node's parameters.

The Gateway is programmed to expect a message from each Node within the Node Heartbeat RX interval. If the Gateway
determines that a Node has not checked in within a specified interval and within the defined number of misses, the radio link
is considered to be bad. The maximum time an error is detected will be between one and two heartbeat intervals.

June 05, 2023 © Banner Engineering Corp.
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A Gateway and Node exchanging heartbeat signals

| am here

b b

_J

Do | Use Heartbeat Mode or Polling?

By default, the DX80 wireless network uses Polling to determine network health in 10-30 V DC-powered devices and Heart-
beat mode for battery-powered devices.

Polling is the most flexible method for a variety of 10—-30 V DC-powered applications. Polling can be programmed to be fast
or slow, but it will drain battery-powered devices quickly when the polling interval is not set to 16 seconds or longer.

The Heartbeat method is engineered to be more efficient for battery devices. Although radio link failures may not be deter-
mined as quickly as with Polling, Heartbeat Mode is more efficient for most battery-powered networks.

For networks containing both battery-powered and 10-30 V DC powered devices, both Polling and Heartbeat modes are
used to determine the radio link status. Using both methods results in a programmable error detection time for 10-30 V DC
devices and a more efficient interaction (and increased battery life) for battery-powered devices.

Using the latest version of the configuration software:

1. Go to the Configuration » Device Configuration screen.
2. Click the arrow next to the Gateway device to display the Parameters.
3. Set either the Health Polling or Health Heartbeat parameters.
> Polling—For 10-30 V DC powered devices, set the Health Polling interval to 4 seconds with a Max bad
count of 16. This allows the system to detect a bad radio link within 64 seconds.

Health polling interval settings

Parameters eters l SEND Parameters
System Health Polling Health Default Output Triggers
Devices in system 8 |i= Interval |05 |5 Interval 00:00: 00.000@ [] Device power up
TOMA behavior |Defaull TDMA | = Max bad count 10 E KNumber of misses o= || O outofsyne
Re-link count 1 @ Heartbeal timeout 00:00:00.000 || [C] Host link fallure | Disabied | = | (mmiss)
Auto recover a [ Node link faure
2:':;:\:! woguogum [[] Gateway link tailure

o Heartbeat—Set the Health Heartbeat Interval to 2 minutes and 30 seconds and the Number of misses to 16 to
get a Heartbeat Timeout of 5 minutes and 4 seconds. The Heartbeat Timeout interval is calculated using
the Heartbeat Interval, the Number of misses, and the speed of the device. Using these settings, a bad radio
link for battery-powered devices would be detected within 5 minutes and 4 seconds.

Health heartbeat settings

DXB0 GATEWAY

Parameters GET Paramelers l SEND Paramaters
System Health Polkng Health Heartbeat Defautt Qutput Triggers
Devices in system 8 |=) interval 0 |=js Intenval 00:00:20.000/8]  [] Device pawer up
TOMA behavior (Default TOMA | =)  Max bad count o= Number of misses 10 [ outofsyne
Re-tink count o= Heartbeat timeout 000043250 | [ Hostink faiure
= Node link f
Auto recover O [ Node tin o
Timeout 00:00:00.000 [[] Gateway link failure
Retink 00:00:20

To set the ISM radio settings on a DXM Wireless Controller, you must use the DX80 Performance Configuration Software.

© Banner Engineering Corp.
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Map a Node's Lost Link Output to a DXM Controller

Mapping a Node’s lost link output to its master radio allows you to trigger an alarm or light or to send email or text message
notifications.

Because of heartbeat and polling, the link loss notification is not immediate. There is some time between when the radio los-
es communication and when it drops out of the wireless network. For more information on heartbeat and polling, please refer
to Monitoring System Health.

It is important to know that I/O 8 on every Node is reserved as the "health" register. If there is a 128 in this register, there is
good communication between the Node and the DXM. Any other value indicates a communication issue.

1.
2.

(e}

©

Go to the Register Mapping » RTU » RTU Read screen.

Click Add Read Rule.
A new read rule opens and is read to be defined.

. Name your read rule.

For this example, the rule is named Node 1 Health.

. Define the read rule to read From slave ID 1 read 1 registers starting at 24.
Imamm‘ iDehuLaistlnl

] < IR -« IR o vt s o QR o 1|

Node 1's I/O point 8 (the health register) is in register 24 for the wireless network. This rule stores the data from the
health register of Node 1 into the DXM's local register 1.

. Go to the Local Registers » Action Rules » Thresholds screen.
. Click Add Threshold Rule and click the arrow next to the new rule to display the parameters.
. Name and define a threshold rule for the DXM's local register 1 to determine when the value is 128 (good communi-

cation) or something other than 128 (lost link).

- Node 1 Health On/Off When register 1 (None) equals 128 set register 2 (None) 1o 0 else setto 1

When local register 1 % None = Jx|(value | =] 128 3

¥ when TRUE, set local register 2 & None to Value - 0z
[®] When register 1 (None) not equal to 128

1 &

Setregister 2 (None) to Value - -

Hysteresis value 02 Record the number of minutes [[] save threshold events to cloud
Save threshold events to event s
Minimum on time (hh:mm:ss) 00:00:00 ~ that the rule has been true a ® °g
to register (11 L] Push when active
Minimum off time (hh:mm:ss) 00:00:00 = [] After trigger, set source to 0

{ | E-mailfSMS on State Transition

This threshold rule sets local register 2 to 0 when Node 1 is in the network and sets local register 2 to 1 when Node 1
has dropped out of the network. Use local register 2 to turn on an LED when the Node has lost its radio link with its
master radio.

. To turn on a DXM LED, go to the Register Mapping » RTU » RTU Write screen.
. Click Add Write Rule.
. Define a Write Rule to write a local register from 2 (Node 1 Health On/Off), to slave ID 201 (Slave ID of the DXM dis-

play) starting at register 1103 (Output LED 2, red light on DXM display) through 1103.
[ O e B oo oo [ trow 2o Y ot st Y o 100 |

When Node 1 drops out of the wireless network, the red light (LED 2) on the DXM display turns on.

June 05, 2023 © Banner Engineering Corp.
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Initial Steps and Equipment Needed

Follow these steps to monitor a Modbus Banner Engineering sensor connection and/or operation status when the sensor is
connected to a MultiHop radio or a DXM Controller with an embedded MultiHop module.

Required equipment includes:

* Wireless DXM Controller master with a MultiHop radio module

* Wireless DXM Controller slaves and/or MultiHop slave radios

« Modbus sensor such as the Temperature/Humidity Modbus Sensor model M12FTH3Q, or an SDI-12 sensor
* Windows-based PC running the DXM Configuration Tool v3 (downloaded from the Banner website)

To confirm an active radio communication between the sensor and radio, define Read Rules and Action Rules. Use two lo-
cal registers to monitor each Modbus RTU sensor. Use an optional third register to monitor how long the sensor was not
communicating with the radio.

1. Connect to the DXM Controller master radio using serial or TCP/IP.

2. Define the Local Registers.

3. Define the Read Rule.

4. Define the Threshold/Action Rule.

5. Repeat these steps for each Modbus sensor and MultiHop slave radio you'd like to track.

Define the Local Registers

Define the local registers used to verify the connection between a Modbus sensor and a MultiHop radio.
1. Go to the Local Registers » Local Registers in Use screen.
2. Define a register to hold a data point.

Example data point for a relative humidity (RH) Modbus sensor.

sotectmodel | BT Action Fues

Register Groop

. B Constant Cloud
5 Sooed oo Tener  Semngs

No. ReadWiite

Register Mapping

Ho

Scheduler Ho

Settings

Mocurs HTU
(-

Modbus RTU
()

Modus HTU
()

Tools.

Edit Register  Modify Multiple Registers

Sicled Badin: 05| | Cnax Rogiony
w [Som rcomecom ]
Hama Humiaty 1 | Vaiue type Hone =) | | LeD permissions (Resawime =
Rugister growp Scaing owos = i”mw Hon -
Unas RH J-,‘ Scalo vabor |100.00F8] Scalo oftset | 0.000008] | Clous satinps |Reaantirze I=

! ] Apoly cftsat baforn scale valoe menmm _Nw =

|2y (Unsignes | =)

© Banner Engineering Corp. June 05, 2023
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sensor.

Setect Model

L] Fadute to Read RH Value bpo Nong 5.5
Regeted grous Ermronmantal Scadng |None =)
voss o 1) | | s nsones_| +)

Example data point for a wind speed SDI-12 sensor.
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Feasiien

ReadWrite

FoeaciPrte

FReadite

Read™Wrie

Feadiite

ReadWrite

‘Weatber information

Example alarm notification register for a relative humidity sensor.

FreadWiite

Fobadititn

FreadWrin

ReadWittn

Fleadiiie

Freaditte

ReadWrio

Freactiitn

Read

Localﬂegisw!slnuwtm

Log Fes

Foead Rules

Thieshokd R

. Define a register to be used as an alarm notification register when the MultiHop radio cannot communicate with the

Faiure to Read RH

DS2 Ave Wind Speed

ReadtWite  Readirie

Fead'Write  Fesd'Wrte

Read'Wite  Readirio

Read'Write  ReadiWte

Fead'Write || ReadWrle

Resd'Wite | ResdiWrte

Fead'Willy || FeadiWrile

FeadtWite | Resdirie

Sehaeduber

Temp 3
Tomp 4

Awotage Termg

Faiiura bo Read RH

Wind Spaed Sentor Alarm
DS2 Ave Wind Speed

LEO peemissaons
£0 card logging

Read Rules

Read I=

(fone  I=)
Read J=
liond 1=

Freadtiien

FeaatWite || FeadrWrite

Read'Write  Read'Wite

ReadiWrite  Read'Wrie

Fead'Witn  Feadirts

Fead'Wiito | Foadiirte

ReadWite  Feadinle

Read'Wrte  Read'Wrie

4. Define a register to be used to track how long the Modbus sensor was not communicating with the master radio.

June 05, 2023
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Example communication register for a temperature/relative humidity sensor.

Select Model

#

Regeter Name 09 Files Foad Rules
Local Registers.

None.

Temp 1

Regester Mapping

Scheduler

Setlings

Faiiure bo Read RH
Wind Spied Sonsor Alam
RH Comm Alarm Tima
DS2 Ave Wind Spoed

Toots

¥ EE F|EE TR EE

0
AL

F

Edit Register | Modity Multiple Registers

S

Selocted Register.

Hame RH Comm itarm T | | Valon trpe Hena 2|
Regester groe Enveonmantal Seaing (v jv) | | s cansiogong Reat i)
o Custom - Scain value |60 000FH] Scale ofset om@| Cioud samngs 1 .
hours. [ Apply offset betcen scale value PIotacol Cometinn \Nona =

| sentee (unsgnas =) |

Create a Read Rule

Create a Read Rule to define how often to read the sensor register and what to do if the communication attempt fails.

1. Go to the Register Mapping » RTU » RTU Read screen.
2. Click Add Read Rule to create a Read Rule.

3. Name the Read Rule and define from which slave ID this register is being read, how many registers are being read,
and the starting register.

4. Define how often to read this register (Frequency).

5. Define what value should be written to the register (Apply value) after the number of failed read attempts (read fail-
ures).

Example read rule for monitoring the relative humidity sensor connection..

RiiIbed through 101 o local registers starting at 43

PO Garage Humidity From stave 1D [RE] :m LBl regicters starting at

= - Hokding register | Local Registers Names
|Garage Humidsty
Frequency 00:05:00.000 % hhcmm:ss.fr
ry ~
ik Scalevalue 0.000000 *  Scale offset 0%
(] Appty offset before scale value
Error condition Apply value 125 & after 5 % read failures
Floating point [] Swap words.
On register [

Example read rule for monitoring the wind speed sensor connection.

imnmmi lmmmq

BN 052 Speed_Dir Temp C el 20 ;E 2 ; [UTAR though 11102 1o kocal registers starting at JIRLIY ;

Remote type Hokding register | = Local Registers Names
|DS2 Ave Wind Speed
Frequency 00:01:00.000 3 hh:mmoss.fif
Siaing Scale value  0.000000 % Scale offset 0.5
[C] Appty offset before scale value
Error condition Apply value 150 % after 5% read fallures
Floating point [ swap words
On register 0

For the relative humidity example, local register 4 (Garage Humidity) will be populated with the value from Modbus ID
19, register 101. The DXM master radio attempts to communicate with the Modbus sensor (Slave ID 19) every 5 min-
utes. After five consecutive unsuccessful attempts, the value of 125 is placed in the local register 19 (Failure to Read
Garage RH).

© Banner Engineering Corp. June 05, 2023
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For the wind speed example, local register 1001 (DS2 Wind Speed) will be populated with the value from Modbus ID
20, registers 11101 and 11102. The DXM master radio attempts to communicate with the Modbus sensor (Slave ID
20) every 1 minute. After five consecutive unsuccessful attempts, the value of 150 is placed in the local register 19
(Failure to Read DS2 Wind Sensor).

NOTE: You must place the SDI-12 sensor results in the 32-Bit Floating Point Register set in the
DXM Controller. When using an SDI-12 sensor and an SDI-12 enabled MultiHop radio, when the
DXM master or remote radios cannot communicate with the sensor, a value of 65535 is entered in-
to the Results Register for that sensor in the Local Registers.

Select an alarm value that makes sense for the potential values of the application, but won't adversely affect graphing
or charting the data point for analysis. For the RH example, the normal value for this local register is between 0 and
100. Therefore, 125 is not too excessive but is different enough to be a trigger value. For the wind speed example,
150 is a good choice.

Create a Threshold Rule

Create an action rule to define the behavior of the system when the communication fails.

1. Go to the Local Registers » Action Rules » Thresholds screen.
2. Click Add Threshold Rule.

3. Define a Threshold Rule so that when the local register Failure to Read value equals the error value (125 for relative
humidity, 150 for wind speed), a value of 1 is entered into the Communication Alarm register.

Example threshold/action rule for a humidity sensor communication failure.
- When register 4 (Garage Humidity) equals 125 set register 18 (Failure to Read Garage RH) to 1

‘When local register 4 L Garage Humidity |= Jx)(vale | =] 125 3
¥ when TRUE, set local register 19 £ Failure to Read Garage RH to |Value - ; B

[] When register 4 (Garage Humidity) not equal to 125
Set register 19 (Failure fo Read Garage RH) to |Value - 03

Hysteresis value 0 Record the number of minutes [%] Save threshold events to cloud
Minimum on time (hh:mm:ss) 00:00:00 = that the rule has been true [X] save mreshold_evenls to event log
[] Push when active

to register 22 3 RH Comm Alarm Time

Minimum off time (hh:mm:ss) 00:00:00 % [C] After trigger, set source to 0

SMS E-Mail
Rec'q:iaﬁl Send Reciplent  Send
SMS Recipient 1 | [X] E-mail Recipient 1 | 5 |
SMS Recivient2 | [ | E-mail Recivient2 | 1 |

June 05, 2023 © Banner Engineering Corp.
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Example threshold/action rule for a wind speed sensor communication failure.

- LR LRl E ) When register 1001 (DS2 Ave Wind Speed) equals 150 set register 19 (Wind Speed Sensor Alarm) o 1

When local register 1001 3 DS2 Ave Wind Speed |= | =||value |=| 150 3
(X when TRUE, setlocal register 19 & Wind Speed Sensor Alarm to |Value x) 1%
[] When register 1001 (DS2 Ave Wind Speed) not equal to 150
Setregister 19 (Wind Speed Sensor Alarm) to |Value | > ! e

Hysteresis value [ Record the number of minutes | | 2] Save threshold events to cloud
hi
Minimum on time (hhmm:ss) 00:00:00 4 | | that the rule has been true [X] Save thres o evaits Io evertiog
to register 0~ [x] Push when active
Minimum off time (hh:mm:ss) 00:00:00 & s [ After trigger, set source to 0

- | E-mail’'SMS on State Transition

sMs E-Mail
Recipiant Send Recpient  Send
SMS Recipient 1 | [X] E-mail Recipient 1 | [X[; |
ST Dariniant 3 I m | E_mail Darimiant 9 I g | |

For the relative humidity example, when this register's value equals 1, local register 22 tracks how long this Modbus
sensor was not able to be reached. The alarm is sent to the web server service, and the event is logged in the Events
Log on the DXM. A message is sent to one SMS recipient and one email recipient, although you can configure it to
send more messages if necessary.
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Calculating the Communication Timeout for a DX80 Star Network

Chapter 4 Modbus Communication Timeouts

A Modbus timeout is the amount of time a Modbus server is given to return an acknowledgment of a message sent by the
Modbus client. If the Modbus client waits for the timeout period and no response is seen, the Modbus client considers it a lost
message and continues on to the next operation.

The timeout parameter is simple to set for Modbus devices directly connected to the DXM Controller, if there are no MultiHop
wireless devices. Special considerations need to be made to set the timeout parameter when a MultiHop network uses
the DXM Controller as the client radio.

Configure controllers operating wireless networks to allow for enough time for hardware transmission retries. Set the Commu-
nications Timeout parameter to cover the expected time for messages to be sent throughout the wireless network. For

the DXM Controller, the Communications Timeout parameter is the maximum amount of time the DXM Controller should wait
after a request is sent until the response message is received from the Modbus server device. Use the DXM Configuration
Software to set the timeout parameter on the Settings » System screen (select Show advanced settings).

The default setting for the timeout parameter is 5 seconds.

MultiHop Networks vs DX80 Star Networks

The DX80 star Gateway collects all the data from the Nodes, which allows the host system to directly read the data from the
Gateway without sending messages across the wireless network. This allows for DX80 Gateway to be treated like any other
wired Modbus device.

In a MultiHop network, the data resides at each device, forcing the controller to send messages across the wireless network
to access the data. For this reason, carefully consider the value of the wireless timeout parameter.

Calculating the Communications Timeout for Battery-Powered
MultiHop Radios

Battery-powered MultiHop radios are configured to run efficiently to maximize battery life. By optimizing battery life, the al-
lowed communications window to receive messages is slow (once per 1.3 seconds) and sending message rates are standard
(once per 0.04 seconds).

A MultiHop device is set from the factory with the retry parameter of 8. This means that under worst-case conditions, a mes-
sage is sent from the DXM Controller to an end device a total of nine times (one initial message and eight retry messages).
The end device sends the acknowledgment message back to the DXM Controller a maximum of nine times (one initial mes-
sage and eight retries). A single Modbus transaction may send up to two messages + 16 retry messages before the transac-
tion is complete. In addition, the radios randomly wait up to one time period before retransmitting a retry message. So to al-
low for the random wait time, add one extra time period for each in-between time of retries.

To calculate the communication timeout parameter for a client to a server radio (no repeaters):

Client to Server Send time = (9 x 1.3 sec) + (8 retry wait x 1.3 sec) = 22 seconds

Server to Client Send time = (9 x 0.04 sec) + (8 retry wait x 0.04 sec) = 1 second

Total Send/Receive time = 23 seconds

Minimum Timeout period = 23 seconds
If the link quality of the network is poor, the maximum transfer times may happen. Set the timeout parameter to accommodate
the maximum number of retries that may happen in your application.
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When MultiHop repeaters are added to the wireless network, each additional level of hierarchical network increases the re-
quired timeout period. Since MultiHop repeaters are running at the highest communications rate, the overall effect is not as
great.

Client to Repeater Send time = (9 x 0.04 sec) + (8 retry wait x 0.04 sec) = 1 second

Repeater to Client Send time = (9 x 0.04 sec) + (8 retry wait x 0.04 sec) = 1 second

Additional Timeout period for a repeater = 2 seconds
Using the timeout calculation above of 23 seconds, if a repeater is added to the network the timeout should be set to 25 sec-
onds. For each additional MultiHop repeater device creating another level of network hierarchy, add an additional two sec-
onds to the timeout period.

Adjusting the Receive Slots and Retry Count Parameters

The number of receive slots governs how often a MultiHop device can communicate on the wireless network.
Battery-powered devices typically have DIP switches that allow the user to set the number of receive slots, which directly af-
fects the battery life of the radio. Adjusting the receive slots changes how often a message can be received. By default, the

receive slots are set to 4 (every 1.3 seconds). When the receive slots are set to 32, the radio listens for an incoming message
every 0.16 seconds.

Users may also leave the retry mechanism to the application that is accessing the wireless network, in this case the DXM
Controller. Adjust the number of retries in the MultiHop devices by writing the number of retries desired to Modbus register
6012. The factory default setting is 8.

Calculating the Communication Timeout for 10-30 VDC Multi-
Hop Radios

Line-powered (10-30 V DC) MultiHop devices operate at the maximum communication rate, resulting in a much lower time-
out parameter setting. For each repeater added to the network, increase the timeout parameter 2 seconds.

For a client radio to a 10-30 V DC powered server radio (no repeaters):

Client to Server Send time = (9 x 0.04 sec) + (8 retry wait x 0.04 sec) = 1 second
Server to Client Send time = (9 x* 0.04 sec) + (8 retry wait x 0.04 sec) = 1 second
Total send/receive time = 2 seconds

Minimum timeout period = 2 seconds

Calculating the Communication Timeout for a DX80 Star Net-
work

In the DX80 network, all Node data is automatically collected at the Gateway to be read. The DXM Controller does not use
the wireless network to access the data, which allows for much faster messaging and much lower timeout values.

For a DXM Controller with an internal DX80 Gateway, set the timeout value 0.5 seconds. If other Modbus devices are con-
nected to the RS-485 lines, the timeout parameter governs all communication transactions and must be set to accommodate
all devices on the bus.

Document title: Calculating the Communication Timeout on a DXM Controller
Part number: b_4462766

Revision: A
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Chapter 5

Interpreting Register Values in the Ban-
ner Wireless System

The units conversion table defines the type and range of values for each type of 1/0.

The wireless devices have many different units of measure for inputs including: milliamp (mA), voltage (V), temperature (°C
or °F), humidity (RH), or a raw 16-bit or 32-bit value. Outputs can be either current (4 to 20 mA, 0 to 20 mA) or voltage (0 to
10 V DC). All values stored in Modbus registers are unsigned numbers, except for temperature readings. The temperature

readings are stored as signed numbers (two's complement).

The following table defines the range of values and descriptions for input units.

Register values

IO Range I;oldlng R?:tl_ster
Input Type = Data Conversion Description
Min. Max. Min. Max.
Discrete 0 1 0 1 - -
0to 20 mA 0.0mA  20.0 mA 0 65535 (20 mA + 65535) x Reg Value = mA Linear mapping of unsigned register
value to current
41020 mA 4.0 mA 20.0 mA 0 65535 ((16 mA + 65535) x Reg Value) + 4 = Linear mapping of unsigned register
mA value to current
0to 10V dc 00V 4p0vDC 0 65535 (10 V + 65535) x Reg Value = V/ Linear mapping of unsigned register
DC value to voltage
gznm)p CIF (highresolu- 15383 116384 0 65535  (Converted Reg Value) + 20 =Temp  Signed Values
Counter 0 65535 0 65535 - -
16-bit T30UF 0 mm 65535 mm 0 65535 None; stored as millimeter value Unsigned
Humidity 0%RH  100% RH 0 10000 (RegValue) =100 = Relative Humidity ;00

Temperature Measurements:

(RH)

* In high resolution mode, the temperature = (Modbus register value) + 20. For high resolution temperature input, 0 in
the register is interpreted as 0° and 65535 in the register (OXFFFF) is interpreted as -1 + 20 = -0.05°.

* In low resolution mode, the temperature is (Modbus register value) + 2. For low resolution temperature input, 0 in the
register is interpreted as 0° and 65535 in the register (OXFFFF) is interpreted as -1 + 2 = -0.5°. The I/O range values
are —16383 through 16384.

When using a 4 to 20 mA sensor with a 0 to 20 mA input, the sensor uses the 4 to 20 mA section of the total range. Using a 4
to 20 mA with a 0 to 20 mA input allows you to determine when you have an error condition with the sensor. A normal input
reading between 4 and 20 mA indicates a functioning sensor whereas a value below 4 mA indicates an error condition, such
as a broken wire or loose connection. Some Sure Cross devices allow you to configure the analog inputs and outputs to use
either 0 to 20 mA or 4 to 20 mA.
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Signed Numbers

Temperature values are stored in Modbus registers as two's complement signed numbers. Using two's complement allows
negative numbers to be stored in Modbus registers.

Although not technically a sign bit, the most significant bit (MSB) indicates a negative number when the value is set to one
(1). When the most significant bit is zero (0), the value is greater than or equal to zero.

Modbus register values of 32768 through 65535 (decimal) represent negative temperatures. These numbers in binary form
are: 1000 0000 0000 0000 through 1111 1111 1111 1111.

To convert to a negative temperature value from a Modbus register value, first convert the value from the two's complement
number. To convert from a two's complement number in binary form, invert all the bits (0 changes to 1, 1 changes to a 0),
then add 1. Convert this binary value to a decimal value and divide by either 20 (high-resolution mode) or 2 (low-resolution
mode) to calculate the negative temperature.

Defining the signed numbers

Calculated Temperature

Register Value (Two"s Complement) Register Value (Decimal) Converted Decimal (Converted Decimal + 20)
0000 0000 0000 0101 5 5 0.25
0000 0000 0000 0100 4 4 0.20
0000 0000 0000 0011 3 3 0.15
0000 0000 0000 0010 2 2 0.10
0000 0000 0000 0001 1 1 0.05
0000 0000 0000 0000 0 0 0
1111 111 111 1111 65535 -1 -0.05
1111 1111 1111 1110 65534 -2 -0.10
1111 1111 1111 1101 65533 -3 -0.15
1111 1111 1111 1100 65532 -4 -.20
1111 1111 1111 1011 65531 -5 -0.25
1111 1100 0001 1000 64536 -1000 -50

Document title: Interpreting Register Values in the Sure Cross® Wireless System
Part number: b_3100627

Revision: A
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Chapter 6 Using Action Rules to Control External
Sensors

Action rules allow for simple logic functions and simple manipulation of local register data. The processing of an action rule is
autonomous from other local register functions.

» Threshold rules create event-driven conditions, such as events to the cloud, local logs, or an email address

» Register Copy rules copy the contents of one register to another

» Math/Logic rules deal with 32-bit register logic with results from 0 to 4,294,967,295

» Control Logic rules are binary rules, with the results being either 0 or 1

» Trending rules find average, minimum, and maximum values

» Tracker rules monitor a Local Register value and store the result of a function in another register

The DXM can control external sensors using the timer/counter feature and Action Rules. In this example, the DXM controls a
sensor using a cyclical loop with a timer. To configure this application, you must

1. Define the Local Registers

2. Define the Read/Write Rules

3. Define the Action Rules

One of the local registers is defined as a timer, which starts counting at zero. When 45 seconds has passed, the output is
turned on to supply power to the sensor. At 55 seconds, the data is captured from the 1/O board and saved. At 65 seconds,
the output is turned off and the counter reset.

Define the Local Registers

Use the DXM Configuration Software to define the local registers needed to control the external sensor.

This task assumes you have downloaded and installed the latest version of the DXM Configuration Software onto a Win-
dows-based PC.

1. Go to the Local Registers » Local Registers in Use screen.
2. Name local register 1 to contain the read data from the DXM 1/O board.
3. Define local register 2 to be a 100 ms timer/counter.

Local Registers In Use m

o 100 Files Read Rules

Modbus RTU
oo | oo || oV

Regster Mapping
Scheduler
Settings

Toots

Edit Register | Maodify Multiphe Registers

Swiacted Regater o)
I . m—— 1
L Tiste1 100ms. imw (Counter Tioms x| | LCD paemissons Hong =
Rbgeter grous | Seating None = 50 card kpgng |None =
|
m Jx)| | sontme \Unsigned | =) | | Cloud semngs |Nane =)
= Probocol comversion Nona >
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4. Name local register 3 to hold the result of Action Rule 1 (when the timer/counter reaches 45 seconds, this register val-

ueis 1).

5. Name local registers 4 and 5 to hold the results of Action Rules 2 and 3.
6. Name local register 6 as the saved sensor data.
7. Set the LCD permission to Read on all registers so that the register values display on the LCD.

After this configuration file is saved and uploaded to the DXM, the register values display on the LCD under the Regis-
ter menu.

Create the Read and Write Rules

Use Read/Write maps to write local register values to other Modbus devices or read Modbus registers from other Modbus de-

vices.

For our example, the DXM I/O board is another Modbus device (slave ID 200) to read to or write from.

1.

w

(o]

Go to the Register Mapping » RTU » RTU Read screen. Click Add Read Rule.
A new read rule is created.

. Click the arrow next to the new read rule to display the parameters.
. Name your read rule.
. Enter the From slave ID and the number of registers to read from.

For this example, we want to read from slave ID 200, the DXM100 I/O board (the DXM700 1/O board is slave ID 203).

. Enter the frequency you'd like to read from this register.

For our example, we'd like to read the selected register every 1 second.

. Go to the RTU Write screen and click Add Write Rule.

A new write rule is created.

. Click the arrow next to the new write rule to display the parameters.
. Name your write rule.
. Enter the parameters to write from the local register to the target register.

For our example, we have to write from local register 3 to a holding register on slave ID 200, register 501. This writes
a local register to an output on the DXM 1/O board (slave ID 200) to control the power to the external sensor. We want
to write at a Frequency of On Change of local register data so that the output register 501 only changes when the lo-

cal register value changes from 0 to 1.

|- Write Output - e iocal registers fom 3 : PR starting at regester P through 501
wite Setengs |

Remole type Holding register | =
Local Registers Names
Frequency (on Change oflocal register data <) Local RegistersNames |
: N
Write when register changes by more than 1'% one

Write al LEAST every 00:00:00.000 % hh:mmiss.

Wiite at MOST every 00:00:00,000 = hhomm:ss.

-~ -
Scaling Scale value 0.000000 =2 Scale offset 0¥
[] Apply offset before scale value
Fioating point [] Swap words

Use single write command []

Create the Action Rules

Five Action Rules define the logic statements required to complete the application. The first three action rules define when
the timer is greater than 45 seconds, greater than 55 seconds, and greater than 60 seconds. The final two rules capture the
read data and reset the timer back to zero to restart the process.

1. Go to the Local Registers » Action Rules » Thresholds screen and click Add Threshold Rule.
2. Name the first action rule (checks the timer to see if it has reached 45 seconds or greater) and enter the necessary

parameters.

© Banner Engineering Corp. June 05, 2023
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Logging Oplions

Hysteresis valug 01| | Record the number of minutes | | (] Save threshoid events to cloud
o BT 00,0051 | | thatthe rule nas been true [J'save threshold events to event log

nimum on time ( 55) | 00:00:00-2 [ Push when acti
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After trigger, set source o 0

~ | E-mail/SMS on State Transition
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For this example, we want to check when local register 2 (the timer/counter) is greater than or equal to 45 seconds.

When true, it sets local register 3 to 1, otherwise, set local register 3 to zero.

3. Create the second and third action rules, which also check the timer count (local register 2) and change the values of

local register 4 (CaptureData 55sec) and local register 5 (Read 60sec), respectively.
4. Create the fourth action rule to sample the sensor data.
Timer at 45 sec When register 2 (Timer{ 100ms) equals 450 set register 3 (Sampie 43sec) to 1 else setio 0
v When register 2 (Timer{ 100ms) equals 550 set register 4 (CaptureData 555ec) 1o 1 eise set o 0
When register 2 (Timer! 100ms) equals 600 set register 5 (Read 60sec) to 1 else setto 0

Ltd

When local register 12 G s5sec (= =) valve |+
[ when TRUE, sat local register 6 % Sampied Data to Ré ]
[] Wnen register 4 (CapfureData 53sec) notequal to 1
Setregister 6 (Sampled Dats) to |Register - 6% Sampled Data

¥

ReadMap Data

Hysteresis value 0~ | | Retord the number of minutes | | [ Save threshold events o choud
Minimum on time (hh:mm:ss) 00.00:00 & | | that the ruie has been true []save threshold events to event log
[ Push when active

1o register 0%

Minimum off time (hhcmm:es) 00:00:00 =

| E-mail’SMS on State Transition

After trigger, set source to 0

- When register 4 (CaplureData 55sec) equals 1 set register 6 (Sampéed Data) 1o register 1 (ReadMap Data) else set to register 6 (Sampled Data)

This action rules detects when local register 4 (timer at 55 seconds) is 1. The value of local register 6 is set to the val-
ue of local register 1 (ReadMap Data). When the value of local register 4 is not 1, local register 6 remains un-

changed.

5. Create action rule 5 to reset the counter value and begin the count again.

Timer at 45 sec When register 2 (Timerf 100ms) equals 450 set register 3 (Sample 45sec) to 1 else setto 0

When local register 5 £ Read 60sec = ~||[value |« 1
(= When TRUE, set local register 2 4 Timert 100ms to |Value - 0=
[®] Wnen register 5 (Read 60sec) not equal to 1
Set register 2 (Timer1 100ms) to |Register - 2% Timer! 100ms

Hysteresis value [ Record the number of minutes | | L Save threshold events to cloud
that the rule has been true [Jsave threshold events to event o
[ Push when active

[] After trigger, set source to 0

Minimum on time (hhommess) 00:00:00 =
1o register 0e

Minimum off time (hh:mmcss) 00:00:00 2

~ | E-mail!SMS on State Transition

When the timer/counter register has reached 60 seconds (local register 5 is 1), set the value of the timer register back

to 0. Otherwise, do not change the value.
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Save and Upload the Configuration File

After making any changes to the configuration, you must save the configuration files to your computer, then upload it to the
device.

Changes to the XML file are not automatically saved. Save your configuration file before exiting the tool and before sending
the XML file to the device to avoid losing data. If you select DXM » Send XML Configuration to DXM before saving the con-
figuration file, the software will prompt you to choose between saving the file or continuing without saving the file.

1. Save the XML configuration file to your hard drive by going to the File » Save As menu.
2. Go to the DXM » Send XML Configuration to DXM menu.

Status indicator bar

‘Connected 192.168.0.1 VibelQ_DXR80_V2.xmi
Connected 192.168.0.1 Vibe!Q_DXR90_V2.xml Application Status @

Application Status

Not Connected

VibelQ_DXR90_V2.xmi Application Status

o If the Application Status indicator is red, close and restart the DXM Configuration Tool, unplug and re-plug in
the cable and reconnect the DXM to the software.

o If the Application Status indicator is green, the file upload is complete.
o If the Application Status indicator is gray and the green status bar is in motion, the file transfer is in progress.
After the file transfer is complete, the device reboots and begins running the new configuration.
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Chapter 7 Setting Multiple Thresholds

The DXM uses Action Rules and the DXM Configuration Software to do simple operations with local registers. ScriptBasic is
a programming language that can handle the simple operations as well as the complex operations.

This example application creates multiple thresholds on a single analog input from an external 4-20 mA sensor to indicate
tank levels. The first method uses Action Rules and the second method uses ScriptBasic.

Use Action Rules to Set Multiple Thresholds

This procedure assumes you have installed the DXM Configuration Software on a Windows-based computer.
1. Launch the configuration software.
2. Define the Local Register.
a. Go to the Local Registers » Local Registers in Use screen.
b. Click on the arrow next to input 1 to display its parameters. Name this input.

c. Set the Units to mA and set LCD Permissions to Read. Setting the Units to mA isn't necessary, but does make
the field easier to understand. Setting LCD Permissions to Read displays the register value on the DXM's
LCD.

3. Define the Read Rule.

| Add Read Rule | | Delete Last Rule |

- A oo 0 EOR o JIER et starting at B thvouoh 3 1o ocal registers staring at [ trouon 1|

Remote e Hokting register | » [Local RogitersNames |
Tani Level Input 4-20mA
Frequency 00:00:05.000 % hhcram:ss.fif
Scalevalue 0000000 =  Scale offset i
Scaling
[T Apply offset before scale value
Ermor condition Apply value 65535 o after 0 % read failures
Floating point [[] Swap words
On register 1 B

a. Go to the Register Mapping » RTU » RTU Read screen and click Add Read Rule to define the read rule that
reads an input into local register 1.

b. Enter a name for the Read Rule. For our example, we have named the rule: ReadTankSensor.

c. Set the parameters to read one register from Slave ID 200 (DXM100 I/O board; the DXM700 I/O board is
slave ID 203), starting at register 3, and writing the value to local register 1 every 5 seconds.

4. Define the Local Registers and Action Rules that check the thresholds.

a. Name and define Local Register 2 as the 8 mA Threshold. Set the Units to on/off and the LCD Permissions to
Read.

b. Name and define Local Register 3 as the 12 mA Threshold. Set the Units to on/off and the LCD Permissions
to Read.

c. Name and define Local Register 4 as the 16 mA Threshold. Set the Units to on/off and the LCD Permissions
to Read.

d. Define an Action Rule to set Local Register 2 to 1 when the tank level sensor reading is above 8 mA.

e. Define an Action Rule to set Local Register 2 to 1 when the tank level sensor reading is above 12 mA.
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f. Define an Action Rule to set Local Register 3 to 1 when the tank level sensor reading is above 16 mA.

To view the results of the Action Rules, go to the DXM Controller. On the menu system, select Registers and click Enter. Any
registers configured with LCD Permissions set to Read displays on the screen.

Save and Upload the Configuration File

After making any changes to the configuration, you must save the configuration files to your computer, then upload it to the
device.

Changes to the XML file are not automatically saved. Save your configuration file before exiting the tool and before sending
the XML file to the device to avoid losing data. If you select DXM > Send XML Configuration to DXM before saving the con-
figuration file, the software will prompt you to choose between saving the file or continuing without saving the file.

1. Save the XML configuration file to your hard drive by going to the File » Save As menu.
2. Go to the DXM ) Send XML Configuration to DXM menu.

Status indicator bar

(Connected 192.168.0.1 VibelQ_DXR90_V2.xml Application Status
Connected 192.168.0.1 VibelQ_DXR90_V2.xml Application Status @

Not Connected VibelQ_DXR80_V2.xml Application Status

o If the Application Status indicator is red, close and restart the DXM Configuration Tool, unplug and re-plug in
the cable and reconnect the DXM to the software.

o If the Application Status indicator is green, the file upload is complete.
o If the Application Status indicator is gray and the green status bar is in motion, the file transfer is in progress.
After the file transfer is complete, the device reboots and begins running the new configuration.
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Chapter 8 Sending a Text Message from an Input

The DXM Wireless Controller with a cellular modem can send text messages on defined conditions. This short example
shows the configuration settings to send a text message when Node 1's input 1 is on.

The following example demonstrates sending a text message to call for maintenance or call for service. Follow these steps to
configure Node 1's input 1 to send a text message:

1. Define the Local Registers.

2. Create a Read Rule to read the input.

3. Define the SMS recipients and network settings.

4. Set a threshold using Action Rules.

Before beginning the steps below, verify the Node was bound as Node 1 to the Gateway radio board in the DXM. Also verify
the cellular module was provisioned and has an active data plan.

Define the Local Registers in the DXM Wireless Controller's processor.

1. Launch the DXM Configuration Software and select the Local Registers » Local Registers in Use screen.

2. In the Edit Registers section of the screen, use the drop-down list to select the register to be configured. For this ex-
ample, we use register 1.

3. Name the register (for example, Need assistance).

4. Select a register to store the value of the output of the pushed button (typically a tower or indicator light). For this ex-
ample, the output is not mapped to anything.

5. For both registers, select "Read" for LCD Permissions to enable the register values to be viewed on the DXM's LCD
screen.

Create a Read Rule to read the input.

1. Select the Register Mapping » RTU » RTU Read screen.

2. Click Add Read Rule.

3. Click the arrow to open the detailed Read Rule parameters section.

4. Enter a descriptive name for the rule, for example, Read Input. The data is read from slave address 1, which in this
case is the ISM radio in the DXM. A Node sends the input to the Gateway in the DXM.

5. The Modbus holding register for Node 1, I/O 1 is: 1 + (Node# x 16) =1 + (1 x 16) = 17. This is the Gateway's register
17, which stores Node 1's data. Refer to the Node's datasheet for more information.

6. Select slave address 1, starting at register 17, through 17 to local register 1 through 1. Local Register 1 was defined
as "Need assistance".

7. Select the Frequency with which you'd like updates (for example, 1 second).

Define the list of text or email recipients that will receive the notifications.
1. Go to the Settings » Notifications screen.
. In the SMS Recipients section, click the arrow next to Name.
. In the Name field, enter the name (for example, Supervisor) of the first recipient.
. In the Number field, enter the phone number.
. In the Message field, enter message to be sent.
. Go to the Settings » Cloud Services screen.
. In the Network Interface field, select Cell from the drop-down list.

~NOoO O~ WN

Set a threshold using an Action Rule to define the behavior of the registers under specific conditions, for example, when the
Node's input is on.

. Go to the Local Registers » Action Rules > Thresholds screen.

. Click Add Threshold Rule.

. Click on the arrow to expand the threshold rule.

. Under Definition, enter a 1 in the When local register field. Local Register 1 was defined as Need assistance.

. To set the threshold, select =, then select Value in the next drop-down list. Enter a 1 in the next field.

a b wWON -
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6. Under When true, set Local Register, enter a 2. In the next drop-down list, select Value. Enter a 1 in the next field.
This defines register 2's value as 1 (on) when the Node's input is on (1).

7. Under When Local Register is not equal to 0, select Value and enter a 0. This means that if the Node's input is off, the
register value remains at 0 (off).

8. At the bottom of this screen, click the arrow under E-mail/SMS on State Transition to expand that section.

9. Select the recipient(s) to send the text to.

Save your XML file to your computer and upload the XML file to the DXM. You are now ready to receive a text message when
Node 1's input 1 is turned on.
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Chapter 9 What is a Scheduled Push?

A scheduled push uses the DXM Controller's Scheduler function to force a data push at a specific time. Use the DXM Config-
uration Software software to create, save, and upload the configuration file to the DXM Controller.

Create a Scheduled Push

These instructions assume you have installed the latest version of the DXM Configuration Software and have launched it on
your Windows-based PC.

The following example creates an automatic data push that runs at 11pm, Monday through Friday.

1. Define all local registers to push to the webserver.

a. Go to the Local Registers > Local Registers in Use screen.

b. Click the register number to display that register's parameters.

c. Set Cloud settings to Read.

d. Set LCD Permissions to Read to display the local register to the DXM's LCD.
2. Define the scheduled event.

a. Go to the Scheduler » Weekly Events screen.

b. Click Add Weekly Event.

c. Click the arrow next to the new event to view all parameters.

d. Enter a name for the event.

e. Select the local register. For this example, we are using local register 12.

f. Click on the days of the week that this local register will be changed. For this example, we have selected Mon-
day through Friday.

g. Select the start value and the specific time you want this event to occur. For this example, we have selected
the start value of 1, to occur at 23:00 hours (11 pm).

h. Select the end value and specific time you want this event to occur. For this example, the register value re-
turns to zero at 23:01 (11:01 pm), one minute later.

IMGWEMII IDGE‘IBLMEMI
B o X o ncvoior QOGO o 1 5 50000 o mmow |

| | Active Holidays Available Holidays |
Start Value 1 % Startat (Specific Time | =] 23:00 & 24 hour format Add | |

el tmieduialilallecd?

[® EndValue D % Endat |Specific Time | = | 23:01 & 24 hour format Remove |

3. Create an Action rule to push data to the webserver.
a. Go to the Local Registers » Action Rules > Thresholds screen.

b. Click Add Threshold Rule.
c. Click the arrow next to the new rule to view all parameters.
d. Enter a name for the rule.

e. Fill in the parameters. For our example, we are setting local register 13 to 1 when local register 12 is 1.
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f. Select Push when active.

-PushOnSchedEl.rl When register 12 (None) equals 1 set register 13 (None) fo 1

When local register 12 3 None |= J=|Value |~ g
= When TRUE, sel local register 13 3 None to Value | = j e

[] When register 12 (None) not equal to 1

Setregister 13 (None) to |Value - 1 R

Hysteresis value [ Record the number of minutes | | (L] Save threshold events to cloud

Minimum on time (h:mm:ss) 00:00:00 » | | that the rule has been true [)Save ihveshold auonts 1o everk log
- ] to register D~ [] Push when active

Minimum off time (hh:mm:ss) 00:00:00 & - ] After trigger. set source to 0

v ) E-mail’SMS on State Transition

When the value of register 12 is 1, the DXM Controller pushes the defined data set to the webserver.

The Scheduler creates the timed event that occurs Monday through Friday. At the scheduled time and day, the value of local
register 12 is set to 1 for one minute. The Action rule watches local register 12, and when the value is 1, the action rule cre-
ates a push event to the webserver.

Configure the DXM to Access the Webserver

Before the DXM can read or write data to the webserver, you must define or confirm several parameters.

1. Go to the Settings » System screen and set the Device Time and time zone.
The device time can be verified on the DXM LCD.

2. Select whether or not the DXM should use daylight saving time (DST).

3. On the Settings » Cloud Services screen, set the Cloud push interval to none.
This allows the action rule to push data.

4. Under the Web Server section, verify the Site ID is accurate. This Site ID is unique for every device and is created by
the website.

Save and Upload the Configuration File

After making any changes to the configuration, you must save the configuration files to your computer, then upload it to the
device.

Changes to the XML file are not automatically saved. Save your configuration file before exiting the tool and before sending
the XML file to the device to avoid losing data. If you select DXM » Send XML Configuration to DXM before saving the con-
figuration file, the software will prompt you to choose between saving the file or continuing without saving the file.

1. Save the XML configuration file to your hard drive by going to the File » Save As menu.
2. Go to the DXM » Send XML Configuration to DXM menu.

Status indicator bar

Connected 192.168.0.1
Connected 192.168.0.1 Vibe!Q_DXR90_V2.xm| Application Status @

VibelQ_DXR90_V2.xmi Application Status

Nat Connected VibelQ_DXR90_V2.xmi Application Status

o If the Application Status indicator is red, close and restart the DXM Configuration Tool, unplug and re-plug in
the cable and reconnect the DXM to the software.

o If the Application Status indicator is green, the file upload is complete.
o If the Application Status indicator is gray and the green status bar is in motion, the file transfer is in progress.
After the file transfer is complete, the device reboots and begins running the new configuration.
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Chapter 10

Activating a Cellular Modem

Follow these basic steps, as detailed in this document, to activate the cellular capabilities of your DXM Controller.

1. Purchase a cellular modem kit from Banner Engineering Corp.
2. Install the cellular modem, connect the antenna cable, and connect the cellular antenna.
3. Activate a cellular plan to the SIM card, then insert the SIM card into the cellular modem.
4. Configure the DXM to use the cellular modem.

Purchase one of these cellular modem kit models

Cellular Kit Model

SXI-CATM1VZW-001

SXI-CATM1ATT-001

June 05, 2023

Kit Description

Verizon CAT M1 cellular modem using Telit
ME910 modem kit (Verizon part number
SXIM1V). Includes a cellular modem, SIM card,
internal adhesive antenna, external SMA anten-
na, and antenna cable. The SIM card is specific
to the LTE-M technology and cannot be used in
other cellular modems. Requires a LTE Verizon
cellular wireless plan attached to the ICCID
(SIM card) number and IMEI (International Mo-
bile Equipment Identity) number.

Cellular plans can be purchased

through celldata.bannercds.com.

AT&T CAT M1 cellular modem using Telit

ME910 modem kit (AT&T part number SXIM1A).

Includes a cellular modem, SIM card, internal
adhesive antenna, external SMA antenna, and
antenna cable. The SIM card is specific to the
LTE-M technology and cannot be used in other
cellular modems. Requires a LTE AT&T cellular
wireless plan attached to the ICCID (SIM card)
number and IMEI (International Mobile Equip-
ment Identity) number.

Cellular plans can be purchased

through celldata.bannercds.com.

Continued on page 32

© Banner Engineering Corp.

Important Notes

This cellular modem kit is for use in applica-
tions that require monthly data usage ap-
proaching 50 MB or 250 MB with push inter-
vals no more frequent than every 10 minutes.
This modem is only for use in the contiguous
United States region.

Please visit our support site for more details
on coverage areas and cellular plan pricing.

This cellular modem kit is for use in applica-
tions that require monthly data usage ap-
proaching 50 MB or 250 MB with push inter-
vals no more frequent than every 10 minutes.
This modem is only for use in the North
American region.

Please visit our support site for more details
on coverage areas and cellular plan pricing.


http://celldata.bannercds.com
http://support.bannercds.com/home/pricing/how-to-choose-a-cellular-service-plan/
http://celldata.bannercds.com
http://support.bannercds.com/home/pricing/how-to-choose-a-cellular-service-plan/
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Continued from page 31

Cellular Kit Model Kit Description Important Notes
Worldwide CAT M1 cellular modem using Telit
ME910 model kit. Includes a cellular modem, This cellular modem kit is for use in applica-
SIM card, internal adhesive antenna, external tions that require monthly data usage ap-

SMA antenna, and antenna cable. The SIM card proaching 50 MB or 250 MB with push inter-
is specific to the LTE-M/NB-IoT technology and  vals no more frequent than every 10 minutes.

cannot be used in other cellular modems. Re- This modem is only for use in the Euro-
SXI-CATM1WW-001 quires an LTE cellular plan attached to the IC- pean region within those countries that are

CID (SIM card) number and IMEI (International members of the EU/EEA and adopt RED/CE

Mobile Equipment Identity) number. compliant products.

Cellular plans can be purchased Please visit our support site for more details

through celldata.bannercds.com or a local roam- on coverage areas and cellular plan pricing.
ing SIM provider.

For additional information, refer to the Banner Cloud Data Services support center (support.bannercds.com). The support
center includes video tutorials, product documentation, technical notes, and links to download configuration software.

IMPORTANT: Only the DXM100 and DXM150 models in conjunction with an SXI-LTE-001 (obsolete) cel-
lular modem can offer SMS/text messaging capabilities directly from the device. Contact a support spe-
cialist at Banner Engineering for configuration instructions, or SMS/text messaging can be delivered using
the Banner CDS web service from any DXM model.

Install the Cellular Modem (DXM100, 150, 700, and 1000
Models)

Follow these steps to install the cellular modem and antenna cable.

IMPORTANT:
» Electrostatic discharge (ESD) sensitive device
» ESD can damage the device. Damage from inappropriate handling is not covered by warranty.
» Use proper handling procedures to prevent ESD damage. Proper handling procedures include
leaving devices in their anti-static packaging until ready for use; wearing anti-static wrist straps;
and assembling units on a grounded, static-dissipative surface.

Installing the cellular modem

O {Eofik

Orf‘(,{)@ @)
b o

.0

1. SIM cards come in a credit card sized carrier. Carefully snap it out of the carrier.

2. Make note of the IMEI number of the cellular modem and the ICCID number of the SIM card.
The numbers can be found on the cellular modem and the SIM card or SIM card carrier. You will need the SIM num-
ber to associate a wireless plan to this SIM card.

3. Insert the SIM card into the socket on the underside of the cellular modem while ensuring the conductive pads on the
SIM card are interfacing with the terminals of the modem.
There is a matching notch in the socket and SIM card that will only allow the SIM to be inserted with one orientation.
Do not force the SIM card into the socket.

4. Orient the cellular modem according to the pin layout.

© Banner Engineering Corp. June 05, 2023
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DXM100, 150, and 1000 DXM700

-—-~  SIM card*
1 location

*SIM card is located on the underside of installed modem *SIM card is located on the underside of installed modem

o For the DXM100, DXM150, and DXM1000 models—Install the cellular modem board onto the processor
board as shown. Use the diagram to verify the orientation is correct.

o For the DXM700 models—Install the cellular modem board onto the base board as shown. Use the diagram to
verify the orientation is correct.

a. Verify the pins are properly aligned.
b. Verify the hole in the cell modem aligns with the hole on the DXM board.
c. Firmly press the modem into the 24-pin socket.

5. Attach the antenna cable between the cellular modem board to the base board as shown.
6. Install the external cellular antenna on the DXM's SMA connector located next to the antenna cable.

Install the Cellular Modem (DXM1200 Models)

Follow these steps to install the cellular modem and antenna cable.

IMPORTANT:
» Electrostatic discharge (ESD) sensitive device
« ESD can damage the device. Damage from inappropriate handling is not covered by warranty.
» Use proper handling procedures to prevent ESD damage. Proper handling procedures include
leaving devices in their anti-static packaging until ready for use; wearing anti-static wrist straps;
and assembling units on a grounded, static-dissipative surface.

Installing the cellular modem

O Jrofig
O
w

b 10

1. SIM cards come in a credit card sized carrier. Carefully snap it out of the carrier.

2. Make note of the IMEI number of the cellular modem and the ICCID number of the SIM card.
The numbers can be found on the cellular modem and the SIM card or SIM card carrier. You will need the SIM num-
ber to associate a wireless plan to this SIM card.

3. Insert the SIM card into the socket on the underside of the cellular modem while ensuring that the conductive pads on
the SIM card are interfacing with the terminals of the modem.
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There is a matching notch in the socket and SIM card that will only allow the SIM to be inserted with one orientation.
Do not force the SIM card into the socket.

4. Apply the internal antenna as shown paying attention to the antenna cable position.
a. Pull back the adhesive protective paper from the middle of the antenna, only exposing the middle portion. An-
tenna application is easier if just a small middle portion of the adhesive is uncovered.

b. Center the antenna on the side wall. Use the exposed adhesive in the middle of the antenna to hold the anten-
na in place while aligning the antenna to the full length of the housing.

c. Slowly peel off the paper backing exposing the adhesive and stick to the plastic housing. The antenna should
run below the rim of the housing.

d. Press firmly.

5. Orient the cellular modem according to the diagram below.
The cellular modem is inserted into the main board with the antenna cable from the applied internal antenna attached
to the cellular modem PCB.

Internal view of a DXM1200

*SIM card is located on the underside of installed modem
a. Verify the pins are properly aligned.
b. Verify the hole in the cell modem aligns with the hole on the DXM board.

c. Firmly press the modem into the 24-pin socket.

6. Attach the antenna cable between the cellular modem board to the base board. The antenna cable uses the top an-
tenna connection.

Activate a 4G LTE CAT M1 Cellular Plan

Activate a cellular plan for your DXM Controller using the Banner Cloud Data Services website.

1. Go to celldata.bannercds.com to purchase cellular data plans.
2. If you have previously created an account, click Login and enter your username and password to continue.
3. If you are creating a login for the first time:

a. Select the region in which the device will operate.

b. Select the cellular subscription plan. Please use the calculator and regional coverage information to determine
the plan needed for your device (https://www.bannerengineering.com/us/en/products/wireless-sensor-net-
works/iot-cloud-cellular-data-services/cellular-data-plans/Service-Plan-Calculator.html).

c. Create a username and password (use an email address for the username).
d. Enter your payment information, mailing address, agree to the terms and conditions.

4. Go to the My Services and Equipment section.
5. Enter the SIM Number (ICCID) and the Module Number (IMEI).
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The ICCID is the 20-digit number of the SIM, the bottom barcode number on the SIM card carrier. If the carrier card is
not available, the ICCID is also printed on the SIM card, but must be removed from its socket to be read. The IMEl is
the 15-digit number on top of the 4G LTE device.

6. Click Activate.

Enter the ICCID and IME| numbers then click Activate
IMEI number

ICCID number mp

NOTE: Your activation is usually complete within 2-5 minutes

Click Activate

Although new activations are typically functional in 20 minutes or less, it may take up to 24 hours for the cellular plan
to become active on the wireless network.

Activate a Worldwide 4G LTE MNB-IOT Cellular Plan (RED-
CE)

The Worldwide 4G LTE-M/NB-IOT cellular modem is operational in those European countries that are members of the EU/
EEA and adopt RED/CE-compliant products.

An international roaming SIM is provided with the Worldwide module and may be activated following the steps listed in "Acti-
vate a 4G LTE CAT M1 Cellular Plan " on page 34. However, there may be regions that are not covered by the provided SIM
card. In this case, a local SIM card must be activated and operated with this device to acquire connectivity services.

1. Work with the local Banner technical support person to identify and purchase machine-to-machine (M2M) (data plan
only) SIM cards in 3FF 'micro' form factor.
Typical monthly data use will be 20-50 MB per month. When choosing a plan, pay close attention to data rates.

2. When activating the SIM, note the Access Point Name (APN) that the SIM provider states to use with their SIM.
The IMEI is the 15-digit number on top of the cell module PCB, below the words Telit ME910G1-WW and above the
barcode. The ICCID is the 20-digit number printed on the SIM card itself.

Configure the DXM Controller for a Cellular Modem

Use the DXM Configuration Software to create a configuration using a cellular connection.

IMPORTANT: Only the DXM100 and DXM150 models in conjunction with an SXI-LTE-001 (obsolete) cel-
lular modem can offer SMS/text messaging capabilities directly from the device. Contact a support spe-
cialist at Banner Engineering for configuration instructions, or SMS/text messaging can be delivered using
the Banner CDS web service from any DXM model.

1. Go to the Settings » Cloud Services screen.

2. Set the Push Interface to Cell
All push data will be sent using the cellular modem.

3. Go to the Settings » Cellular screen. Under the Cell Configuration section, select the Cell module from the drop-down
list.

o For the United States (contiguous)—For Verizon LTE/CATM modems, select SXI-LTE-001 or SXI-
CATM1VZW-001 and set the APN to vzwinternet.

> For North America—For ATT LTE/CATM modems, select SXI-CATM1ATT-001 and set
the APN to iot0119.com.attz. Requires a SIM module to be purchased from a wireless carrier based on the
IMEI number of the cellular modem. The wireless carrier will provide the APN parameters. Not all parameters
may be required.
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> For regions outside of North America—Select SXI-CATM1WW-001 and set the APN to m2m.tele2.com when
using the SIM card provided with the kit from Banner Engineering. When using a local roaming SIM, please
use the APN as suggested by your cellular connectivity (SIM) provider.

4. To send data to the webserver, complete the parameters on the Settings » Cloud Services screen. Set the Cloud push

interval and the Web Server settings. (For more information, refer to the DXM Configuration Software Instruction Man-
ual (p/n 201127).

The Settings » Cloud Services screen

File Tafic DXM Help

connectioDxv f.System [BERERIZE] Cetiutar | Ethemet | Notifications | Logging | Scripting | Administration
[%] Show advanced settings
Local Registers [t i w51 o
(&) HTTP Cloud Push Servername /IP [pushbamercds.com || | aws Thing Engpoint aws com
Push method e —
= (U AWS loT Core Page [ fpush.aspx
Register Mapping D
Push interiace Cell - Hostheacer [ ]
. Gateway IDis (GUID - Port
Settings Cloud Push
Clear| [00000000-0000-0000-0000-000000000000 Print debug messages fo serial console
Cloud pushiinterval (5 minutes - = 7
Push packa fomat  (Defat -
= Custom HTTP Headers |
[ Apply scale and offset to push data — Cerificate File: B
ush Options
Sample count 1=
5 [X] Include XML GUID in first push Private Key File Select
Push port = %] Include serial number in pushes
Root CAFile Select
Ethemet refries per push interval 5[ [l Scdebnbe St ==
Include cell connection quality in pushes
[ Prit push dobug messages to seral cansole | || e
(] Omit push failures in logs
e Web Server Authentication
[ Require Authentication
Certificate CN
Usemame
Password
Send Authenticafion

IMPORTANT: Banner Engineering offers several prepackaged solutions that report to the Banner Cloud
Data Services web-based software platform via cellular connectivity. Many of these solutions execute the
data push using a ScriptBasic file instead of the XML configuration file. If you are using a Banner prepack-
aged solution (ex. SOLUTIONSKIT9-VIBE), then you do not need to set the Cloud Push Interval on

the Settings » Cloud Services screen. You still need to set the Push Interface to Cell and select the ap-
propriate Cell Module and APN.

When the DXM Controller is configured to use the cellular modem, the information on the cellular modem is found on the

LCD menu under System Info » Cell. The menu does not display values until a transaction with the wireless cell tower is
complete.

The Settings > Cellular screen
System ] Cloud Services |[e=I[VEly Notifications | Logging

Scripting | Administration

[Zl Shnwacvanced settings

L co arsroan =
| Cell module (SXI-LTE-001 1= [ Enable software firewall

*If there are no valid entries fi

tion, the firewall

i APN | vzwinternet ‘ Reset is left open for that category es
i Add | | Remove
i| APN Usemname \ | I Phone Number | | Add | [Remove
H e Open to all SMSs
i| APN Password \ | [ 1P Address | |Add | | Remove
: Open to all IPs
_ Connection Acquisition | Email Address ||ﬂ| M‘
i Open to all Emails
:| Connection retry 5@
| Connection retry wait 00:00:10.000 5]

Primary cell DNS IP address [ 0.0.0.0

Secondary cell DNS IP address \ 0.0.0.0

If there are no webserver parameters defined, the user must force a push to retrieve the data from the cellular network. On
the LCD menu, select Push > Trigger Data Push.
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Obtaining LTE service outside of the Banner Cellular Data Plans—Customers have the option of securing a data plan for
the Verizon network themselves without using the Banner cellular data portal (celldata.bannercds.com). Suitable plans would
include those available from Verizon directly or from a Mobile Virtual Network Operator (MVNO) licensed to resell Verizon
network data plans. (The SXI-LTE-001 or SXI-CATM1VZW-001 will not function on AT&T, T-Maobile, or Sprint networks.)
When purchasing a data plan, it is important to refer to the modem by its official Verizon network name (for example, SEN-
SX002) and give the IMEI number (found on the cellular modem) to the plan provider. To use the SIM card that comes with
the cellular modem kit, give the SIM card number to the provider. The required SIM card form factor is 3FF - Micro.
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