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The DXM can be connected to and share data with the Banner Cloud Data Services (CDS), a web-based software platform 
that allows users to access, store, protect, visualize, and export critical data collected by Banner's DXM Controllers. This 
subscription-based software solution complements our wireless product portfolio and provides customers with complete end-
to-end IIoT solutions to solve the most pressing problems of the industrial market.

Visit the Banner CDS site for account access and technical support at https://bannercds.com. From the home page you can:
Log into the website if you already have an account
Subscribe to a data services plan
Learn more about the subscription service plans
Access support documentation, videos, and frequently asked questions
Recover lost passwords

A web services data plan subscription provides cloud storage, data visualization, notifications (alerts), and data management 
for the DXM. Activating a cellular data plan allows the DXM to communicate using the cellular network.

You can purchase a Banner CDS subscription in two ways:
Through an authorized Banner distributor as a standard part number
Online with a credit card at celldata.bannercds.com

After your purchase, you'll receive an authorization code via email. This code is what you'll use to create or extend your 
account. Some free trial authorization codes may also be included on a printed card in a Banner Cloud ID™ Kit or provided 
by an authorized distributor.

Banner CDS icons

Icon Description

Edit

Manually update

Banner Cloud Data Services (CDS)Chapter 1 

http://bannercds.com
http://celldata.bannercds.com
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Web Services Subscriptions
Follow these steps to activate a web service account.

The data plans for the web service vary with the number of users and the amount of register data to store. When requesting a 
web service plan, please allow up to one business day to complete the implementation. To change a subscription service or 
discontinue a service, please contact Banner Engineering Corp.

The service packages are predefined subscription services. The variation within the tiers of subscription services are based 
on a few characteristics of the website:

Company
A Company contains one or more DXM Controllers (gateways/
edge devices).

Conglomerate
A Conglomerate is a group of two or more Companies.

Data Point
A Data Point is a single website storage element organized by 
a timestamp and contains a register value. The value can 
represent a temperature, humidity, distance, or various other 
sensor readings.
The allotted data upload rate (data limit) is applied at the 
Conglomerate level and is shared by the underlying 
Companies. For those subscriptions having multiple 
Conglomerates, the data limitat is applied at the multi-
conglomerate level and is shared by the underlying 
Conglomerates.

Gateways
A gateway is a storage location for a single DXM Wireless 
Controller; several gateways can be contained within a 
Company.

Users
Unique logins to the website. Only one Username can be 
logged in at a time.

Calculating the Data Requirements
The data limit on the web server depends on the parameters the user chooses for the DXM.

The parameters are:
Number of data points (Local Registers) to transmit per data push
How often the data points are sent to the web server

Each web service plan stores data for 12 months.

Navigate to https://bannercds.com and go to Support › Help Center. Click Pricing, then How to Choose a Web Service Plan.

In this example, a single DXM is configured to push 85 registers of data every 10 minutes, resulting in 510 data points per 
hour uploaded to the web server. The Data Point Estimator suggests the Starter web service plan for this application.

Web Server Data Storage
The tiers of the Web Service Subscription Plans offer a maximum of a twelve-month retention period for data storage. As data 
is pushed from the DXM Controllers, it is saved using a portion of the data storage allotted for that retention period.

Each plan stores the amount of data equal to their maximum allotted hourly rate accumulated over twelve (12) months. For 
example, 1000 points/hr plan × 730 hrs/month × 12 months = ~8.8 million data points. After stored data becomes older than 
the retention period, the oldest data is removed from storage.

Understand the basic operation of the website.1. 
Calculate the volume of data required for an application.2. 
Sign up for a subscription service.3. 

http://bannercds.com
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With planning, the data storage limit should not be reached. If the DXM Controllers are programmed to push more data than 
the web server is configured to accept over a given time, a warning message is sent to the account administrator when the 
hourly limit is reached. The account administrator must immediately change the configuration of the DXM Controller and 
adjust the push rate or the amount of data transmitted per push.

IMPORTANT: The account may be locked if the data limit is exceeded for an extended period of time. 
Banner will make a substantial effort to engage with an account administrator or representative of equal 
ownership to remedy the violation before locking the account.

Subscribe to the Web Service
To subscribe to a web service, follow these steps.

Upgrade or Extend an Existing Subscription
If you're upgrading from a free trial or extending an existing plan, you'll receive a new authorization code via email or from 
your distributor.

Follow these steps to apply the new code.

Activating a Cellular Modem
Follow these basic steps, as detailed in this document, to activate the cellular capabilities of your DXM Controller.

Go to https://bannercds.com and click Subscriptions. From the drop-down list, select View CDS Plans.
You will be directed to the support page where you can review the Banner CDS Web Service pricing details. Please 
use the How to Choose a Web Service Plan tool to select the appropriate plan for your application (see "Calculating 
the Data Requirements" on page 4).

1. 

After you have determined the appropriate plan, click on the purchase plans from the Banner Engineering link.
You will be directed to the web service product page on the Banner Engineering website.

2. 

To create an account with Banner Engineering, click on Register. If you have previously created an account, click 
Sign In and enter your information to continue.

3. 

To purchase a subscription plan:

After the purchase is completed, an authorization code is sent to the email address you entered for your account at 
www.bannerengineering.com.

4. 
Return to the web service product page.a. 
Select your chosen web service subscription plan by clicking Add to Cart.b. 
Click on Cart and/or select Proceed to Checkout.c. 
Complete the purchase by following the prompted instructions.d. 

Create a portal for data collection and transmission on the website. See "Create a New Gateway" on page 12.5. 

Configure a DXM Controller to push data to the website portal. See "Modifying the XML Configuration File" on page 
13.

6. 

On the BannerCDS website, go to the Admin › Conglomerates page.1. 

In the pop-up window, enter your new Authorization Code.2. 

Click Save.
Your plan is upgraded or extended.

3. 

Purchase a cellular modem kit from Banner Engineering Corp.1. 
Install the cellular modem, connect the antenna cable, and connect the cellular antenna.2. 
Activate a cellular plan to the SIM card, then insert the SIM card into the cellular modem.3. 
Configure the DXM to use the cellular modem.4. 

http://bannercds.com
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Purchase one of these cellular modem kit models

Cellular Kit Model Kit Description Important Notes

SXI-CATM1VZW-001

Verizon CAT M1 cellular modem using Telit ME910 modem 
kit (Verizon part number SXIM1V). Includes a cellular 
modem, SIM card, internal adhesive antenna, external SMA 
antenna, and antenna cable. The SIM card is specific to the 
LTE-M technology and cannot be used in other cellular 
modems. Requires a LTE Verizon cellular wireless plan 
attached to the ICCID (SIM card) number and IMEI 
(International Mobile Equipment Identity) number.
Cellular plans can be purchased through 
celldata.bannercds.com.

This cellular modem kit is for use in applications that 
require monthly data usage approaching 50 MB or 250 
MB with push intervals no more frequent than every 10 
minutes. This modem is only for use in the contiguous 
United States region.
Please visit our support site for more details on 
coverage areas and cellular plan pricing.

SXI-CATM1ATT-001

AT&T CAT M1 cellular modem using Telit ME910 modem kit 
(AT&T part number SXIM1A). Includes a cellular modem, 
SIM card, internal adhesive antenna, external SMA antenna, 
and antenna cable. The SIM card is specific to the LTE-M 
technology and cannot be used in other cellular modems. 
Requires a LTE AT&T cellular wireless plan attached to the 
ICCID (SIM card) number and IMEI (International Mobile 
Equipment Identity) number.
Cellular plans can be purchased through 
celldata.bannercds.com.

This cellular modem kit is for use in applications that 
require monthly data usage approaching 50 MB or 250 
MB with push intervals no more frequent than every 10 
minutes. This modem is only for use in the North 
American region.
Please visit our support site for more details on 
coverage areas and cellular plan pricing.

SXI-CATM1WW-001

Worldwide CAT M1 cellular modem using Telit ME910 model 
kit. Includes a cellular modem, SIM card, internal adhesive 
antenna, external SMA antenna, and antenna cable. The 
SIM card is specific to the LTE-M/NB-IoT technology and 
cannot be used in other cellular modems. Requires an LTE 
cellular plan attached to the ICCID (SIM card) number and 
IMEI (International Mobile Equipment Identity) number.
Cellular plans can be purchased through 
celldata.bannercds.com or a local roaming SIM provider.

This cellular modem kit is for use in applications that 
require monthly data usage approaching 50 MB or 250 
MB with push intervals no more frequent than every 10 
minutes. This modem is only for use in the European
region within those countries that are members of the 
EU/EEA and adopt RED/CE compliant products.
Please visit our support site for more details on 
coverage areas and cellular plan pricing.

SXI-LTE-001

Verizon LTE cellular modem using Telit LE910 modem kit 
(Verizon part number SENSX002). Includes a cellular 
modem, SIM card, antenna, and antenna cable. The SIM 
card is specific to the LTE technology and cannot be used in 
other cellular modems. Requires a LTE Verizon cellular 
wireless plan attached to the ICCID (SIM card) number and 
IMEI (International Mobile Equipment Identity) number.
Cellular plans can be purchased through 
celldata.bannercds.com or a local roaming SIM provider.

This cellular modem is only used with the Wireless 
Network Bridge Hub (NET-HUB).
Please visit our support site for more details on 
coverage areas and cellular plan pricing.

For additional information, refer to the Banner Cloud Data Services support center (support.bannercds.com). The support 
center includes video tutorials, product documentation, technical notes, and links to download configuration software.

IMPORTANT: Only the DXM100 and DXM150 models in conjunction with an SXI-LTE-001 (obsolete) 
cellular modem can offer SMS/text messaging capabilities directly from the device. Contact a support 
specialist at Banner Engineering for configuration instructions, or SMS/text messaging can be delivered 
using the Banner CDS web service from any DXM model. 

Install the Cellular Modem (DXM100, 150, 700, and 1000 Models)
Follow these steps to install the cellular modem and antenna cable.

IMPORTANT:
Electrostatic discharge (ESD) sensitive device
ESD can damage the device. Damage from inappropriate handling is not covered by warranty.
Use proper handling procedures to prevent ESD damage. Proper handling procedures include 
leaving devices in their anti-static packaging until ready for use; wearing anti-static wrist straps; 
and assembling units on a grounded, static-dissipative surface.

http://celldata.bannercds.com
http://support.bannercds.com/home/pricing/how-to-choose-a-cellular-service-plan/
http://celldata.bannercds.com
http://support.bannercds.com/home/pricing/how-to-choose-a-cellular-service-plan/
http://celldata.bannercds.com
http://support.bannercds.com/home/pricing/how-to-choose-a-cellular-service-plan/
http://celldata.bannercds.com
http://support.bannercds.com/home/pricing/how-to-choose-a-cellular-service-plan/
http://support.bannercds.com
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Installing the cellular modem

1

2 3

Install the Cellular Modem (DXM1200 Models)
Follow these steps to install the cellular modem and antenna cable.

IMPORTANT:
Electrostatic discharge (ESD) sensitive device
ESD can damage the device. Damage from inappropriate handling is not covered by warranty.
Use proper handling procedures to prevent ESD damage. Proper handling procedures include 
leaving devices in their anti-static packaging until ready for use; wearing anti-static wrist straps; 
and assembling units on a grounded, static-dissipative surface.

SIM cards come in a credit card sized carrier. Carefully snap it out of the carrier.1. 

Make note of the IMEI number of the cellular modem and the ICCID number of the SIM card.
The numbers can be found on the cellular modem and the SIM card or SIM card carrier. You will need the SIM 
number to associate a wireless plan to this SIM card.

2. 

Insert the SIM card into the socket on the underside of the cellular modem while ensuring the conductive pads on the 
SIM card are interfacing with the terminals of the modem.
There is a matching notch in the socket and SIM card that will only allow the SIM to be inserted with one orientation. 
Do not force the SIM card into the socket.

3. 

◦

◦

Orient the cellular modem according to the pin layout.

DXM100, 150, and 1000

Modem

*SIM card is located on the underside of installed modem

Antenna Cable

DXM700

Modem

*SIM card is located on the underside of installed modem

Antenna Cable

For the DXM100, DXM150, and DXM1000 models—Install the cellular modem board onto the processor 
board as shown. Use the diagram to verify the orientation is correct.
For the DXM700 models—Install the cellular modem board onto the base board as shown. Use the diagram to 
verify the orientation is correct.

4. 

Verify the pins are properly aligned.a. 
Verify the hole in the cell modem aligns with the hole on the DXM board.b. 
Firmly press the modem into the 24-pin socket.c. 

Attach the antenna cable between the cellular modem board to the base board as shown.5. 

Install the external cellular antenna on the DXM's SMA connector located next to the antenna cable.6. 
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Installing the cellular modem

1

2 3

Activate a 4G LTE CAT M1 Cellular Plan
Activate a cellular plan for your DXM using the Banner Cloud Data Services website.

SIM cards come in a credit card sized carrier. Carefully snap it out of the carrier.1. 

Make note of the IMEI number of the cellular modem and the ICCID number of the SIM card.
The numbers can be found on the cellular modem and the SIM card or SIM card carrier. You will need the SIM 
number to associate a wireless plan to this SIM card.

2. 

Insert the SIM card into the socket on the underside of the cellular modem while ensuring that the conductive pads on 
the SIM card are interfacing with the terminals of the modem.
There is a matching notch in the socket and SIM card that will only allow the SIM to be inserted with one orientation. 
Do not force the SIM card into the socket.

3. 

Apply the internal antenna as shown paying attention to the antenna cable position.4. 
Pull back the adhesive protective paper from the middle of the antenna, only exposing the middle portion. 
Antenna application is easier if just a small middle portion of the adhesive is uncovered.

a. 

Center the antenna on the side wall. Use the exposed adhesive in the middle of the antenna to hold the 
antenna in place while aligning the antenna to the full length of the housing.

b. 

Slowly peel off the paper backing exposing the adhesive and stick to the plastic housing. The antenna should 
run below the rim of the housing.

c. 

Press firmly.d. 

Orient the cellular modem according to the diagram below.
The cellular modem is inserted into the main board with the antenna cable from the applied internal antenna attached 
to the cellular modem PCB.

Internal view of a DXM1200

*SIM card is located on the underside of installed modem

Cell Modem

Antenna Cable

SIM card*
location Micro USB

ISM
Radio
Board

Cellular Antenna Placement

5. 

Verify the pins are properly aligned.a. 
Verify the hole in the cell modem aligns with the hole on the DXM board.b. 
Firmly press the modem into the 24-pin socket.c. 

Attach the antenna cable between the cellular modem board to the base board. The antenna cable uses the top 
antenna connection.

6. 

Go to celldata.bannercds.com to purchase cellular data plans.1. 

If you have previously created an account, click Login and enter your username and password to continue.2. 

If you are creating a login for the first time:3. 
Select the region in which the device will operate.a. 

http://celldata.bannercds.com
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Activate a Worldwide 4G LTE MNB-IOT Cellular Plan (RED-CE)
The Worldwide 4G LTE-M/NB-IOT cellular modem is operational in those European countries that are members of the EU/
EEA and adopt RED/CE-compliant products.

An international roaming SIM is provided with the Worldwide module and may be activated following the steps listed in 
"Activate a 4G LTE CAT M1 Cellular Plan" on page 8. However, there may be regions that are not covered by the provided 
SIM card. In this case, a local SIM card must be activated and operated with this device to acquire connectivity services.

Configure the DXM Controller for a Cellular Modem
Use the DXM Configuration Software to create a configuration using a cellular connection.

IMPORTANT: Only the DXM100 and DXM150 models in conjunction with an SXI-LTE-001 (obsolete) 
cellular modem can offer SMS/text messaging capabilities directly from the device. Contact a support 
specialist at Banner Engineering for configuration instructions, or SMS/text messaging can be delivered 
using the Banner CDS web service from any DXM model. 

Select the cellular subscription plan. Please use the calculator and regional coverage information to determine 
the plan needed for your device (https://www.bannerengineering.com/us/en/products/wireless-sensor-
networks/iot-cloud-cellular-data-services/cellular-data-plans/Service-Plan-Calculator.html).

b. 

Create a username and password (use an email address for the username).c. 
Enter your payment information, mailing address, agree to the terms and conditions.d. 

Go to the My Services and Equipment section.4. 

Enter the SIM Number (ICCID) and the Module Number (IMEI).
The ICCID is the 20-digit number of the SIM, the bottom barcode number on the SIM card carrier. If the carrier card is 
not available, the ICCID is also printed on the SIM card, but must be removed from its socket to be read. The IMEI is 
the 15-digit number on top of the 4G LTE device.

5. 

Click Activate.

Enter the ICCID and IMEI numbers then click Activate

Although new activations are typically functional in 20 minutes or less, it may take up to 24 hours for the cellular plan 
to become active on the wireless network.

6. 

Work with the local Banner technical support person to identify and purchase machine-to-machine (M2M) (data plan 
only) SIM cards in 3FF 'micro' form factor.
Typical monthly data use will be 20-50 MB per month. When choosing a plan, pay close attention to data rates.

1. 

When activating the SIM, note the Access Point Name (APN) that the SIM provider states to use with their SIM.
The IMEI is the 15-digit number on top of the cell module PCB, below the words Telit ME910G1-WW and above the 
barcode. The ICCID is the 20-digit number printed on the SIM card itself.

2. 

Go to the Settings › Cloud Services screen.1. 

Set the Push Interface to Cell
All push data will be sent using the cellular modem.

2. 

◦

◦

Go to the Settings › Cellular screen. Under the Cell Configuration section, select the Cell module from the drop-down 
list.

For the United States (contiguous)—For Verizon LTE/CATM modems, select SXI-LTE-001 or SXI-
CATM1VZW-001 and set the APN to vzwinternet.
For North America—For ATT LTE/CATM modems, select SXI-CATM1ATT-001 and set the APN to 
iot0119.com.attz. Requires a SIM module to be purchased from a wireless carrier based on the IMEI number 

3. 

https://www.bannerengineering.com/us/en/products/wireless-sensor-networks/iot-cloud-cellular-data-services/cellular-data-plans/Service-Plan-Calculator.html
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IMPORTANT: Banner Engineering offers several prepackaged solutions that report to the Banner Cloud 
Data Services web-based software platform via cellular connectivity. Many of these solutions execute the 
data push using a ScriptBasic file instead of the XML configuration file. If you are using a Banner 
prepackaged solution (ex. SOLUTIONSKIT9-VIBE), then you do not need to set the Cloud Push Interval
on the Settings › Cloud Services screen. You still need to set the Push Interface to Cell and select the 
appropriate Cell Module and APN.

When the DXM is configured to use the cellular modem, the information on the cellular modem is found on the LCD menu 
under System Info › Cell. The menu does not display values until a transaction with the wireless cell tower is complete.

The Settings › Cellular screen

If there are no webserver parameters defined, the user must force a push to retrieve the data from the cellular network. On 
the LCD menu, select Push › Trigger Data Push.

◦

of the cellular modem. The wireless carrier will provide the APN parameters. Not all parameters may be 
required.
For regions outside of North America—Select SXI-CATM1WW-001 and set the APN to m2m.tele2.com when 
using the SIM card provided with the kit from Banner Engineering. When using a local roaming SIM, please 
use the APN as suggested by your cellular connectivity (SIM) provider.

To send data to the webserver, complete the parameters on the Settings › Cloud Services screen. Set the Cloud push 
interval and the Web Server settings. (For more information, refer to the DXM Configuration Software Instruction 
Manual (p/n 201127).

The Settings › Cloud Services screen

4. 

http://info.bannerengineering.com/cs/idcplg?IdcService=GET_FILE&dDocName=201127&RevisionSelectionMethod=Latest&Rendition=web
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Obtaining LTE service outside of the Banner Cellular Data Plans—Customers have the option of securing a data plan for the 
Verizon network themselves without using the Banner cellular data portal (celldata.bannercds.com). Suitable plans would 
include those available from Verizon directly or from a Mobile Virtual Network Operator (MVNO) licensed to resell Verizon 
network data plans. (The SXI-LTE-001 or SXI-CATM1VZW-001 will not function on AT&T, T-Mobile, or Sprint networks.) 
When purchasing a data plan, it is important to refer to the modem by its official Verizon network name (for example, 
SENSX002) and give the IMEI number (found on the cellular modem) to the plan provider. To use the SIM card that comes 
with the cellular modem kit, give the SIM card number to the provider. The required SIM card form factor is 3FF - Micro.

http://celldata.bannercds.com
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Create a new Gateway

Chapter Contents
Create a New Gateway ...................................................................................................................................................................................... 12
Modifying the XML Configuration File ................................................................................................................................................................ 13
Upload the XML Configuration File to the Website ............................................................................................................................................ 15

The web server captures data from the DXM using either a cellular connection or an Ethernet connection. Users collect and 
view the data or update and manage the DXM using a web browser.

Within a few minutes of your purchase, you will receive an email with your authorization code and details regarding the data 
subscription service. If the authorization code is not received within 10 minutes, please check your spam folder or contact 
Banner Engineering at 1-888-373-6767 to obtain the code.

Use both the website and the DXM Configuration Software to set up and configure your data collection. Use the latest version 
of your browser (Google Chrome is recommended) and enter the URL: https://bannercds.com. The login page appears.

Banner CDS home screen

Create a New Gateway
Each Gateway in the BannerCDS corresponds to a DXM Controller that sends data to the BannerCDS platform.

After you log in to the Banner Cloud Data Services website, the Overview screen 
displays. Follow these steps to create a new monitoring site.

There are two connection methods:
Traditional Method – Used in most cases; requires entering a Gateway ID into 
the DXM XML configuration
Auto-Discovery Method – Used only for Smart Solutions Starter Kits and 
Expansion Kits; requires the DXM serial number

Logging into the Web ServiceChapter 2 

From either the Overview screen of the Gateways screen, click on + New 
Gateway (top right corner of the screen).
A New Gateway pop-up window appears.

1. 

◦
◦

Select the Gateway Type.
For most configurations, select Traditional.
For Cloud ID or SNAP ID products, select Cloud ID/SNAP ID.

2. 

Enter a Gateway Name.3. 

Select the Company from the drop-down list.4. 

For Traditional configurations, copy the Gateway ID number located within the 
prompt window to your computer's clipboard. For Cloud ID/SNAP ID configurations, enter the DXM Serial number.

5. 

http://bannercds.com
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Modifying the XML Configuration File
Use the DXM Configuration Software to configure the operation of the DXM.

Launch the software. You can use one of these three screens to modify registers:

Local Registers—Edits individual registers
Modify Multiple Registers—Edits multiple registers at the same time
Local Registers in Use—Edits individual registers

Refer to the DXM Configuration Software Instruction Manual (p/n 209933) for more details.

Edit Registers Using the Local Registers in Use Screen
Use this screen to modify the parameters of any local registers being used.

Edit Register tab

The changes are automatically applied within the software, not the XML file. To change another register, use the up or down 
arrows to select another register number. To save these changes to the XML file, go to File › Save.

Modify Multiple Registers
Modify a range of registers from the Local Registers › Local Registers in Use › Modify Multiple Registers screen.

Select which parameter fields to modify. Most parameters have three selections.
Unchanged—no changes
Default—change to default settings
Set—modify the parameter. Other selections will appear based on the parameter.

The Gateway ID number created by the web server is a required parameter in the configuration of the DXM. The 
Gateway ID is the address the webserver uses to store the data pushed from the DXM.

Enter an optional Description of this gateway/controller.6. 

Click Submit to close the prompt window.7. 

For Traditional configurations, go to the DXM Configuration Software:

The DXM Controller begins pushing data to BannerCDS.

8. 
Go to the Settings › Cloud Services › Web Server. screen.a. 
Enter the Gateway ID.b. 
Save the XML configuration file.c. 
Upload the XML configuration file to your DXM Controller.d. 
On the BannerCDS website, select your Gateway and click the Edit icon (left column).e. 
Upload the updated XML configuration file and Save.f. 

Go to the Local Registers › Local Registers in Use › Edit Register section of the bottom of the screen.
A list of the local registers being used displays.

1. 

Under the Selected Register box, select the register to define or modify. You may select the register by using the up/
down arrows, directly entering a register number into the field, or clicking within the corresponding row in the Local 
Registers in Use table.
Only Local Registers that have already been changed from their default configuration are displayed in the Local 
Registers In Use table.

2. 

Using the drop-down lists, assign a name, register group, change the units, or make other configuration changes to 
this register.

3. 

To push register values to the web server, set Cloud Settings to read.
If Cloud Settings are set to Read, the web server only views data from the device and cannot write data to the device. 
If the permissions are set to Write, the web server only writes to the device and cannot read the data. If the 
permissions are set to Read/Write, the web server can read the data from the device and write to the device from the 
web.

4. 

http://info.bannerengineering.com/cs/groups/public/documents/literature/209933.pdf
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Modify Multiple Registers screen

Configure the Cloud Data Services Settings

Enter the Starting register and Ending register.1. 

Select the value to change using the drop-down list next to each value.2. 

Enter the new value in the field provided.3. 

To push register values to the web server, set Cloud Settings to Read.
If the Cloud Settings are set to Read, the web server only views data from the device and cannot write data to the 
device. If the permissions are set to Write, the web server only writes to the device and cannot read the data. If the 
permissions are set to Read/Write, the web server can read the data from the device and write to the device from the 
web.

4. 

Click Modify Registers to save and apply the changes.5. 

To configure the connection to the web server, go to the Settings › Cloud Services screen.

Cloud Sevices setting screen

1. 

Copy and paste the Gateway ID.
The Gateway ID is the long string of numbers and letters from the Banner Cloud Data Services website.

2. 

Verify the Server Name/IP is set to push.bannercds.com and the Page is set to /push.aspx for sending to the 
website (verify Show Advanced Settings is selected).

3. 

Set the Cloud Push Interval to a value appropriate for your application.
The Cloud Push Interval determines how often the device pushes the data to the web. The faster the push interval, 
the more data is sent to the site. Cellular plans can only push at an interval of 5 minutes or longer, while Ethernet 
connections can push at an interval of 1 minute or longer. The Sample Count specifies how many times the data is 
gathered within the Cloud Push Interval(Advanced Settings).
For example, if the Cloud Push Interval is 15 minutes and the Sample Count is set to 3, then during each data push 
(every 15 minutes), 3 samples are sent to the web. This is one sample every 5 minutes.

4. 

Save the configuration file by going to File › Save.
File names must be no more than 30 characters long, and should not contain any spaces or special characters.

5. 

With a USB cable connected to the device, go to the Device › Connection Settings menu.6. 

Select the appropriate Comm Port and click Connect.7. 
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Upload the XML Configuration File to the Website
To upload an XML configuration file to the website, follow these instructions.

Completing these steps creates continuity between the Gateway created on the website with the DXM used in the field. The 
DXM pushes data to the website, which can be viewed at any time.

Communication ports settings

If multiple comm ports are visible, try each one until the software is able to connect to the device.

Go to Device › Send Configuration to the Device to upload the new XML file.8. 

On the BannerCDS website, select Gateways on the Overview screen.1. 

On the row displaying your Gateway, click the Details under View.2. 

Select Edit Gateway.
The Edit Gateway prompt appears.

3. 

Click Select File under Update XML.4. 

Select the file that was just updated to the DXM and click Open.
After the XML file is loaded into the webserver, the webserver uses the register names and configurations defined in 
the configuration file. The same XML configuration file is now loaded on both the DXM and the Website. After some 
time, the data should be seen on the website.

5. 

To view the data from the Gateway's screen, click on the Details link for each Gateway.
The Gateway Details screen lists the Sensor objects and default Alarms for that gateway. You may view the individual 
register information by selecting Registers.

6. 
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Add a New Dashboard
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Dashboard
The Dashboard lists all your data by Dashboard Name and/or Company name.

Click on the Dashboard name item or Company name to view that data.

Please visit the support site (support.bannercds.com) to view the instructional videos for more information on creating and 
modifying dashboards. Custom dashboards let you visually display data from all your gateway using graphics, icons, gauges, 
and other widgets.

Note that with Auto-Discover kits and VIBE-IQ Application Guides, a basic dashboard is automatically created when your 
DXM connects to the BannerCDS. In all other configuratuions, you'll need to create your dashboards manually.

Create a Custom Dashboard
Follow these steps to create a custom dashboard.

Edit an Existing Dashboard
Follow these instructions to edit or change an existing dashboard.

Main Menu ReferenceChapter 3 

From the BannerCDS site, go to the Dashboards screen.1. 

Click + Add New Dashboard (upper right).
The Add New Dashboard window opens.

2. 

Enter a Dashboard Name.3. 

Select a Company from the drop-down list.4. 

Enter a Canvas Title (displays at the top of the dashboard).5. 

Choose a Background Color or Background Image.6. 

Set the Width and Height (in pixels) for the dashboard canvas.7. 

Click Save.8. 

On the Dashboard screen, click on the dashboard you'd like to 
change.
The dashboard displays.

1. 

Click Unlock Dashboard (top right).2. 

Click +Add New Panel or Edit, depending on what you need to 
change.

3. 

If you are adding a new panel, select the Item Type, fill in the required 
fields, then click Save.

4. 

Customize the panel size and placement by resizing or moving the 
panel across the canvas.

5. 

Add more items as needed or click Lock Dashboard when you have completed your changes.6. 

http://support.bannercds.com
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Alerts
Use the Alert screen to manage alarms and notifications and to organize the data into a digital representation of an 
enterprise.

To create a notification triggered by an alarm, follow these basic steps.

An association must exist between Alarms, Alarm Group, Groups, and Contacts. If these associations have not been made, 
an alarm will not trigger a notification to the designated contact.

Parameters found on the Alerts screen include:
Alarm Name

User-defined field used to name the alarm.
Alarm State

Warning—An optional threshold (defined by the user) that 
indicates conditions are approaching critical limits. Warning 
thresholds are often used for proactive purposes.
Critical—A mandatory threshold (defined by the user) that 
indicates conditions have reached the highest severity. Critical 
thresholds are often used as reactive purposes.
Clear—The alarm has not reached/or is no longer surpassing 
a Warning or Critical threshold. This state indicates that 
conditions are within normal operating parameters as defined 
by the user.

Comparison
Select how to compare values:

= equal
!= not equal
> greater than
>= greater or equal to (≥)
< less than
<= less than or equal to (≤)

Comparison Value
User-defined constant value to compare against incoming 
data

Contact Type
Defines if the alarm is going to send an email or phone 
message when the alarm is activated

Email
Email address defined in the contacts definitions

Gateway Name
User-defined webserver name given to a DXM Controller/
Gateway device
All references to the data use the Gateway Name

Modifer
Duration—Time (minutes) for which the rules must be true 
before the alarm becomes active
Manual Clear—Functions like latching; after an alarm/error 
state. The user must log into the website and acknowledge 
the alarm to manually clear it.

Status
Current condition of the alarm: error or clear

Timestamp
The time the alarm changed state

Type
Alarm types include Register, Connectivity, or Geofence.
Register—Use to monitor register values and compare to 
user-defined values. Set based on the data sent to the web 
server. A data comparison is made with the incoming data to 
create a notification.
Connectivity—Detects if the DXM Controller/Gateway/Edge 
device is no longer sending data to the website. If the DXM is 
programmed to push data every 30 minutes, set the 
connectivity alarm to 2× to 3× that time plus some extra, 
approximately 70–100 minutes. If network connectivity is 
expected to be poor, extend the alarm time to prevent false 
alarms.
Geofence—Creates a fence based on a radial distance 
around a central point placed on the map.

Warning Timeout
Defines the warning level of a Connectivity alarm; defines the 
amount of time before a warning condition is reached.
When the warning condition is reached an email is sent. Set 
the DXM push time to be less than the Warning Timeout 
value.

Click Refresh to update the displayed data.

Create or Edit an Alarm
The Alerts screen displays the alarms and status rules defined by the user. User-defined alarms can alert users via email or 
text notifications according to the latest conditions measured from the most recent data from the DXM Controller/Gateway 
device.

Note that just creating the alert does not automatically notify anyone when the alert conditions are met. Notifications also 
require defining who to contact. Start by defining the alarms, then build alarm groups, groups, and assign contacts.

Create a new Alarm to define conditions per data register (see "Create or Edit an Alarm" on page 17).1. 
Assign the alarm(s) to an Alarm Group to group alarm logically (see "Create an Alarm Group" on page 19).2. 
Allocate the asset(s) to a Group to organize assets and assign contacts (see "Create a Group" on page 19).3. 
Subscribe a Contact to receive notifications from that alarm group(s) (see "Create a Contact" on page 18).4. 
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Create a new Alarm

Repeat these steps to create additional alarms. To edit the settings of any alarm, click the Edit icon next to the alarm.

Create a Contact
The Contacts screen displays the list of contacts and associated companies.

Create a new Contact
The Contacts screen also displays the contact information currently entered for that individual 
(email or cellular phone number) and their schedule information if it has been defined.

To create a new Contact, follow these steps.

Repeat these steps to create additional contacts. To edit any attribute, click the Edit icon next to the Contact.

On the BannerCDS site, go to Alerts.1. 

In the Alarms tab, click + New Alarm.2. 

Enter a user-defined Alarm Name.3. 

From the drop-down list, select the Alarm Type. For a list of alarm types, see 
"Alerts" on page 17.

4. 

Select the Gateway (DXM Controller/Gateway) that receives the data signal 
for this alarm.

5. 

From the drop-down list, select the Data signal that will trigger this alarm.6. 

Select the mathematical Operator for comparison (equal, less than, greater 
than, less than or equal to, greater than or equal to).
Note that in most cases when setting up a register alarm you will want to use 
greater than (>) or less than (<), not equal to (=).

7. 

Enter the desired Comparison value(s) into the Warning and/or Critical fields.
The Warning value is optional; the Critical value is required.

8. 

If applicable, select a modifier (Duration or Manual Clear).9. 

Assign this alarm to an asset.

Assets can be created prior to alarms.

10. 
Select a previously created asset from the drop-down list or create one by clicking New and typing an asset 
name into the text field that appears.

a. 

Click Save Asset to finish creating the asset and then choose it from the drop-down list.b. 

Click Save.11. 

On the BannerCDS, go to the Alerts screen and click the Contacts tab.1. 

Click + New Contact.2. 

Enter a Contact Name.3. 

Select the Company from the drop-down list.4. 

◦
◦

Select a Notification Method.
Email—Enter the email address for that individual.
Phone Number—Enter the 10-digit mobile number in the Phone Number text 
field.

5. 

To define a schedule, select Schedule and select the days and time period for the contact 
to receive alerts.
If Schedule is not selected, the contact receives alerts when an alarm is triggered from 
the latest data push. Schedules are based on the time zone selected for your company.

If the End Time is earlier than the Start Time, the schedule occurs overnight. If the Start Time is the same as the End 
Time or is left blank, the schedule occurs during the day.

For example, to set up a schedule to run past midnight, from 9 pm until 3 the next morning, the Start Time is set to a 9 
PM and the End Time is 3 AM.

6. 

Click Save.
After a contact as been associated to a group, alert notifications begin.

7. 
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Create a New Alarm Group

Create a Group
The Groups screen displays the list of Groups, Companies, Alarm Groups, and Contacts associated with the Group.

The Groups screen also lists the contacts subscribed to receive the alerts from the alarms triggered in that group of assets. 
Asset alarms that have been triggered with the latest data push are shown in color (red for warnings, yellow for cautions).

To create a Group, go to the Alert screen and click the Group tab.

Repeat these steps to create additional assets. To edit any attribute, click the Edit icon next to the Group.

Create an Alarm Group
Alarm groups are a collection of alarms that assist the user in organizing their data. The Alarm Group screen displays the list 
of assets and the alarms associated with those machines or processes. Also indicated are the Groups that contain each 
asset and any alarm status from the latest data push.

To create an Alarm Group, go to the Alarm Group tab within the Alerts screen.

Repeat these steps to create additional assets. To edit any attribute of an existing 
asset, click the Edit icon next to the Asset.

IMPORTANT: The Edit Asset pop-up window is the best tool to use for managing the association of alarms 
and assets. Add or remove the alarm signals as needed using this window.

Graphs
Use the Graphs screen to graphically compare registers collected by the website.

To populate the Graphs screen, follow these steps:

Click + New Group.1. 

Enter a Group Name for your group.2. 

Select a Company and Alarm Group from the drop-down lists. Repeat until all the desired assets are assigned to this 
group.

3. 

If a previously created contact is available, select the Contact from the drop-down list.
The contact will appear in the list for this group. If a contact is not available, see "Create a Contact" on page 18.

4. 

Click Save.
After a contact has been associated to a group, alert notifications begin.

5. 

Click + New Alarm Group.1. 

Enter a user-defined Alarm Group Name.2. 

Select the Company and Gateway that receives the alarm signals for this 
asset.

3. 

Select an Alarm signal from the drop-down list.
An alarm can only be associated with one asset. After the association is 
established, the alarm will no longer appear in the drop-down list. The alarm 
must be disassociated with one asset before it can be used with a different 
asset.
The alarm will appear in the list of alarms for that asset. Repeat this step until 
all desired alarms are assigned to this asset.

4. 

If a previously created group is available, select the Group from the drop-
down list and click Add.
The Group will appear in the list for this asset. If a Group is not available, go 
to the next step.

5. 

Click Submit.6. 

Click + New Graph.1. 
Select the Registers or Alarms to graph and click the green + in the Add column.2. 
Click Edit Graph.3. 
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Adjust the Y axis range as needed to view the data. You can hover your mouse pointer over sections of the graph to zoom in 
on specific data points. Tips for managing graphs include:

Timing drop-down list: You can select specific time ranges to view graph data, including the last 1, 6, or 12 hours, the 
last day, week, or 30 days, or custom time ranges
Download your data using the Download button (in csv format)
Clone your graph settings using the Clone button
Edit your graph settings at any time using the Edit Graph button
Use the Refresh button to refresh your data

Click Refresh to update the displayed data. Click Clear Graph to erase the graphically displayed data.

Gateways
The Gateways screen displays the list of DXM/Gateway devices pushing data to the website. There is a unique site ID for 
each device pushing data to the website.

The following parameters are displayed on this web page.
Alarms

Lists user-created alarms.
Linked to the alarm history and the current alarm status.

Details
Click the Details to view the DXM details and push 
configuration information.

Edit
A user can load a new XML configuration and/or script file, 
change the Gateway Name, or change the Authentication 
configuration.

Gateway Name
The name given to a DXM Controller/Gateway device.
Click on the gateway name to go to that site's register data.

Last Push
Lists the time stamp of the last successful push data packet.
Linked to the push history.

Status
Lists the connection status of that Gateway

To create a new site/gateway, click + New Gateway.

Click Mass Edit to send one XML configuration file to multiple DXM devices (adjusts Site ID automatically).

Click Refresh to update the displayed data.

Enter a graph Name and select the Company from the drop-down list.4. 
Define your graph's minimum and maximum axis values.5. 
Click Save.6. 
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Map Your Gateway's Location
Define the map location of your Gateway to view the position of the wireless device on a map scaled to the device position.

Update the Gateway's Location

To view the location of your wireless devices, define the GPS coordinates in the configuration software. GPS coordinates can 
be a live feed from a GPS sensor or can be a fixed location.

Save your XML file before uploading it to the DXM.

To add a GPS location to the map, follow these steps.

Click Refresh to update the displayed data.

Tools
Access the History, Log Viewer, Tables, Export, and Audit screens from the Tools menu.

History
History maintains logs of information about the device and its operation. Users may also download these logs.

Access the historical data on the History screen.

Go to theGateway screen and click Details in the View column.1. 
Click Update Location on the right side of the screen, under Information.2. 
Enter the latitude and longitude of your Gateway, or select the locaion on the map.3. 
Click Save.4. 

Select the history type from the tabs listed across the top of the screen.1. 
From the drop-down list in the top right of the screen, select the time frame of logs to view.2. 
A list of the specific history entries displays.3. 
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Create new FTP data export pop-up window

Type
Alarms—Displays the history log for the alarms defined from the Home › Alerts screen. This screen does not display 
alarm conditions set at the DXM level.
Emails—Displays the history log of emails transmitted to users from the system.
Notes—Displays the log of user-created notes.
Pushes—Displays the history log of data pushed from the DXM Controller.
Updates—Tracks the data sent from the website to the DXM. Register updates, time updates, configuration file updates, 
or ScriptBasic program updates are saved in this log.
XML Config Files—Tracks when and who downloaded the XML configuration file.

Click Refresh to update the displayed data. Click Download to download the site data from a specific date.

Audit
Use the Audit page to maintain logs of changes for this company, including changes to the XML configuration, alarms, 
backups, users and companies.

The Audit page requires a manager or higher permissions access the audit log data.

Export
Use the Export screen to create file transfer operations from the webserver.

Export Types
FTP—Exports data to an outside FTP site
AWS S3—Export data to an AWS server

Click Refresh to update the displayed data.

Create an FTP Data Export
Follow these steps to export data to an FTP site.

Create an AWS S3 Data Export
Follow these steps to create a data export to an AWS S3 bucket.

On the Tools › Export screen, click + Create New Export.
The New Export pop-up window displays.

1. 

Select FTP Export.2. 

From the Company and Gateway drop-down lists, select the Company 
and the DXM/Gateway device.

3. 

Define how often to export data to the FTP site by selecting a Run 
Frequency.

4. 

Select a Run Offset in minutes.
Setting a Run Offset delays the report long enough to allow data to 
complete transmission to the database. For example, sometimes data 
measured and time-stamped at 11:59 am might not reach the 
database until 12:01 pm. If you ran the report at 12:00 pm, the report 
could be missing the last few measurements. So a report set for 4 pm 
with a 10-minute offset will run at 4:10 pm, but have time-stamped 
data for 3:00 pm through 4:00 pm.

5. 

Enter the FTP Address, User Name, and Password for the outside 
FTP site.

6. 

Click Save.7. 

On the Tools › Export screen, click + Create New Export.
The New Export pop-up window displays.

1. 

Select AWS S3 Export.2. 

From the Company and Gateway Name drop-down lists, select the Company and the DXM/Gateway device.3. 

Define how often to export data to the FTP site by selecting a Run Frequency.4. 

Select a Run Offset in minutes.5. 
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Custom Table Editor
Use the Custom Table Editor screen to view a customized organization of your data.

To add registers to the table:

Click Refresh to update the displayed data.

Admin
Use the Admin screen to manage user and company settings.

Access the following pages from the Admin tab:
Companies—Add a new company or adjust company-level parameters (a company contains one or more DXM 
Controllers (gateway devices)
Users—Add new users and maintain existing users for the website (unique logins to the BannerCDS site; only one 
username can be logged in at a time)
Conglomerates—Add a new conglomerate or adjust conglomerate-level parameters (a conglomerate is a group of 
two or more companies)
Enterprises—Add a new enterprise or adjust enterprise-level parameters

Company Settings
Use Companies to add a new company or adjust company-level parameters.

Most parameters on the Settings › Companies page require an administrator or higher level of website permissions.

To add a new company:

To edit an existing company:

Banner
Defines a custom graphic for the web page

Companies
Displays the number of companies within that conglomerate

Contact Email
Displays the email of the primary contact for each company.

Conglomerate Name
Conglomerate is a group of companies; this is the name given 
to that group

Setting a Run Offset delays the report long enough to allow data to complete transmission to the database. For 
example, sometimes data measured and time-stamped at 11:59 am might not reach the database until 12:01 pm. If 
you ran the report at 12:00 pm, the report could be missing the last few measurements. So a report set for 4 pm with 
a 10-minute offset will run at 4:10 pm, but have time-stamped data for 3:00 pm through 4:00 pm.

Enter the S3 Bucket Name and AWS Region for an AWS S3 bucket.6. 

On your S3 bucket:7. 
Go to Permissions › Access Control List (ACL) › Edit › Add Grantee.a. 
Enter the Canonical ID shown in the prompt and select Write permissions.b. 
Click Save changes within the ACL management console.c. 

Click Save.8. 

Click on the table name to make changes.1. 
Click + Add Row to add a new row to the table.2. 
Click the Edit icon.3. 
Select the Gateway and registers to display in columns 1 through 4.4. 
Click Submit to save your configuration.5. 
Make any changes to the column headers necessary.6. 
Click Save Changes to save your configuration.7. 

Click + New Company.1. 
Fill in the company name and other information in the pop-up window.2. 
When all information is entered, click Save.3. 

Click Edit.1. 
Update any necessary information.2. 
Click Save.3. 
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Edit
Click Edit to change the parameters of any existing company.

Gateways
Displays the number of gateways, or DXM Controllers, 
configured for each company.

Hourly Point Avg
Displays the most current calculation of the data storate rate 
against the allotted data accummulation.

Users
Displays the number of users for each company.

Click Refresh to update the displayed data.

User Settings
Use Admin › Users to add new users and maintain existing users for the website.

Each user can only be logged into one computer at a time. A second login will log out the first session. The BannerCDS 
accounts follow a three-tier hierarchy:

Conglomerates (group of companies)
Companies
Gateways

When an account is created:
It begins as a Conglomerate with one Company underneath.
Additional Companies can be added, each managing its own devices.
Conglomerate-level users can access all Companies.
Company-level users only see data for that Company.

Changing user settings requires manager or higher permissions.

To add new users:

To edit existing users:

You may set or change the following parameters on the Users screen. To change any of these parameters for existing users, 
click Edit.

Edit
Edits the settings of existing users.

Email
Displays the user's email.

Reset Password
Resets the password for the selected user.

Reset Retries
The system locks someone out if they attempt to change the password too many times
The system administrator needs to reset the password after the system locks someone out

User Name
Displays the user name as it was entered into the user information settings.

User Type
Company User—View access available for Company data only. This permission level cannot create or edit users.
Company Admin—View access available only for Company data. This permission level can create and modify Company 
Users and update Company Names or banner images.
Conglomerate—View access available for all lower-level Company data. This permission level can create and modify 
Companies, Company settings, Conglomerate Users, and Company Users.

Click + New User.1. 
Fill in the user name, password, and other information in the pop-up window.2. 
Set the write permissions and user type for this user.3. 
Enter the user's email address.4. 
After all information is entered, click Save.5. 

Click Edit.1. 
Update any necessary information.2. 
Click Save.3. 
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Write Permissions
Displays the permissions level for each user.

Click Refresh to update the displayed data.
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Disclaimer of Warranties. This software is provided "AS-IS." To the maximum extent permitted by applicable law, Banner, it affiliates, and its channel partners 
disclaim all warranties, expressed or implied, including any warranty that the software is fit for a particular purpose, title, merchantability, data loss, non-
interference with or non-infringement of any intellectual property rights, or the accuracy, reliability, quality or content in or linked to the services. Banner and its 
affiliates and channel partners do not warrant that the services are secure, free from bugs, viruses, interruption, errors, theft or destruction. If the exclusions for 
implied warranties do not apply to you, any implied warranties are limited to 60 days from the date of first use of this software.

Limitation of Liability and Indemnity. Banner, its affiliates and channel partners are not liable for indirect, special, incidental, punitive or consequential damages, 
damages relating to corruption, security, loss or theft of data, viruses, spyware, loss of business, revenue, profits, or investment, or use of software or hardware 
that does not meet Banner minimum systems requirements. The above limitations apply even if Banner and its affiliates and channel partners have been advised 
of the possibility of such damages. This Agreement sets forth the entire liability of Banner, its affiliates and your exclusive remedy with respect to the software 
use.

Banner Engineering Corp. Software 
Copyright Notice

Chapter 4 
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