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Web Configurator

The SureCross™ DX80 GatewayPro and DX83 Ethernet Bridge devices use an XML file to configure the network. To access the XML
file, use any web browser and enter the device’s IP address into the browser’s address window:

http://192.168.0.1

The web configuration pages are arranged with a hierarchy of index tabs. The upper row of tabs is the top of the hierarchy and selects a
broad topic. Top level tabs open related tabs on the next levels down. The middle tab selects a sub-topic, and the bottom tabs select
individual pages within the sub-topic. The bottom of each page includes a Quick Help section listing usage tips or instructions specific to
that page.

1 Hetwork ] 1 1 AF by SEMNS0MDC

|| Modous RTU Setup | | 1 |
[ mrureatmm | miuwmemw [ )i 1 |

The XML file on any Ethernet Bridge or GatewayPro does not necessarily contain the settings for a specific wireless network. In many
cases, the XML file saved in the Ethernet Bridge or GatewayPro is a default configuration file. Attaching the Ethernet Bridge or Gateway-
Pro to the radio network does not automatically transfer network or device settings to the Ethernet Bridge or to the XML file.

When viewing real-time data returned to the browser by the connected device, the browser displays the data received when the page
displayed. At this time, update data by clicking the Refresh button or the web browser’s Reload or Refresh button. Each time a page
update is requested, new real-time data displays.

For more information on specific SureCross components, please refer to the data sheets for the SureCross devices:

+  Gateways
* Line-Powered Nodes
* FlexPower™ Nodes

Logging into the Web Configurator

The SureCross™ Pro and DX83 Ethernet Bridge devices use an XML file to configure the network. To access the XML file, use any web
browser set up for a direct connection to the Internet. If problems occur while connecting, verify the browser is not set to use a proxy
server.

When connecting to the Ethernet Bridge, GatewayPro, or MultiHop Pro directly from a host computer, a crossover Ethernet cable is
required; when connecting through a switch or Ethernet hub, use a standard Ethernet cable.

The factory default IP address for the devices is: 192.168.0.1.

To change the device’s default IP address, first set up the host PC with an IP address different from the Ethernet Bridge, GatewayPro, or
MultiHop Pro IP addresses. (Please refer to Banner document 133116 for detailed instructions on setting up the host computer’s network
IP address.) For example, change the PC host IP address to: 192.168.0.2.

After changing the host's IP address, open a web browser and log into the Ethernet Bridge, GatewayPro, or MultiHop Pro by typing the IP
address in the browser location window: http://192.168.0.1.

%) Log In - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

<,':I v LL) v @ (% @ [ http:/{192.168.0.1]
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SureCross Web Configurator

After entering the IP address, the home web page for the SureCross device displays. To log in, click on any tab at the top of the page. To
log out, close the browser.

For user-level access, enter the following as the user name and password.

+ User name: system
* Password: admin

l l " [ A 1 RF by oSS0

Click on any tab above to log in

P e Tt hentication Required ]

Slick any tab b | P ) [Enber usernama and passvord for TR0 Confiy Access” at it ff192. 165.0.1
FOUr WEEr M -""/ Liser Mame:

To log ouwt, sirm |m

changes that v
page and clidk * Pasavond:

wou gave chang Ii-uu-

Thid wab dite i
this bop of th F ¥ Use Passveord Manager bo remember this password,

the next teo bes
sulb-topic, and 1 O I Cancel I

virtually all pag T Fm T TEGITET By

For Admin-level access, enter the following as the user name and password:

* User name: root
* Password: sxi

Admin-level access allows administrators to set up system users and their passwords. Admin-level access is also required to change the
IP address of the system.

Changing the Device's IP Address

Once logged into the system, use the page tabs at the top of the page to select the path: System > Setup > Network. To change the
Ethernet Bridge or GatewayPro’s IP address:

1. Type in the new IP address
2. Click the Change IP button.
3. Cycle power to the device. The IP address change activates when the device reboots.

4 www.bannerengineering.com - tel: 763-544-3164 rev. -



SureCross Web Configurator

1 l System | l ; S ESEEIESOII
I l Setup 1 1 1 1
| Config File 1 Hetwaork 1 Usar 1 Time & Date 1? ]

This page slleva you to change this device's 1P sddress.

1P Addrass 192 168001 192.168.0.1 - Refresh - Ernail Servas
Subnet Mask 255 255 2550 255.255.255.0 Change IP
Gateway 0000 0.0.0.0
Static OS2 0000 0.0.0.0 Apply DNS Resel DNS
Statie N2 0000 0.0.0.0
Crynamic DNS Service None *  0.0.0.0 OOME statuai

Ko DONS configured.,

Hoat Harmea

COHNS User Harma P dwasrd
HTTE Port 50 [default §0) SetPorts
Modbus Sarver Port 502 (default 302)
Telnat Port 23 (default 23)

Etharnat/ [P ' Enabled

Seguence Humber Fgll @ Alemys ingrement

IMPORTANT! Verify the new IP address is correct before cycling power to the device. After the IP address changes, you must use the
new |P address to access these configuration screens. Print this page and file for your records.

Selecting a Host Communication Protocol

By default the Ethernet Bridge and GatewayPro systems communicate with a host using Modbus/TCP. After establishing the IP address
of the Ethernet Bridge and host, the system is set up to use Modbus/TCP.

The system can also use EtherNet/IP™. To change the system to EtherNet/IP, follow the previous instructions regarding the device and
host |IP address, and then:

1. Log in using the following user name and password. User name: root Password: sxi

2. At the bottom of the System > Setup > Network page is a checkbox to enable EtherNet/IP. Only select this box if the GatewayPro
system is running on an EtherNet/IP network. This change cannot be enabled from a login other than the “root” login.

3. After selecting the EtherNet/IP Enabled checkbox, click the Set Ports button to save any changes made to the HTTP Port, Modbus
Server Port, Telnet Port, or EtherNet/IP Enabled settings.

4. Cycle power to the Ethernet Bridge or GatewayPro to complete this update. After the device powers up, the changes should be
registered.

HTTP Port |30 (default 201 [ Disallow HTTE Query Set Ports |
Modbus Server Port [G0Z2 (default S0Z2]
Telnet Port |23 (default 23]

Ethernet/IP Wi Enabled

Get ALL

For an existing network, perform a Get ALL for the devices and save the XML file before changing any network parameters. The default
XML file stored on the Ethernet Bridge or GatewayPro may not accurately represent your configured network.
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SureCross Web Configurator

The Get ALL command retrieves the parameters on the Configure Points and I/O Linking pages. These parameters are specific to the
wireless network. The Get ALL command does not retrieve parameters involving the host system or the wired network components.

1. From the RF Devices > Select Models screen, verify the DX80 radio devices are defined using the Models drop-down list and the
device name. If you make any changes to this list, select the Change box, then click the Update button to send the new device list
to the GatewayPro.

2. Select the Get ALL checkbox for each radio device in the wireless network.

3. Click the Update button to retrieve configuration information from each DX80 device.

4. The Get ALL command will take a few minutes to complete. Click on the Check Status button to review the status of the command.
When all devices are "Ready," the command has finished.

Saving Changes to the XML File

To permanently save the changes to the XML file, go to the System > Setup > Config File page and click the Save button. Changes made
by clicking an Update button are temporary and only submitted to the Ethernet Bridge or GatewayPro, not the XML file.
Change, Refresh, Send, and Update Commands

Buttons commonly appearing on most configuration screens are the Change, Refresh, Send, and Update buttons. Each of these buttons
performs a slightly different task.

Change If you leave any Web Configurator screen with- Send  Clicking the Send button transmits device and 1/0
out clicking the Change button to submit the parameters to the radio devices. The Send opera-
changes to the Ethernet Bridge or GatewayPro, tion usually requires several second to complete.
all changes are lost. Up- Clicking the Update button sends information to

Refresh Click the Refresh button to refresh the screen date  the Ethernet Bridge or GatewayPro or retrieves in-
image. This updates any information on the formation depending on which checkboxes are se-
screen that may have changed on the device. lected: Change or Get/Send All. Updating informa-

tion does not save configuration information per-
manently to the XML file.

RF Devices Tab

Use the RF Devices tab to configure the radio network devices and I/O points.

Select Models

The Select Models tab displays the list of devices for the radio network. Use this screen to define the wireless network devices.

6 www.bannerengineering.com - tel: 763-544-3164 rev. -



SureCross Web Configurator

RF Devices ] | 1 | A oy esE~scre

Seect Modds U Configure Points H 10 Linking H Scaling ]j' Remote L0 l

Thiz pagae allews configuration of davicas sccerding to /O point typas.

DRE0 evice Configuration sheving II te 16 of 16 Update ] < Frev ] Mest > ]

status: Ready.

ange Mode -"_':'IJ :.'l:i. Davica Nama

a r E Mined 401, 400, 241, 240 = r I Gatewsy with Indicatar Light
i rC | Mixed 401, 4D0, 241, 240 =] [ r [Mode with Buttons

i I [ Mong ﬂ - r |

E [ [ Mone j r - |

4 w E MHone _:J [ L] |

5 " E Mone j I [ |

& - [ Mone j I I |

el T [ Mone =l r » [

8 C | Mane =] I r |

9 i E Mong ﬂ r r |

i0 [ E Mone j - - |

11 L] | Mone _:J L I |

12 - E Mong j I u |

13 - [ Mone j - I [

14 r [ Mane ;] I I [

as L] [ Mone =] [] I |

Copy |Fr.:.n-. -1 To I-l Delate §-1 Check Status [

Defining a Device

To define the DX80 radio network devices:

1. Select the device from the drop-down list, always using device zero for the Gateway. Most device descriptions can apply to either

the Gateway or the Node.

2. Name the device.

3. Select the Change checkbox.

4. Click the Update button to send this information to the Ethernet Bridge.
Using the Change checkbox and Update buttons sends the only device name and model to the Ethernet Bridge/GatewayPro device. This
will not overwrite existing I/0 parameter information.

After the devices are defined and named, retrieve any existing parameter configuration information from the DX80 devices and load these
settings into the GatewayPro or Ethernet Bridge:

1. Select the Get ALL checkbox for each device.
2. Click the Update button.

The Get ALL command will take a few minutes to complete. Click on the Check Status button to review the command's status.

Copying a Defined Device

When setting up a radio network that includes devices with the same configuration, set up one device and copy it using the Copy button
at the bottom of the screen. Copying one device’s setup to another device also copies the Configure Points information. To copy device
parameters, fill in the From and To boxes with the appropriate device number (listed on the left side of the table) and click the Copy
button.

Submitting Parameters to the DX80 Devices

After defining the devices in the radio network, including the items from the Configure Points screen, the expanded Configure Points
screen, and the I/0 Linking screen, check the Send ALL box for the devices and click the Update button on the Select Models screen.
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SureCross Web Configurator

This sends the I/O point configuration information to the DX80 devices. Once the Send ALL function has begun, click the Check Status
button at the bottom of the screen. A monitoring screen displays each device’s progress.

Other Commands
Check  Click the Check Status button to watch the sta- Send  After defining and setting up the devices and I/O
Status  tus of a Get ALL or Send ALL command. Send- All point parameters, select the Send ALL checkbox
ing or retrieving information from the DX80 devi- and click the Update button to send this informa-
ces can take several minutes. Use the Check tion to the radio network devices.

Status button to verify the error status of the da-
ta transfer. When the list reads "Ready," the
command has finished.

Up- Clicking the Update button sends information to
date the Ethernet Bridge or GatewayPro or retrieves in-
formation depending on which checkboxes are

Get Select the Get ALL checkbox and click the Up- selected: Change or Get/Send All. Updating infor-
ALL date button to pull set-up parameters from the mation does not save configuration information
DX80 devices. These parameters will be loaded permanently to the XML file.

into the Web Configurator screens but will not be
automatically saved into the XML file. Before
modifying any existing radio network devices, al-
ways perform a Get ALL to update the Web
Configurator with accurate set-up information.

Prev If there are more than 16 devices or rules/maps,
and use the Prev and Next buttons to display the
Next next screen of information.

Saving Changes to the XML File

To permanently save the changes to the XML file, go to the System > Setup > Config File page and click the Save button. Changes made
by clicking an Update button are temporary and only submitted to the Ethernet Bridge or GatewayPro, not the XML file.

Model List

Select from one of the following models to define your device.

None. No device is present

Discrete 4DI, 4DO. Discrete device with four discrete in and four discrete out.
Discrete 6DI, 6DO. Discrete device with six discrete in and six discrete out.
Discrete 8DI, 4DO. Discrete device with eight discrete in and four discrete out.
Discrete 4DI, 8DO. Discrete device with four discrete in and eight discrete out.

Mixed 2DI, 2DO, 2Al, 2A0. Device with two discrete in, two discrete out, two analog in, and two analog out. The term “mixed” refers to a
device with both discrete and analog 1/0.

Mixed 4DI, 4DO, 2Al, 2A0. Device with four discrete in, four discrete out, two analog in, and two analog out.
Analog 4Al, 4A0. Device with four analog in and four analog out.
Flex 2DI, 2DO, 2Al. FlexPower™ Node with two discrete in, two discrete out, and two analog in.

Flex 2DI, 2DO, 4Al. FlexPower Node with two discrete in, two discrete out, and four analog in. This description also includes the Thermo-
couple and RTD nodes.

M-GAGE. FlexPower M-GAGE™ Node.
Other. Other model that isn't currently defined.
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SureCross Web Configurator

Configure Points

After setting up the basic model for each device, configure the 1/O points. There are two ways to access the I/0 points configuration
screen:

1. Use the Configure Points tab; or

2. Click on the hyperlinked device number in the left column of the Select Models table to access the Expanded Configure Points
page (see the Expanded Configure Points section).

Refer to the device’s data sheet for factory default information.

[ Select Models 1 Configure Points U 1D Linking 1'[ Scaling 1] Remote [0 1

Thiz page allows corfiguration of individual 1/0 paints.

Davica Harna: Gatewray with Indicator Light Davice lIEI < Frens | Med 1 Change I Fefresh | Get Info I
Polling Intareal | 16 ""Iitr_ Max Bad Count |7 Ra-link Count |4 Send Flags | Get Flags I Feset |
Default sutput L Fowar Up L] Host Link Fallure = Gataway Link Fallure Send/Get polling/flags only
it r St of Spne = Hode Link Failurs F Bubde-rgdowir Ftatus: Rﬂﬂdﬁr

1 F  [PNPIput(10-30v) x| |oos fo.o0 fo o o [Gateway Discrete IN 1
z P |PNP Input (10-30V) #2 x| |noe [n.oo o o [0 |Giateway Discrete IN 2
2 P [PNPInput (10-30V) £3 =] [ooo [n.oo [ Jo o [Gateway Discrete IN 3
i+ | PP Input (10-30V) 24 j lD.Uﬂ IU.ﬂD IU |EI |I:| IGuJ!EW.:L:,-' Discrete 1M 4
5= [  |Analogin#1, 4-20mA =| |o.0s J1.00 feoo  [ooo 020 [GatewsyAnslogiM1
& F |Anslogin#2 4-20mA =] |oos .00 feoo 000 020 [GetewsyAnslogiN2
2 F  |Discrete Output(1019#1 =|  [0.00 Jo.oo fo o o [Gateway Red Light
1w F |Discrete Ouput(ioig#2 x| fooo fo.00 o o [o |Gateway Yellow Light
1 F  |Discrete Oupunt(1014)#3 x|  [0.00 [n.00 o o [0 |Giateway Discrete OUT 3
1z F  |Discrete Qupn(1014)#4 =|  |0.00 Jo.00 i [0 [o |Gatewsy Discrete OUT 4
13 W IAnuIng Crutput #1 j |I:|.EII] IU.I]I:I IEI.EII.'I |EI 0o |I1|:II:I‘ IG-UIEW’E.::,-‘ Analog OUT 1
1 F IAnnIng Output #2 j [D.I]ﬂ II:I.HI:I IU.I]!.'I ]I] il |I:I.I:Iﬂ IGDIEW&';,-‘ Analog OUT 2
S4BE 10052 Wr Protect: OFF Al - 034034 Frod Dt DE 200
KR er: W10 00010019001 EF BB 00000000 LCEY e - W10 OG0 10013002 i ]

Note: If you leave any Web Configurator screen without clicking the Change button to submit the changes to the Ethernet Bridge or
GatewayPro, all changes are lost.

Setting Up 1/O Points
To set up an I/O point:

1. Select the /O Enabled checkbox. Any active I/O point must be enabled or the I/O is ignored.

2. Select an /O type from the I/O Selection drop-down list.

3. The Configure Points sample screen shows a Gateway defined with four discrete IN, four discrete OUT, two analog IN, and two
analog OUT points. Always refer to the device data sheet to determine which discrete and which analog 1/O points are active for a
given device. Note, however, that the NPN and PNP settings for discrete 1/0 shown on the data sheet are only default configuration
settings and can be changed.

4. Define any applicable parameters, e.g. sample interval, report interval, hysteresis, threshold, or any other parameter displaying on
the main or expanded view screens.

5. After setting up all /O points using either the Configure Points tab or the expanded Configure Points screen, click the Change
button to submit the changes to the Ethernet Bridge or GatewayPro.

6. To send all I/O data to the devices, use the Select Models screen by selecting the Send ALL checkbox and clicking the Update
button. To send the individual I/O point changes, use the expanded Configure Points screen and the Send button.
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Parameters

The following parameters are set on the Configure Points screen.

Change

Delta

Default
Output
Condi-
tion
Flags

Get Info

If you leave any Web Configurator screen with- Prev
out clicking the Change button to submit the and
changes to the Ethernet Bridge or Gateway- Next
Pro, all changes are lost.
Re-
The delta parameter defines the change re- fresh
quired between sample points of an analog in-
put before the analog input reports a new val- Report
ue. To turn off this option, set the Delta value
0. Inter-
val/
The default output conditions are a set of Rate
checkboxes to establish device-based parame-
ters and apply to all outputs on this device. Af-
ter making changes to the flags, click the Send
Flags button to submit the changes to the de-
vice.
Auto-Recover. Selecting the Auto-Recover
option forces the Gateway to attempt to re-es-
tablish communications with out-of-sync nodes
after a polling error condition is indicated. The
Gateway polls the failing device and must suc- Re-
cessfully communicate with the failing node link
Re-Link Count times before the error condition Count
is erased. This parameter is only used on the
Gateway. Without the auto-recover feature se-
lected, the user must manually reset error con- Reset
ditions or the host system must reset the error
condition.
Gateway Link Failure. The Gateway detected Sam-
a communication problem with a Node. Al ple In-
linked outputs of the failing device are set to ::;;’:"

the default states.

Host Link Failure. A Modbus timeout forces
all device outputs to the default states. This
parameter applies to every device that sets
this flag.

Node Link Failure. A Node detected an RF
link problem and set its own outputs to the de-
fault states.

Out of Sync. When an out-of-sync condition is
detected, all Node outputs are set to the de-
fault value. This parameter applies only to the
Nodes.

Power Up. All device outputs are set to the de-
fault value on initial power-up.

The Get Info button retrieves factory informa-
tion for the selected device, such as the model
number, serial number, and production date.

www.bannerengineering.com - tel: 763-544-3164
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If there are more than 16 devices or rules/maps,
use the Prev and Next buttons to display the next
screen of information.

Click the Refresh button to refresh the screen im-
age. This updates any information on the screen
that may have changed on the device.

The report rate defines how often the Node com-
municates the I/O status to the Gateway. Change
of state reporting sets the system to report only
when the value crosses the threshold setting. For
FlexPower™ applications, setting the report rate
to a slower rate extends the battery life.

— (e
> ol

The re-link count is the number of completed poll-
ing messages the Gateway receives from a Node
before a lost RF link is considered re-established
and normal operation resumes.

The Reset button resets any error conditions dis-
played. Until the error message is reset, the de-
vice will not start any additional operations.

The sample interval, or rate, defines how often
the SureCross device samples the input. For bat-
tery-powered applications, setting a slower rate
extends the battery life.

((Cc
™ S
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SureCross Web Configurator

/O Ena-  Select the checkbox to enable the individual I/
ble O point. If the checkbox is not selected, that I/
O point is disabled, regardless of what other
parameters may be defined. For efficient pow-
er usage, do not enable I/O points that are not
used.
I/0 Name The I/O name field is an optional text field used
to assign names to the individual I/O points for
easy reference. This name may appear in
many other screens relating to the 1/0 point.
o] Click on the 1/O # hyperlink on the far left of the Send
Num-  screen to access an additional screen for I/O point Flags,
ber configuration. The expanded screen contains Get
more /O point parameters than is displayed on Flags
the primary page. Thresh-
[0] Select the 1/0 type from the drop-down list. The old and
Selec- drop-down list includes all options available for the Hyste-
tion or entire DX80 line. Not all I/O types included in the resis
Type  drop-down list are applicable for any given device.
Refer to the device data sheet to determine which
options are available for each device.
“Other” Type #: Occasionally some newly de-
signed and released devices will use 1/O types not
yet listed in the drop-down list for I/O Type. When
this happens, Banner Engineering applications
engineers will supply the “other” type number. Se-
lect Other from the I/0 Type drop-down list and
enter the 1/O type number supplied by Banner En-
gineering into this field.
Maxi- The max bad count refers to a user-established
mum  maximum count of consecutive failed polling at-
Bad tempts before the Gateway considers the RF link
Count to have failed.
Poll-  To monitor network health, the Gateway commu-
ing In- nicates with, or polls, each Node to determine if
terval/ the radio link is active. The polling rate defines
Rate  how often the Gateway communicates with each

Node. Polling is always initiated by the Gateway
and only verifies radio signal communications.

((cc
ab .

Are you there?
—
<

Yes, | am here.

Expanded Configure Points

Most I/O point parameters are changed using the expanded view of the Configure Points tab.

rev. -

The Send Flags and Get Flags buttons refer on-
ly to the Default Output Conditions flags, not the
I/O parameters.

Threshold and hysteresis work together to es-
tablish the ON and OFF points of an analog in-
put. The threshold defines a trigger point or re-
porting threshold (ON point) for a sensor input.
The hysteresis value establishes how much be-
low the active threshold (ON point) an analog in-
put is required to be before the input is consid-
ered OFF. A typical hysteresis value is 10% to
20% of the unit's range.

ON point
S
s 1 _ _ 2 > _Threshold
el __ _/ 1 Hysteresis o
Input /
OFF point
] |
I 1
Time

In the example shown graphically, the input is
considered on at 15 mA. To consider the input
off at 13 mA, set the hysteresis to 2 mA. The in-
put will be considered off when the value is 2
mA less than the threshold.

www.bannerengineering.com - tel: 763-544-3164
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SureCross Web Configurator

To access this expanded view, which displays all parameters for the 1/O point selected, click on the 1/O number hyperlink from the Config-

ure Points tab. Several parameters on the expanded view also appear in the standard Configure Points screen and can be modified from
either screen.

RF Devices | ] ] 1 AF by e S eSS

b’

| saectmonds | configurepoimts || voLmking 1/ scaung || remotevo |

This page allows configuration of individual /0 points.

Davice Harme: Gateway with Indicator Light I Harne: |G=teway Discrete N 1 Change | Reiresh I

o # |1 < Prav | Mo > I Sand | Gt | Rasat |

statur: Ready

o Type Sample Irkarval Thrazhold Farmple High Sangor Pever Supply
IPNP[npulUﬂ-ED"-.-"j # j |EI 0e Sec. |EI 0 # ’Enernul -
P If& Enabled Raport Intarval Hystarasis Sampla Low Supply Cutput Voltaga
I e 170 0.00 Zac |I] i # o 'I
Dafauk Qutpat II:I Raport Type Calts Pulsa Width Supply Warmup
™ Hold Last State IDISErEtE x |[| 0.00 Sac. 0.0000 Sac
"Other™ Type & 0 Units

Il:“'l.l'l:lf‘l -

After making changes to the parameters screen:

1. Click the Change button to submit the changes to the Ethernet Bridge or GatewayPro.
2. Click the Send button to update the radio devices.

Change If you leave any Web Configurator screen Reset The Reset button resets any error conditions
without clicking the Change button to submit displayed. Until the error message is reset,
the changes to the Ethernet Bridge or Gate- the device will not start any additional opera-
wayPro, all changes are lost. tions.

Get Click the Get button to read all device and I/O Saving To permanently save the changes to the
parameters from the DX80 device and load Changes to XML file, go to the System > Setup > Config
them into the Web Configurator screens. This the XML File page and click the Save button.
does not save the parameters to the XML file. File Changes made by clicking an Update button

are temporary and only submitted to the
Ethernet Bridge or GatewayPro, not the XML
file.

Prevand If there are more than 16 devices or rules/
Next maps, use the Prev and Next buttons to dis-
play the next screen of information.
Send Clicking the Send button transmits device
and 1/0 parameters to the radio devices. The
Send operation usually requires several sec-
ond to complete.

Refresh  Click the Refresh button to refresh the screen
image. This updates any information on the
screen that may have changed on the device.

1/0 Selection
Default  Default output values are specific values writ- /10 En- Select the checkbox to enable the individual I/0
Output  ten to output registers. For discrete outputs, able point. If the checkbox is not selected, that 1/0
Value this is a 1 (on) or 0 (off) value. For analog out- point is disabled, regardless of what other param-
puts the value can be any valid register value. eters may be defined. For efficient power usage,

do not enable I/0 points that are not used.
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When a default condition occurs, these default
output values are written to the output register.

Hold The 1/0 point retains the last value recorded in-
Last stead of the default output value during selec-
State ted default conditions.

Invert /0  Selecting this checkbox inverts the digital rep-

resentation of the 1/0.

Sampling and Reporting

Re-  The report rate defines how often the Node com-

port  municates the I/O status to the Gateway. Change

Inter-  of state reporting sets the system to report only

vall  when the value crosses the threshold setting. For

Rate FlexPower™ applications, setting the report rate to
a slower rate extends the battery life.

-—
_ . !_ .

Re-  Select from discrete or analog format reporting

port  types. Analog data requires sixteen bits while dis-

Type crete data uses only one bit per I/O point. Selecting
double from the list uses two consecutive registers,
each consisting of sixteen bits.

Analog Signal Conditioning

Delta The delta parameter defines the change required be-
tween sample points of an analog input before the
analog input reports a new value. To turn off this op-
tion, set the Delta value to 0.

Digitial Signal Conditioning

Sample  For discrete inputs, the sample high parameter
High/ defines the number of consecutive samples the
Sample input signal must be high before a signal is con-

Low sidered active. Sample low defines the number
(Dis- of consecutive samples the input signal must be
low before a signal is considered low. The sam-

1/0 Se-
lection
or

Type

Sam-
ple
Inter-
val/
Rate

Thresh-
old and
Hyste-
resis

Select the I/0 type from the drop-down list. The
drop-down list includes all options available for
the entire DX80 line. Not all I/O types included in
the drop-down list are applicable for any given de-
vice. Refer to the device data sheet to determine
which options are available for each device.

“Other” Type #: Occasionally some newly de-
signed and released devices will use 1/0 types
not yet listed in the drop-down list for I/O Type.
When this happens, Banner Engineering applica-
tions engineers will supply the “other” type num-
ber. Select Other from the I/0O Type drop-down list
and enter the 1/0 type number supplied by Ban-
ner Engineering into this field.

The sample interval, or rate, defines how often the
SureCross device samples the input. For battery-
powered applications, setting a slower rate ex-
tends the battery life.

({

Threshold and hysteresis work together to es-
tablish the ON and OFF points of an analog in-
put. The threshold defines a trigger point or re-
porting threshold (ON point) for a sensor input.
The hysteresis value establishes how much be-
low the active threshold (ON point) an analog in-
put is required to be before the input is consid-

rev. - www.bannerengineering.com - tel: 763-544-3164
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cretel/  ple high and sample low parameters are used ered OFF. A typical hysteresis value is 10% to
0) to create a filter to avoid unwanted input transi- 20% of the unit's range.
tions. The default value is 0, which disables this —_
feature. The value range is 1 through 255. ON point
Pulse The pulse width determines the length of time, %_ ________ Threshold.
Width in seconds, that a digital output is active (1) be- H —
fore returning to zero. Select 0 to disable this B e Al = - / el
feature. input OFF point
l |
1 1
Time
In the example shown graphically, the input is
considered on at 15 mA. To consider the input
off at 13 mA, set the hysteresis to 2 mA. The in-
put will be considered off when the value is 2
mA less than the threshold.
Units Defined

The units parameter defines the range and/or type of data value associated with an input or output.

Selecting Units from within any configuration tool changes the units definition of several parameters, including threshold, hysteresis, and
delta. For example, if the units are 0-20 mA, the threshold, hysteresis, and delta values are entered as milliampere values. Selecting
Temp C changes the threshold, hysteresis, and delta units to degrees Celsius.

Signed values range from -32768 to +32767 and allow for the measurement of negative values. Signed values are typically used for
measuring temperatures. Signed values are stored as two's complement values.

Unsigned values range from 0 to 65535 and are used to measure values that do not go below zero, such as 4 to 20 mA, distance, or a

counter.

Input Units

Units

Description

Definition

Raw

Displays the raw A/D conversion data with data ranges from 0 to 65535. This units type is typical-
ly used only for factory calibration.

LCD: Raw A/D hex value

4t020 mA

Analog unit. Modbus register contents are scaled such that 0 represents 4 mA and 65535 repre-
sents 20 mA.

LCD: 4.00mA-20.00mA

0to20 mA

Default analog input unit. Modbus register contents are scaled such that 0 represents 0 mA and
65535 represents 20 mA.

LCD: 0.00mA-20.00mA

Discrete (ON/OFF)

Default discrete input unit.
LCD: ON/OFF

0 to 10V (Volts)

Analog input using 0 to 10V instead of current. Modbus register contents are scaled such that 0
represents 0V and 65535 represents 10V.

LCD: 0.00v-10.00V
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Input Units
Units Description Definition
6 Temp °C Celsius, high resolution. Analog input for temperature devices such as thermocouples, RTD, and
thermistors. In high resolution mode, temperature = (Modbus register value) + 20.
LCD: 0000.0C
7 Temp °F Fahrenheit, high resolution. Analog input for temperature devices such as thermocouples, RTD,
and thermistors. In high resolution mode, temperature = (Modbus register value) + 20.
LCD: 0000.0F
8 Temp °C (Low Res) | Celsuis, low resolution. To measure a greater temperature range, use the low resolution unit. In
low resolution mode, temperature = (Modbus register value) + 2.
LCD: 0000.0C
9 Temp °F (Low Res) | Fahrenheit, low resolution. To measure a greater temperature range, use the low resolution unit.
In low resolution mode, temperature = (Modbus register value) + 2.
LCD: 0000.0F
10 Asynchronous The 32-bit counter value records counts up to 4.29 billion.
Counter, 32-bit LCD: 0000 0000
11 Asynchronous The 16-bit counter value records counts up to 65535.
Counter, 16-bit LCD: 0000
Output Units
Units Description Definition
0 Raw Displays the raw A/D conversion data with data ranges from 0 to 65535. This units type is typical-
ly used only for factory calibration.
LCD: Raw A/D hex value
1 41020 mA Analog unit. Modbus register contents are scaled such that 0 represents 4 mA and 65535 repre-
sents 20 mA.
LCD: 4.00mA-20.00mA
2 0to 20 mA Default analog input unit. Modbus register contents are scaled such that 0 represents 0 mA and
65535 represents 20 mA.
LCD: 0.00mA-20.00mA
3 Discrete (ON/OFF) | Default discrete unit.
LCD: ON/OFF
4 0to 10V (Volts) Analog unit using 0 to 10V instead of current. Modbus register contents are scaled such that 0
represents OV and 65535 represents 10V.
LCD: 0.00v-10.00V
5 Signed Analog, 0 to | For a signed value, such as temperature, that is to be converted to a voltage out value. Use null

10V

to set the start point and span to define the range. The null value is the starting temperature to be
associated with OV. The span is the entire temperature range that is to be associated with 0 to
10V.

LCD: 0.00v-10.00V

rev. -
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to 20 mA

Output Units
Units Description Definition
6 Signed Analog, 0 to | For a signed value, such as temperature, that is to be converted to a mA out value. Use null to
20 mA set the start point and span to define the range. The null value is the starting temperature to be
associated with 0 mA. The span is the entire temperature range that is to be associated with 0 to
20 mA.
LCD: 0.00mA-20.00mA
7 Unsigned Analog, 0 | For unsigned values, such as a counter, that is to be converted to a mA out value. Use the null to
to 20 mA set the start point and span to define the range. The null value is the distance to be associated
with 0 mA. The span is the entire distance range that is to be associated with 0 to 20 mA.
LCD: 0.00mA-20.00mA
8 Signed Analog, 4 to | In older models, this units type is for degree Celsius conversions only. Use null to set the start
20 mA (A) point and span to define the range. The null value is the starting temperature to be associated
with 4 mA. The span is the entire temperature range that is to be associated with 4 to 20 mA. For
newer firmware models, type codes 8 and 9 are treated the same.
LCD: 4.00mA-20.00mA
9 Signed Analog, 4 to | In older models, this units type is for degree Fahrenheit conversions only. Use null to set the start
20 mA (B) point and span to define the range. The null value is the starting temperature to be associated
with 4 mA. The span is the entire temperature range that is to be associated with 4 to 20 mA. For
newer firmware models, type codes 8 and 9 are treated the same.
LCD: 4.00mA-20.00mA
10 Unsigned Analog, 0 | For an unsigned value, such as 0 to 20 mA, that is to be converted to a voltage out value. Use the
to 10V null to set the start point and span to define the range. The null value is the distance to be associ-
ated with OV. The span is the entire distance range that is to be associated with 0 to 10V.
LCD: 0.00v-10.00V
1 Counter, 16-bit The 16-bit counter value records counts up to 65535.
LCD: 0000
12 Unsigned Analog, 4 | For an unsigned value, such as 0 to 10V, that is to be converted to a mA out value. Use the null

to set the start point and span to define the range. The null value is the distance to be associated
with 4 mA. The span is the entire distance range that is to be associated with 4 to 20 mA.

LCD: 4.00mA-20.00mA

Battery Powered Sensor Options

Sensor Power Supply

Select a power supply for the sensor device. Select Supply 1 through 4 to indicate the external device is powered from one of the Node’s
supplied switch power connectors.

External. The sensor is powered from outside the Node.
Supply #1. Switched power 1 (SP1)
Supply #2. Switched power 2 (SP2)
Supply #3. Switched power 3 (SP3)
Supply #4. Switched power 4 (SP4)

www.bannerengineering.com - tel: 763-544-3164 rev. -




SureCross Web Configurator

Supply Output Voltage

The Supply Output Voltage sets the voltage required for the sensor device. This parameter is only applicable when using the supplied
switch power option.

Supply Warmup

Supply Warmup defines the length of time the switch power should be turned on before examining the sensor’s input.

Switch Power
Warmup Time

—

Voltage

Sample point Sample point

1
|
|
|
[
0 Volts —————— I
[
|
|
|
|

Sample interval

I/0 Linking

Each device input point can be linked or connected to any output point in the system. An output link defined as zero for the device and
zero for the output point is not connected. Valid output points on all devices are nine through fourteen; valid devices are one through
fifteen with zero reserved for the Gateway (or GatewayPro).

" RF Devices ] | | | A by @mENEoNe

]r Select Models 1] Configure Points ] 10 Linking U Scaling h Remote VO l

Thiz page displays I/ links mapped by the DHE0,

Davice -[I:I < Prvv | M > Status; Ready Change | Rafrash ]

aand | Gt | Reset I

Device Harme m
Gateway with Indicator Light o 1 — 1 |9 [
Gateway with Indicator Light o 2 —_— [i [10 =
Gateway with Indicator Light 0 3 —_— o [ =
Gateway with Indicator Light o 4 — o [ r
Gateway with Indicator Light a 5 —p |1 |1 3 r
Gateway with Indicator Light a & — [ [14 r
Gateway with Indicator Light o 7 —_—) o o [
Gateway with Indicator Light o 8 — o o [

In the sample screen shown, the Gateway input points can be mapped to any Node’s outputs. Manually enter the device number in the
Destination Device # box, then enter the I/O point number for that destination device.

After making changes to this screen:

1. Click on the Change button to send the changes to the DX83 Ethernet Bridge or the GatewayPro
2. Click on the Send button to send these changes to the device.
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Change If you leave any Web Configurator screen with-
out clicking the Change button to submit the
changes to the Ethernet Bridge or GatewayPro,
all changes are lost.

Get Click the Get button to read all device and 1/0
parameters from the DX80 device and load
them into the Web Configurator screens. This
does not save the parameters to the XML file.

Packed  getting the Packed flag communicates discrete

Flag output point information more efficiently. Instead
of sending one message for each output
change, discrete values are packed into one
message sent to the destination device. The
packing data reduces the wireless device traffic
and improves the timing in critical applications
when multiple inputs from a single device are
connected to outputs on one other device.

The Packed flag only affects the output point
messages, the input message communication is
defined by each device I/0 point. If a device 1/0
point Report Type parameter is defined as dis-
crete, the input reporting messages for this
point are packed into one wireless message.
For greatest efficiency, all discrete inputs
should be defined as a discrete Report Type.

Prev If there are more than 16 devices or rules/maps,
and use the Prev and Next buttons to display the
Next next screen of information.

Scaling

The Scaling screen is used for converting data.

Refresh

Reset

Saving
Changes to
the XML
File

Send

SureCross Web Configurator

Click the Refresh button to refresh the
screen image. This updates any information
on the screen that may have changed on the
device.

The Reset button resets any error conditions
displayed. Until the error message is reset,
the device will not start any additional opera-
tions.

To permanently save the changes to the
XML file, go to the System > Setup > Config
File page and click the Save button.
Changes made by clicking an Update button
are temporary and only submitted to the
Ethernet Bridge or GatewayPro, not the XML
file.

Clicking the Send button transmits device
and 1/0 parameters to the radio devices. The
Send operation usually requires several sec-
ond to complete.

Raw data is multiplied by the Scale and added to the Offset to produce the data appearing in the floating point register associated with

the 1/0 point. The floating point registers start at register 1001.
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woeon ) l )

] AF by SRR

[ Seect Models U Configure Points ‘U- D Linking

| moero |

| scaling

This page displays node 170 scale factors.

Device name: Gateway with Indicator

Cevice # ||:|

Light
1 00001 [ooooooo 0.000000
2 Boooz 10.000000 0000000
3 0000F 0.000000 0.000000
& o004 W W
5 oo00% 0.000000 0.000000
3 0O006 0.000000 0.000000
7 o007 0.000000 0000000
s 00008 [ooooooo 0.000000
. BoooY 0.000000 0.000000
10 00010 0.000000 0.000000
11 00011 0.000000 0.000000
12 00012 [ooooooo 0.000000
13 0o01% 0.000000 0.000000
14 ooo14d 0.000000 0.000000
15 GLLEES 0.000000 0.000000
16 00016 0.000000 0000000

This page displays node 'O scale fackors.

Update ] <Prw] Mend > |

Gateway Discrete IN 1

Gatewmay Discrete IN 2
Gateway Discrate IN 3
Gateway Discrate IN 4
Gateway Analog IM 1
Gataway Analog IM 2

Gateway Red Light
Gateway Yellow Light
Gateway Discrete OUT 3
Cateway Discrate OUT 4
Gateway Analag OUT 1
Cateway Analag OUT 2

For example, thermocouple inputs are multiplied by 20 before being written to the Modbus register. To convert this register value back to

a temperature reading use the Scaling screen.

The Offset value can be used to account for errors introduced into the sensor system, such as errors introduced because of wiring

lengths in a thermocouple input system.

Other Commands
Prev and If there are more than 16 devices or rules/ Up-
Next maps, use the Prev and Next buttons to display date
the next screen of information.
Remote I/O

Clicking the Update button sends information to the
Ethernet Bridge or GatewayPro or retrieves infor-
mation depending on which checkboxes are selec-
ted: Change or Get/Send All. Updating information
does not save configuration information perma-
nently to the XML file.

The Remote I/0 configuration page defines up to 32 external communication registers when the DX80 Gateway is defined as a Modbus

RTU Master.

This table is used only when the Gateway is a Modbus RTU master and it is communicating with Modbus slave devices, typically DX85

Expanded Remote I/O devices.
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RF Devices ] 1 1 1 AF by S SEMNSOMDC

[ Select Modds U Configure Points U IO Linking 1[ Scaling l Remote VO l

This page allows configuration of ramote 1/O points.

Davice Hamaer Gateway with Indicator Light Showing |1 to 16 of 32 Change I Refrash |

= DHED i Modbus TCP Client' Server (default) < Frew Mext » Send I Get I Feset |
" bien is Modbus RTU Master
" DuBO it Modbus RTU Slave

Mastar Tirmaout IEIEI C:hnnga Mode

status: Ready

i I__ Mone - Mone - I__ l_. l_ I_ r_
z |0 [ Nane J | Hone J II:I ||:I ||:I ||:| o
3 o | None =l  [None = lo o o [0
s |o [ Nane =l [none = o o [o fo
s o [ Mane *|  |Mone = | [0 [0 [0 [
« [Nane =]  [Mone = | [o [0 [o [o
7 IU | Mane j INDne- j |I:| |EI |EI |EI IEI
s [0 [ None =l |Mone = I o o [o fo
s |o [ None =l [none = b o [0 [o o
1w fo [ Nane =l [none = o o o o
11 |I2I [ Mone j I Mone j [IZI [[J [[J [[] |IZI
1z o [ Mane = [Mone =D [0 [0 [0 [
13 [0 [ Mane =|  |Hone = o ] ] [o i
14 IEI | Mane j INnne- j lD |EI |EI |EI IEI
15 IEI | Mone j | Hone ::J ll.'.l |E| |U |E| [
e o | Nane x| [None = o Jo Jo [o [o

After power-up, the DX80 Gateway is a slave device (to the Ethernet Bridge) for the time defined in the Master Timeout field, defined in
seconds with a 90 second minimum. During this time, the operating mode can be changed using the browser interface. To change the
mode:

1. Click one of the radio buttons to select how the DX80 Gateway functions.

+ Select Modbus/TCP Client/Server mode (default) when you are connecting a DX80 to an external PLC or similar equipment.

+ Select Modbus RTU Master mode if the DX80 Gateway is to be a Modbus master device communicating to other slave devices using
a Modbus RS485 serial connection. The Gateway enters master mode after the Master Timeout period has elapsed.

+ Select Modbus RTU Slave if the DX80 GatewayPro or a Ethernet Bridge and Gateway pair is operating as a slave on a Modbus serial
connection.

2. Set the Master Timeout field, then click the Change Mode button. When the timeout expires, the DX80 Gateway begins to operate as
selected. The Master Timeout determines how long the DX80 Gateway waits before changing modes.

3. After making changes, click on the Change button to send the changes to the DX83 Ethernet Bridge or the GatewayPro and then click
on the Send button to send these changes to the device.
Saving Changes to the XML File

To permanently save the changes to the XML file, go to the System > Setup > Config File page and click the Save button. Changes made
by clicking an Update button are temporary and only submitted to the Ethernet Bridge or GatewayPro, not the XML file.

Other Commands
Change If you leave any Web Configurator screen with- Reset The Reset button resets any error conditions dis-
out clicking the Change button to submit the played. Until the error message is reset, the device

will not start any additional operations.
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changes to the Ethernet Bridge or GatewayPro, Send Clicking the Send button transmits device and 1/0
all changes are lost. parameters to the radio devices. The Send opera-
Get Click the Get button to read all device and I/O tion usually requires several second to complete.
parameters from the DX80 device and load them
into the Web Configurator screens. This does not
save the parameters to the XML file.
Refresh Click the Refresh button to refresh the screen
image. This updates any information on the
screen that may have changed on the device.
DX80 Modes
Setting Gateway | GatewayPro | Ethernet
Bridge
DX80 is Modbus/ | Slave Master Master Default mode. The Gateway is a Modbus slave device and the Ether-
TCP Client/Server net Bridge is the master device.
(default)
DX80 is Modbus | Master Master Ignored The Ethernet Bridge can only communicate with a slave device. In
RTU Master this mode, any communications sent to the Bridge from the Web
Configurator is ignored. To resume communications, cycle power to
the Gateway. When power is cycled, the Ethernet Bridge begins
again as a master device until the timeout lapses.
DX80 is Modbus | Slave Slave Ignored Similar to the default mode, but a device other than the Ethernet
RTU Slave Bridge acts as the Modbus master device. The Ethernet Bridge still
communicates with the Gateway and can read and write to registers,
but another device is the master device.

DX80 is a Modbus/TCP Client/Server (default)

The default configuration is DX80 is Modbus/TCP Client/Server. The DX83 Ethernet Bridge is the Modbus master device and only
communicates with the device configured as Slave ID 1: the Gateway.

rev. -
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1. Node 1, registers 17 through 32.
2. Node 2, registers 33 through 48.
3. Node 3, registers 49 through 64.

4, Gateway, Slave ID 1, registers 1 through 16.
5. DX83 Ethernet Bridge

DX80 Gateway is Modbus RTU Master

When a DX80 Gateway is set up as a Modbus RTU master device, the communication between the DX83 Ethernet Bridge (used to
configure the network) and the Gateway is ignored. The Gateway acts as the Modbus RTU master device for the system, which may
include other slave Gateways or DX85 Remote 1/0 slave devices. All communication must go through the master device.

The master table entries define the register-to-register communication for remote 1/0 points. Each line represents a register/point connec-
tion between the master device and a Modbus slave device with up to 32 table entries possible. For each table entry, specify the local
Modbus register, action to perform, type of external point, external register number, external slave number, and a Modbus timeout value
for that register access. Active threshold and hysteresis are optional parameters that may be applied to registers.

After making changes:

1. Click on the Change button to send the changes to the DX83 Ethernet Bridge or the GatewayPro.
2. Click on the Send button to send these changes to the radio devices.
3. To save the changes to the XML file, go to the System > Setup > Config File page and click the Save button.

This sample network shows a DX80 Gateway as the Modbus RTU Master device. Once the Gateway is set as the master, communica-
tion is ignored between the Ethernet Bridge (normally the master) and the Gateway.
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1. DX83 Ethernet Bridge

2. Slave ID 2, DX85 Modbus RTU Remote 1/0

3. Node 1, registers 17 through 32

4. Master Device, DX80 Gateway, registers 1 through 16.
5. Node 2, registers 22 through 48.

6. Node 3, registers 49 through 64.

7. Slave ID 5, DX80 Gateway, registers 1 through 16.

8. Node 2, registers 33 through 48

9. Node 1, registers 17 through 32.
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Parameters

Action

Get

Local
Regis-
ter

Map

Num-
ber

Poll
Time-
out

Re-
fresh

Re-
mote
Regis-
ter
Re-
mote
Type

24

Select an action from the following: None, Reads Reset
From, or Writes To. Select None to perform no
action, Reads From reads the parameter from
the remote register and copies the contents into Slave
the local register, and Writes To writes the data
: . ID

from the local register to the remote register.
Click the Get button to read all device and I/0
parameters from the DX80 device and load them
into the Web Configurator screens. This does not

) Thresh-
save the parameters to the XML file.

old and

The Local Register entry is the from register in Hyste-
the 1/0 mapping. I/O points are linked from the resis

local register to the remote register.

Each map entry is defined with a map number,
one through 32. The master table entries define
the register-to-register communication for remote
/0 points. Each line represents a register/point
connection to another Modbus slave device. Up
to 32 table entries are possible.

The poll timeout refers to the time limit, in milli-
seconds, to communicate with a specific slave
device. When this time limited is exceeded, the
system begins communicating with the next de-
vice in the table. The Poll Timeout setting pre-
vents the system from stopping when a slave de-
vice is not responding.

Click the Refresh button to refresh the screen im-
age. This updates any information on the screen
that may have changed on the device.

The Remote Register entry is the to register in
the 1/0 mapping. I/O points are linked from the
local register to the remote register.

Select a type from the following drop-down list:
none, coil (output), discrete input, input register,
or holding register. DX80 device registers are all
holding registers. Banner Engineering’s Sure-
Cross™ slave devices use only input registers
and holding registers. When using slave devices
from other manufacturers, please refer to the
manufacturer's documentation to determine what
/O types they use.

Coil (output). 1xxxx - Other slave devices, write
only, 1 bit

Discrete Input. 3xxxx - Other slave devices,
read only, 1 bit

Input Register. 3xxxx - SureCross™ slave devi-
ces, read only, 16 bit

SureCross Web Configurator

The Reset button resets any error conditions
displayed. Until the error message is reset, the
device will not start any additional operations.

The slave ID is an identifying number used for
devices within a Modbus system. By default,
Gateways are set to Modbus Slave ID 1. When
using more than one Modbus slave, set each
slave to a unique ID number.

Threshold and hysteresis work together to es-
tablish the ON and OFF points of an analog in-
put. The threshold defines a trigger point or re-
porting threshold (ON point) for a sensor input.
The hysteresis value establishes how much be-
low the active threshold (ON point) an analog in-
put is required to be before the input is consid-
ered OFF. A typical hysteresis value is 10% to
20% of the unit's range.

ON point

Input Value
1

In the example shown graphically, the input is
considered on at 15 mA. To consider the input
off at 13 mA, set the hysteresis to 2 mA. The in-
put will be considered off when the value is 2
mA less than the threshold.
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Holding Register. 4xxxx - SureCross slave devi-
ces, read/write, 16 bit

Selecting None for remote type negates the rule
though it remains in the list until deleted. Unused
rules at the end of the list always show None as
the remote type.

DX80 is Modbus RTU Slave

The third option, DX80 is Modbus RTU Slave, sets up a Gateway and Ethernet Bridge or GatewayPro as a slave device. This selection
stops the communication between the Ethernet interface and the DX80 Gateway.

DX80 is Modbus RTU Slave mode was created for special configurations of GatewayPro or Ethernet Bridge devices. Contact Banner
Wireless Support for more information.

Network Tab

Use the Network main tab to configure the communications outside the radio network.

Modbus Data Submenu

The Ethernet processor in a GatewayPro or Ethernet Bridge can serve as a Modbus master device. The tables configured under the
Network page define the Master communication settings for Modbus RTU and Modbus/TCP clients and servers. Use the Modbus Data
submenu to view Modbus register data defined under the Modbus RTU set-up page.

RTU Registers
The RTU Registers screen displays the Modbus register contents for RTU slave devices defined under the Modbus RTU set-up page.
l Network | l 1 1F by SYESESMISSCINDS
[“wodusvas | ] | 1 |
RTU Registers L RTU Emor Codes “’ TCP Registers 1: TCP Emor Codes U 1

This page displays data to and from reglisters in devices accessed wia the Modbus RTU sernal podt

RTU Unit & 1 Shawing |1 te 0 of 0 Update | < Frev [ Flext » I

Undefined === sas - r I—
RTU Unit & II +Lnt | -Unit

To change the register data:

1. Enter a new register data value
2. Select the Update checkbox.
3. Click the Update button to send the new data to the device.

Hex check- Select the Hex checkbox to view the data in Unit + and  Scrolls through the list of RTU slave devices.
box hexidecimal form (not recommended for Unit-

floating point values) Update Clicking the Update button sends information

Prev and If there are more than 16 devices or rules/ to the Ethernet Bridge or GatewayPro or re-
Next maps, use the Prev and Next buttons to dis- trieves information depending on which
play the next screen of information. checkboxes are selected: Change or Get/

Send All. Updating information does not save
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Showing Lists the pages of registers for the selected configuration information permanently to the
slave (RTU unit). XML file.

Update Unless the Update checkbox is selected, this
checkbox register data will not be submitted to the
Ethernet Bridge or GatewayPro.

RTU Error Codes
The first occurrence of read and write errors are shown along with the map number that was processing when the error occurred.

Select the Reset checkbox to the left of the error codes and click the Update button to clear the error. If more than one error is active, the
next error code displays.

l Hetwork ] 1 1 RF by SESEMEOIMNDC
f Modhus Data 1 ; 1 1 ] l
I RTU Registers 1 RTU Emor Codes U TCP Registers 1 [ TCP Error Codes U ]

This page displays error codes encountarad in processing reads and writas via the Modbus RTU saerial port

Showing devicas from 1 Upduﬁe I L4 P‘re-.r | Mext » |

i I o0 0 [ o0 0 r 153826 19 0 i
- [ o0 0 [l oy 0 L] 0 ] a 0
3 L oD 0 u 040 0 ] 0 0 0 0
4 u 00 0 w oy 0 u 0 o 0 0
5 [ Oy 0 I 0y 0 L 0 ] 0 0
[ I [ 0 i [ 0 L i 0 ] 0 0
7 I [ 0 = [ 0 I 0 ] 0 0
8 I oy 0 I o/ 0 - 0 ] 0 0
a L o0 [1] L] o0 [1} L] o o] o o
10 I o0 1] L} a0 (1] - o [u] o o
11 L o0 0 L o0 [1} - i} o o o
i3 r oo [ r oo o r o a o &
13 - oo o Il oo o - o ] o o
14 I oy0 0 ] o0 0 '] 0 a o 0
15 I o0 0 [ o0 0 L] 0 ] 0 i

The right four columns display a count of errors for all maps for each device. Select the Reset checkbox left of the Total Messages
column and click Update to reset the counts. Click Update to view the most recent values.

RTU and TCP Error Codes (A/B Format)
Error codes (A/B format) indicate the following errors with the first number:

n/a for RTU (Transaction ID out of sync)
Exception code returned by remote device
Function code mismatch (bad packet)
Insufficient data (bad packet)

No response from remote device, timed out
6. CRC errorin received packet

ok~ o=

When A'is code 2, indicating an exception code was returned, B indicates the exception as follows:

1. lllegal function code
2. lllegal data address (the requested register does not exist in the device)
3. lllegal data value
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TCP Registers
The TCP Registers page displays data mapped by the virtual server user map defined under Network > Modbus/TCP Setup > Server
Map.

This is a snapshot of what the remote client sees when the user map is enabled. The diagnostic info displays the connection status for
each available connection. A code of A/B where A is zero is an available connection, and B indicates the reason for closing (may be
normal TCP close). A value of A greater than zero and B equal to zero indicates an active connection.

1  Network ] 1 I IF by Sy SSESMNESCINDS
] Modbus Data l 1 1 1 1
| RTU Registers || RTuEmorcodes | TcPRewisters _” TCP Error Codes | [ 1

Thiz page displays dats &8 mappad by the virtusl servar "uter map® dafined undaer Modbug->Satup->Sarvar Mag. Thiz i1 & enap thot of what
tha ramcte cliant will 7ea when the user map i1 enabled.

sl.u..-ingll tadafl Updaite I < Prev I M » I

Mot found

Disgnostic Info

1: 0/0 —_:I
: 0/0
: 0f0

: /0

: 0/0 hd|

Z
3
4
5

TCP Error Codes
The TCP Error Codes page displays error codes encountered when processing Modbus Client reads and writes via the Modbus/TCP
connection.
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1 Network ] 1 1 iF by EEMNESOMD
[Mowusvas | I | | 1
]' RTU Registers -1 [ RTU Ermor Codes 1: TCP Registers ] TCP Ermor Cocles 1[ 1

Thiz page displays arrar codat ancounterad in pracatsing Modbus Cliant reads and writes via the Madbuz TCP cennaction(s).

W a I aalm ] an
1 I oo o I o0 [ I (1] a o
> o o o r o0 [} u [\ o o
- r o o - o0 o [ o o o
4 u o0/ o r o0 o I 0 o o
5 - o o r 00 [} I 0 o 0
i r o o C o0 [} [ 0 o 0
7 C o o rC oo 0 [ [ 1 0
g r oo o rC oo o r 0 0 0
L - ofo o - oo o I 0 0 0
10 Il o0 o I oo [} | il a o
11 I oo o r oo (1] W 0 i 0
12 I oo o I oo (1] W 0 1] 1}
13 I oo o I oo (1] I (1] 1] 0
14 I oo (1] I o0 (1] I (1] 1] [1]
1% r o/ o " o0 o I [ o o
is r o o r o0 o I [ o o
ir r o o r o0 o o [ o o
ig r o o I o0 o [ 0 o 0
i9 C o 0 C oo 0 [ 0 0 0
20 C o 0 C o 0 [ 0 0 0

Resetting Error Codes

The first occurrence of read and write errors are shown along with the map number that was processing when the error occurred. Check
the Reset box to the left of the error column and click the Update button to clear the error. If more than one error is active, the next error
code displays.

The right three columns display an error count for all maps for each device. Check the Reset box to the left of the Total Messages column
and click Update to reset the counts. Click Update to view the most recent data values.

RTU and TCP Error Codes (A/B Format)
Error codes (A/B format) indicate the following errors with the first number:

n/a for RTU (Transaction ID out of sync)
Exception code returned by remote device
Function code mismatch (bad packet)
Insufficient data (bad packet)

No response from remote device, timed out
6. CRC error in received packet

SAEE

When A'is code 2, indicating an exception code was returned, B indicates the exception as follows:

1. lllegal function code
2. lllegal data address (the requested register does not exist in the device)
3. lllegal data value
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Modbus RTU Setup Submenu

The Modbus RTU Setup submenu contains the read and write map screens for setting up the Modbus RTU Slave option. The two
screens contained within the Modbus RTU Setup tab apply only to the Ethernet processor on the GatewayPro or a DX83 device.

RTU Read Map

The RTU Read Map screen creates a map entry to read data from one or more remote Modbus RTU serial devices. Click on the map
number in the left column to view more detail and to insert or delete maps.

Maps entered on the RTU Read Map page only read data from remote devices into local registers. To write data to those remote devices,
go to the RTU Write Map tab.

This screen displays an abbreviated list of maps. Any parameter shown may be changed. To view and/or modify the complete set of
parameters, click on the map number shown in the left column and use the expanded RTU Read Map page. To submit changes, click the
Update button.

For each remote register to be read, enter the register type, remote register format, register number, remote unit number, and local
register number.

l PPRPEIS l 1 1 IF by SYESESINSSCINDS
U Modbus RTU Setup ] ] 1 ]
RiUReattan || Riuwiemw | I I} |

Faad remobe registers into local registers. This page crestes & map entry that reads data from one or more remots Modbus RTU serial
devices for processing here. CHdk on map number to see more detall snd inserty’delete rules.

Shawing [1 to1ef1 Update | «Prev | Newt> |
1 |Mone = |integer =] |0 o r |oooooo [0 |
Local Reg- After the remote register is read and the data Re- Select a type from the following drop-down list:
ister Num- multiplied by the scale factor, the data is writ- mote none, coil (output), discrete input, input register,
ber ten to the Local Register number. Type or holding register. Banner Engineering’s Sure-

Cross™ slave devices use only input registers
and holding registers. When using slave devices
from other manufacturers, please refer to the
manufacturer's documentation to determine what
/O types they use.

Name The name is optional and used only for dis-
play purposes. The name acts as an identifier
for a specific register map. Type in the name
in this screen.

Prevand If there are more than 16 devices or rules/
Next maps, use the Prev and Next buttons to dis-
play the next screen of information.

+ Coil (output). 1xxxx - Other slave devices,
write only, 1 bit

+ Discrete Input. 3xxxx - Other slave devices,

Remote Select the format of the remote register from read only, 1 bit
Register integer, unsigned, double, float, or bit. An in- * Input Register. 3xxxx - SureCross™ slave
Format teger is a 16-bit (signed) number, an un- devices, read only, 16 bit

signed format is a 16-bit unsigned number, a
double refers to a double precision (32-bit)
value, a floating value is a floating point num-
ber, and a bit value is a single bit that can ei- Selecting None for remote type negates the rule
ther be a 0 or a 1 (discrete value.) even though it continues to appear in the list until
deleted. Unused rules at the end of the list al-
ways show None as the remote type. To prevent
these from displaying, reduce the number of
maps enabled.

+ Holding Register. 4xxxx - SureCross slave
devices, read/write, 16 bit

Remote The Remote Register entry is the register be-
Register  ingread.
Number

Scale  The raw data in the remote register is multiplied
by the scale factor to produce the data appearing
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Remote The Remote Unit number is the slave ID of in the floating point register associated with the I/
Unit # the remote unit to be read. The value in this O point.
(Slave ID)  register is then written to the local register lis- .
ted. Swap- Chgck the Swapped box to swap the byte orien-
ped tation.

Update Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves
information depending on which checkboxes are
selected: Change or Get/Send All. Updating in-
formation does not save configuration informa-
tion permanently to the XML file.

Expanded RTU Read Map

The expanded view of the RTU Read Map contains the same parameters as on the original page in addition to a few more parameters.

For each remote register to be read, enter the register type, remote register format, remote register number, and device number (remote
unit number). Referring to the screen image, the following parameters may be set using this screen:

> ——

1 i l 1 1 ¢ EEMNSOINIDC
: l Modbus RTU Setup ] : l 'l 1
RTU Read Map 1 RTU Virite Map “ ‘Il T 1[ |

Thiz page crastes & map antry that resds data from & rernota Modbus RTU gerisl davice for procersing hare.

Map # |1 Lipdate | < P I Had > I

Bead |”Ci|‘|é @_‘j as | lnlé'ger @_‘mem register & 0 E::i at Uinit @ [0 E: ih-ﬂ'. doubles svapped r @
bpply bit mask if i;pl:uhlt:lﬂﬂﬂﬂ @U\ln apply s-:llt:IU':IUUUU ; nd offset: 0.00000
Save in local ug::t-lr!ﬂ |9 namodl @ Repeat this process every 0o E :j seconds.

Apply this default value: EEI 000 @ﬂil ||:| @rild Faslurals).

# RTU Read Maps Enabled: |1 Ingen | Dalets |

Parameter Parameter
1 Register type 8 Offset
2 Remote register format 9 Local register number
3 Remote register number 10 Name
4 Device number (remote unit number) 11 Periodic poll time
5 Doubles swapper 12 Default value
6 Bit mask 13 Read fail count
7 Scale

When the remote register is read, data may be manipulated before being written to the local register. If a bit mask is entered (in hexadeci-
mal), and the remote register type is signed or unsigned (16-bit data), the mask will be bit-wise logical AND-ed with the data, and the
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retained bits will be right justified in the result. The result is multiplied by the scale factor and added to the offset. The final result is written
to the local register number selected.

Delete  Clicking the Delete button removes the rule or Read When the read fail count is not zero, the default

and In-  map number shown in the Rule # or Map # box. Fail value is stored in the local register after the giv-

sert Clicking the Insert button inserts a new map Count  en number of read failures. Setting the read fail
ahead of the map number shown. It is not neces- count to zero disables the default and the regis-
sary to use the Insert button to add maps to the ter retains the most recent value.

bottom of the list or to define any rule with None
as the register type. To add a map/rule to the
bottom of the list, increase the number of rules or
maps enabled.

Regis-  Selecting None for register type negates the

ter map though it remains in the list until deleted.

Type Unused maps always show None as the type. If
the displayed maps are used and more are nee-

Period- Determines how often the Gateway Pro or Gate- ded, increase the RTU Read Maps Enabled

ic Poll  way/Ethernet Bridge pair read the remote regis- number.

Time ters of the Modbus slave device. Setting the peri-
odic poll time to zero sets the Gateway Pro or
Gateway/Ethernet Bridge pair to read the remote
registers continually.

Update  Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves
information depending on which checkboxes are
selected: Change or Get/Send All. Updating in-

Prev If there are more than 16 devices or rules/maps, formation does not save configuration informa-

and use the Prev and Next buttons to display the tion permanently to the XML file.

Next next screen of information.

RTU Write Map

The RTU Write Map page creates a map entry that writes data to one or more remote Modbus RTU serial devices.

Maps on the RTU Write Map page only write data from the local register to the remote register listed. Use the RTU Read Map page to
read data from those remote devices.

Any parameters shown may be changed and submitted by clicking the Update button, but this screen displays only an abbreviated list of
the map parameters. To view and/or modify the complete set of parameters, click on the hyperlinked map number in the left column and
use the expanded RTU Write Map page.

For each local register, enter the register number, scale, remote type, remote register format, remote register number, and remote unit
number (device).

1 Netvark | ] l AF by e ESEErES IR
i l| Modbus RTU Setup 1 1 1 1
[ RTU Read Map i RTU ‘Write Map L— 1j “f 1

wirite locsl regickars out ko remote regickers. Thiz page crester & map entry that vriter dats to one or more remote Modbus RTU serisl
devices from dats contsined here, Click on map number ko see more detail snd inpartddelets rules.

Showing 1 te 1 of 1 Updat& I £ Praw ] Maod » 1
[oo0000  [Mone r
Delete Clicking the Delete button removes the rule or Re- Select a type from the following drop-down list:
andIn-  map number shown in the Rule # or Map # mote  none, coil (output), discrete input, input register,
sert box. Clicking the Insert button inserts a new Type or holding register. Banner Engineering’s Sure-
map ahead of the map number shown. It is not Cross™ slave devices use only input registers
necessary to use the Insert button to add maps and holding registers. When using slave devices
to the bottom of the list or to define any rule from other manufacturers, please refer to the
with None as the register type. To add a map/ manufacturer's documentation to determine what

/O types are used.
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rule to the bottom of the list, increase the num-
ber of rules or maps enabled.

Local The data in the local register is multiplied by

Register the scale factor, then written to the remote reg-
ister.

Name The name is optional and used only for display
purposes. The name acts as an identifier for a
specific register map. Type in the name in this
screen.

Prevand If there are more than 16 devices or rules/

Next maps, use the Prev and Next buttons to dis-
play the next screen of information.

Remote  Select the format of the remote register from

Register integer, unsigned, double, float, or bit. An inte-

Format ger is a 16-bit (signed) number, an unsigned
format is a 16-bit unsigned number, a double
refers to a double precision (32-bit) value, a
floating value is a floating point number, and a
bit value is a single bit that can either be a 0 or
a 1 (discrete value.)

Remote  The Remote Register entry is the register be-

Register  ing written to in the map.

Number

Remote  The Remote Unit number is the slave ID of the

Slave ID  remote unit to be written to.

(Unit #)

Expanded RTU Write Map

Scale

Swap-
ped

Update

SureCross Web Configurator

+ Coil (output). 1xxxx, Other slave devices,
write only, 1 bit

+ Discrete Input. 3xxxx, Other slave devices,
read only, 1 bit

* Input Register. 3xxxx, SureCross™ slave
devices, read only, 16 bit

* Holding Register. 4xxxx, SureCross slave
devices, read/write, 16 bit

Selecting None for remote type negates the rule

though it remains in the list until deleted. Unused
rules at the end of the list always show None as

the remote type. To prevent these from display-

ing, reduce the number of maps enabled on the

expanded view screen.

The raw data in the local register is multiplied by
the scale factor to produce the data written to the
remote register.

Check the Swapped box to swap the byte orien-
tation.

Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves
information depending on which checkboxes are
selected: Change or Get/Send All. Updating in-
formation does not save configuration informa-
tion permanently to the XML file.

Like the RTU Read Map expanded view, the RTU Write Map expanded view contains some of the same parameters as the RTU Write
Map primary view in addition to a few more parameters.

Refer to the Expanded RTU Read Map section for more information about these parameters (GUID-5EBD5A53-1BF9-4F16-
B92D-60E91D2E058C.xml).

-

1 Hetwork

1 SESEMRSOMDC

U Modbus RTU Setup l

1 |

| Rru Read map

1 FT LI Ykt Magp ]I

T

I |

Thiz page craskes & map antry that vritas dats to & ramote Medbus RTU garisl devics from dats containad hare,

ap # |1
|

Read lacal register IID

narmed |

Updatea | < Prevy | Mend » |

Writs rernote regitter | any time locsl ragistar has changed by i[l 00000 o I when| O teconds alapze vith ne change.

Ctherwise write remnote register unconditicnally, applying local register data as follows:

Apply seala: (000000  and offeet: (000000  Then if spplicable, apply bit rmack: (D000 wnd Bt fill: (D000

wiite | None

x| s | Integer

# Client Write Maps Enabled: |1

32

;Itu- ragistar & ] wt Unit & [0 with doubles swappad r

Rapeat this process - at least ~ no rmore than lvtn,'l 0.0 seconds,

Ingert | Delate
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Modbus TCP Setup Submenu

Use the Modbus TCP Setup pages to specify the network address and optional device parameters of a remote Modbus/TCP device.
Example remote Modbus/TCP devices may include another Gateway device or any remote device using Modbus/TCP to communicate.

Devices
Use the Devices page to set up the network address and optional device parameters for a remote Modbus/TCP device that is linked to for
remote input and/or output.

Map the remote Modbus/TCP device’s input and/or output using the Client Read and Client Write Maps.

l Hetwork | 1 1 RF by S 0
} H Modbus TCP Setlup l 1 l
Denvdces l]{ Client Read Map -1; Client Wite Map 1 j‘ Server Map 1 [ 1

This page sets up the network address and optional device paramaters for & remote Modbus/TCP device that will be linked to for remote
input andfor output [vie the dient resd snd dient write maps ).

Drewice # l'li Update | < Frev | e > |
. |
1P Addrass IW‘ Part: |0 [dafault 502)
Cormain Narmae | Local Harme! |
Unit (aptionsl) lﬂ—
[T Swap Double Registers Connection Status
Defsult Poll Period [ 00 Seconds .

Connection Status. Connection status displays a non-zero error code when a socket error occurs. Possible errors include:

+ 104 - Connection reset by peer

* 111 - Connection refused

+ 113 - Connection aborted

* 114 - Network is unreachable

* 116 - Connection timed out

+ 118 - Host is unreachable

+ 119 - Connection in progress (connect unsuccessful and still trying)
+ 205 - Could not get host IP by name

od Bridge) contacts the device listed and solicits Regis-  pits of data per register. Access to 32-bit data,
data. ters either 32-bit integer (double) or IEEE 754 float-
Domain  The system may also look up an IP address ing point (float), is supported using two consecu-
host by name. high order register first for double and float for-
. mats. If the low order register comes first on the
dress TCP device.
, . . _ If you have Swapped incorrectly, check the data.
Local The local name is an optional field and is used When floating point data is reversed, a 1.0 be-
Name to refer to this device in other Web Configura- comes 2.2779508e-41, which rounds to zero. A
tor pages. floating point 1.1 becomes negative 107609184.
Port If port is left set to zero, port 502 is used. To If 32-bit integer data is reversed, 1 becomes
use a non-standard port number, enter the 65536.
number.
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Unit The unit or device number is an optional param-
(Op- eter and used primarily for organizational purpo-
tional)  ses.

Client Read Map
Use the Client Read Map tables to create maps that read data from the Modbus/TCP devices defined in the Devices page.

Maps entered on the Client Read Map page only read data from remote devices. To write data to those devices, go to the Client Write
Map page. For each remote register to be read, enter the register type, remote register format, register number, remote device, scale,
and local register number.

Any parameters shown may be changed and submitted by clicking the Update button, but this screen displays only an abbreviated list of
the map parameters. To view and/or modify the complete set of parameters, click on the hyperlinked map number in the left column and
use the expanded Client Read Map page.

‘l ik 1 ] 1 by S S B CIIC
| 1/ Modnus Tcp setup | 1 |
[ Devices 1 Client Read Map U Client Vite Map U Server Map 1 1 —

Faad remobe registers into local registers. This page oeates a map entry that reads data from one or more remote ModbusTCP semvers for
procassing here. Click on map number to sees more detall and inserty’dalete rules.

Shouing 1 to1of 1 Update | <Prev | Mext» |
S = e - T P
1 |Mone =] [In:EgE: = |0 Mone "E |0.00000 [0 |
Prevand If there are more than 16 devices or rules/ Re- Select a Remote Type from the following drop-
Next maps, use the Prev and Next buttons to dis- mote  down list: none, coil (output), discrete input, input
play the next screen of information. Type register, or holding register. Banner Engineering's
™ i i ie-
Local After the remote register is read and the data SureCross™ slave devices use only input regis

ters and holding registers. When using devices
from other manufacturers, please refer to the
manufacturer's documentation to determine what
Name The name is optional and used only for dis- /O types are used.

play purposes. The names are defined in the

Register ~ multiplied by the scale factor, the data is writ-
Number  ten to the Local Register number.

Devi ing the local name field * None
evices page using the local name field. + Coil (output). 1xxxx - Other slave devices,

Remote The local names from the Devices tab are lis- write only, 1 bit
Device ted in this drop-down list. + Discrete Input. 3xxxx - Other slave devices,
Remote  Select the format of the remote register from read only, 1 bit
Register  integer, unsigned, double, float, or bit. An in- * Input Register. 3xxxx - SureCross™ slave de-
Format tegeris a 16-bit (signed) number, an un- vices, read only, 16 bit

signed format is a 16-bit unsigned number, a * Holding Register. 4xxxx - SureCross slave de-

double refers to a double precision (32-bit) vices, read/write, 16 bit

value, a floating value is a floating point num-
ber, and a bit value is a single bit that can ei-
ther be a 0 or a 1 (discrete value.)

Selecting None for remote type negates the rule
though it remains in the list until deleted. Unused
rules at the end of the list always show None as

Remote The Remote Register entry is the register the remote type. To prevent these from displaying,
Register  number being read in the mapping. reduce the number of maps enabled on the ex-
Number panded view.

Scale The raw data in the remote register is multiplied
by the scale factor to produce the data appearing
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in the floating point register associated with the I/
O point.

Up- Clicking the Update button sends information to

date the Ethernet Bridge or GatewayPro or retrieves in-
formation depending on which checkboxes are se-
lected: Change or Get/Send All. Updating informa-
tion does not save configuration information per-
manently to the XML file.

Expanded Client Read Map
Like the RTU Read Map expanded view, the Client Read Map expanded view contains some of the same parameters as the Client Read
Map primary view, in addition to a few more parameters.

Refer to the RTU Read Map expanded view section for more information about these parameters (GUID-5EBD5A53-1BF9-4F16-
B92D-60E91D2E058C.xml).

; 1 || Moduus Tco seup | | |
| Devices | ClentReaimmp || clientwkitema || Servermap \/ ]

Thiz page crastes & map antry thet resds dats from & remote sarcer for procatzing har.

Map # 1 Update | <Prev | Meat> |
Raad i MNone El as [lnl.eger Elfmm register &|0 at I Mone *I

Apply bit mask iF applicabla: IUU'][I than apply scale: IU 000 and offset: [0.00000

Sava in local ragister #|0 named | Repaat this process nur,-l 0o saconda

Apply this default valua: ||:|.|:|[F|:||:||:| aftar ||:| raad Fadlurals).

# Client Read Maps Enabled: I'i Insart Dialate '

Client Write Map

Use the Client Write Map page to create a map entry that writes data from a local register to a remote Modbus/TCP server.

Maps on the Client Write Map page only write data from the local register to the remote register listed. Use the Client Read Map page to
read data from those devices.

Any parameters shown may be changed and submitted by clicking the Update button, but this screen displays only an abbreviated list of
the map parameters. To view and/or modify the complete set of parameters, click on the hyperlinked map number in the left column and
use the expanded Client Write Map page.

Data from the local register is multiplied by the scale factor, then written to the remote register. For each remote register, enter the regis-
ter type, format, number, and location (device).
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1 Network [

|

] Al SEEMRNESEOND

1 l| Modbus TCP Setup 1

| 1

| pevces

L Client Read Map 1 Client White Map
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[0.00000 =l
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The data in the local register is multiplied by
the scale factor, then written to the remote
register.

The name is optional and used only for dis-
play purposes. Names are defined on the De-
vices page, local name field.

If there are more than 16 devices or rules/
maps, use the Prev and Next buttons to dis-
play the next screen of information.

The local names from the Devices tab are lis-
ted in this drop-down list.

Select the format of the remote register from
integer, unsigned, double, float, or bit. An inte-
ger is a 16-bit (signed) number, an unsigned
format is a 16-bit unsigned number, a double
refers to a double precision (32-bit) value, a
floating value is a floating point number, and a
bit value is a single bit that can either be a 0
ora 1 (discrete value.)

The Remote Register entry is the register
number being written to in the mapping.

Expanded Client Write Map

Like the RTU Read Map expanded view, the Client Write Map expanded view contains some of the same parameters as the Client Write
Map primary view, in addition to a few more parameters.

Refer to the RTU Read Map expanded view section for more information about these parameters (GUID-5EBD5A53-1BF9-4F16-
B92D-60E91D2E058C.xml).

Server Map

Scale

Up-
date

Select a Remote Type from the following drop-
down list: none, coil (output), discrete input, input
register, or holding register. Banner Engineering’s
SureCross™ slave devices use only input regis-
ters and holding registers. When using slave devi-
ces from other manufacturers, please refer to the
manufacturer's documentation to determine what
/O types are used.

* None

+ Coil (output). 1xxxx - Other slave devices,
write only, 1 bit

+ Discrete Input. 3xxxx - Other slave devices,
read only, 1 bit

* Input Register. 3xxxx - SureCross ™ slave de-
vices, read only, 16 bit

* Holding Register. 4xxxx - SureCross slave de-
vices, read/write, 16 bit

Selecting None for remote type negates the rule,
though it remains in the list until deleted. To pre-
vent unused rules from displaying, reduce the

number of maps enabled on the expanded view.

The raw data in the local register is multiplied by
the scale factor to produce the data appearing in
the floating point register associated with the 1/0
point.

Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves in-
formation depending on which checkboxes are se-
lected: Change or Get/Send All. Updating informa-
tion does not save configuration information per-
manently to the XML file.

The Server Map page sets up the register map for a virtual Modbus/TCP server, allowing a custom view of remote registers.
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Use the Server Map page to set up a copy of various remote register data to a specific, unused block of Modbus registers. For example,
copy the data in register 8 from all devices to a Modbus register block. This map is also referred to as the user map.

l Hetwork ] l l AF Dy e EEEE IR
l 1)]( Modbus TCP Sefup -‘l 1 l
| pevices || clentreatmar || clientwwitemap | Servermap I 1

Craabe remobte cient's custorn wiew of local registers. This page sets up the register map for the viruasl Modbus/TCP server, This map is also
rafemed to as the "user map®.

Showing |1 tolofl Updata | < Prew | Mesd > I

|oooo o000 |

[0.00000

=
r r
# Custorn Registers Enabled: |1 Lisar Mag: Enablad Mapi[x Exclisles Inser | Drelete I

r Swap Double Registers [ zaro fill null ragistars

[Mone |0.00000

Modbus Server is Enabled on Port 502 (see Hetwork Configuration)

Bit Field and Fill. Defining the Bit field allows the compiling of register contents derived from multiple sources. The source data is limited
to the number of bits represented in the bit field (a hexadecimal value) and is shifted into the position represented by ‘1’ bits in the field.

Fill bits are logically OR’ed into the result before the server presents the data. Consecutive server map entries that reference the same
server address are OR’ed together and presented at that address. Duplicate map entries referencing the same server address but not
listed in consecutive order following the first instance are skipped. No special bit field processing occurs if the bit field is set to zero. Bit
fields apply to 16-bit integer or unsigned integer server registers only.

For example, a bit field entered as 00FF indicates a need for eight bits of the Local Register, mapped to the lower portion of the Mapped
Register Number. A bit field of FF0O still indicates a need for the lower 8 bits of the Local Register, but mapped to the upper portion of the
Mapped Register Number. For example:

Local Register Contents Bit Field Result Copied to Mapped Register
005A OFF0 05A0
005A FOFO 00A0
005A 00FF 005A
005A FFO00 5A00
1234 OFOF 0204

A second example is given below, using the Server Map screen.

| Mework | | s
] : 1|r Modbus TCP Setup 1[ 1 1
[ dovices ] Client Read Map H Client Write Map 1 et U 1

Craate remobe dient’s customn view of local registers, This page sets up the register map for the virtual Modbus/TCF server. This map is also
refemred to as the “user map”,

Showing |1 to 2 of 2 Update | < Prewv | et » |

Local el

1 [500 [Mone = 7 |nooooe  o.00000 [ooFF [oo00 |
z [500 | Mone =] s [oooooo  foooooo  [FFo0 o000 |

[ r
# Custorn Registars Enablad: |2 Uizar:Map Enybied Magilx Exclirs|wa Insert I Deleta |

[ Swap Double Registars I zars Al null Flghstars
Modbus Server is Enabled on Port 02 (see Hebwork Configuration)

The example screen image shows two local registers using the bit field to be copied to one mapped register. The result of the bit field
mapping when register 17 contains 005A and register 18 contains 003C is to map the results, 3C5A to register 500.
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The Custom Registers Enabled parameter con-
trols how many maps are enabled and dis-
played.

Clicking the Delete button removes the rule or
map number shown in the Rule # or Map # box.
Clicking the Insert button inserts a new map
ahead of the map number shown. It is not nec-
essary to use the Insert button to add maps to
the bottom of the list or to define any rule with
None as the register type. To add a map/rule to
the bottom of the list, increase the number of
rules or maps enabled.

Enter the number of Modbus registers available
in your customized register mapping and select
the User Map Enabled checkbox to begin using
a customized map. Select the Map is Exclusive
checkbox if the access to registers outside this
map is prohibited. If the Map is Exclusive
checkbox is not selected, all local registers not
overlapped by the custom map will be accessi-
ble to the remote client.

The Local Register Number is the source of the
data.

Select the mapped register format: integer, un-
signed, double, float, or bit. An integer is a 16-
bit (signed) number, an unsigned format is a
16-bit unsigned number, double refers to a dou-
ble precision (32-bit) value, a floating value is a
floating point number, and a bit value is a single
bit that can either be a 0 or a 1 (discrete value.)

Selecting None for the register format negates
the rule even though it continues to appear in
the list until deleted. Unused rules at the end of
the list always show None as the mapped regis-
ter format.

The mapped register number is the destination
register for the data to be copied to.

System Tab

The System tab contains system-wide settings and functions including system-level register information, data manipulation and calcula-

tions, and network set up instructions.

Data Submenu

The Data submenu accesses system-level register information.

Local Registers
The Local Registers tab displays the data in the local registers maintained by the GatewayPro or Ethernet Bridge.
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Fill
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The name is optional and only used for display
purposes.

If there are more than 16 devices or rules/maps,
use the Prev and Next buttons to display the
next screen of information.

Optional fields, the Scale Factor and Offset val-
ue work together to convert register data. The
source data is multiplied by the scale factor and
added to the offset to produce the data in the
mapped server register.

By default, double registers in the DX80 are “big
endian;” the most significant bytes are in the first
register and least significant bytes are in the
second register. If remote clients accessing this
server at this IP address expect “little endian,”
select the Swap Double Registers checkbox.
Modbus protocol by definition is “big endian”
within each register, but the “endian” order of the
registers for 32-bit values is less standardized.

Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves
information depending on which checkboxes are
selected: Change or Get/Send All. Updating in-
formation does not save configuration informa-
tion permanently to the XML file.

Normally an attempt to read an undefined regis-
ter returns an exception (error) code. To enable
reading of large data packets without nuisance
errors, zero filling null registers so that reading
an undefined register between valid defined reg-
isters returns zero data rather than an error.
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When the Server Timeout value is set to a Showing

non-zero value, the default data is stored into Regis-

the local register when the server times out. ters

Select the Hex checkbox to view or enter val-

ues in hexadecimal (not recommended for Un-

floating point). signed

If there are more than 16 devices or rules/ g:::ck-

maps, use the Prev and Next buttons to dis-

play the next screen of information.

Displays the register data or can be used to

change the register data. To change the regis-

ter contents, enter a new value, select the Up-

date checkbox, and click the Update button.

When the Server Timeout value is setto a

non-zero value, the default data is stored into Update

the local register when the server times out. A

server timeout occurs when the timeout value

elapses without a remote server writing to this

register. A remote server writes to this register

when the DX80 device is acting as a Modbus

slave device. Update

Check-
box

<Prev | Next» |

Integer  [0.000000 0.0
Integer  [0.000000 0.0
Integer  [0.000000 o0
Integer  |0.000000 [0
Integer  [0.000000 [on
Integer |EI.EIEI 0000 |ﬂ 0
Integer  [0.000000 0.0
Integer  [0,000000 0.0
Integer  [0.000000 0.0
Integer  [0.000000 o0
Integer  |0.000000 [0
Integer  |0.000000 [o0
Integer |EI.EIEI 0000 |l.'l 0
Integer  [0.000000 0.0
Integer  [0,000000 0.0
Integer  [0.000000 0.0

Displays the beginning of the register range
currently displayed. To jump to a specific regis-
ter, enter the register number in the Showing
Registers box and click the Update button.

Integers are 16-bit registers that may be signed
or unsigned. Unsigned values range from 0
through 65,535 and signed values range from
-32,767 through +32,767. This checkbox only
affects the way register information is dis-
played on the screen, not the way the data is
stored in the register. Select the Unsigned
checkbox to treat the register as unsigned. For
floating point registers, which start at register
1001 on the Gateway, the unsigned/signed op-
tion is ignored.

Clicking the Update button sends information
to the Ethernet Bridge or GatewayPro or re-
trieves information depending on which check-
boxes are selected: Change or Get/Send All.
Updating information does not save configura-
tion information permanently to the XML file.

Select the Update checkbox and click the Up-
date button to update the value.
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Thresholds (Data Submenu)
The status of the threshold action maps displays on this Thresholds tab. The Threshold tab only displays information; no parameters are

changed here.

The true/false status may not reflect the correct result of the test. Because the indicated result is qualified by hysteresis and on-time or
off-time before taking effect, the anticipated result may be delayed.

l 1 System | 1 IF by Sy ESESMSSOIMDS
___J v | 1 L | l
[ Local Registers 1 Thresholds U Trend Data ]J ” ]
Thiz page dieplaye dats 52 pradently found in tha lacsl ragistars mamtainad by thiz davica.
Shaving |1 to 2 of 2 Lipdate | < Frav | Mgt » |
Evant M -..-_. ';”‘I o | Rugirter Dats Tadt Critris 1t Vbl “
1 RedLightOn 00017 0.000000 Equal te 1.000000 FALSE
2 YellowLightOn oo001g 0.000000 Equal to 1.000000 FALSE
Prev and If there are more than 16 devices or rules/ Up-  Clicking the Update button sends information to the
Next maps, use the Prev and Next buttons to display date  Ethernet Bridge or GatewayPro or retrieves infor-
the next screen of information. mation depending on which checkboxes are selec-

ted: Change or Get/Send All. Updating information
does not save configuration information perma-
nently to the XML file.

Trend Data
The Trend Data tab displays the trending for all tracked registers.

Click the Graph link to view the last 250 data points recorded by trend tracking and stored in the Flash file system. When there are no
errors to report, the Graph status is normally zero. When errors occur, a negative number appears, referring to one of the codes in the

error code list.
Check the Reset box and click the Update button to reset the trend data, clear the graph, and reset the minimum and maximum tracking.

| oaa | | 1 1 1
I Local Registers -1] Thresholds 1 Trend Data -U 1: l
This page displays data as presently found in the local registers maintained by this device.
Showing || to1af1 Update | <Prev | Mext» |
0.000000 0.000000 0.000000 [ = I o Graph
Prev and If there are more than 16 devices or rules/ Up-  Clicking the Update button sends information to the
Next maps, use the Prev and Next buttons to display date  Ethernet Bridge or GatewayPro or retrieves infor-
the next screen of information. mation depending on which checkboxes are selec-

ted: Change or Get/Send All. Updating information
does not save configuration information perma-
nently to the XML file.
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Action Rules Submenu
The Action Rules submenu contains the rules regarding data manipulation and calculations.

Thresholds (Action Rules Submenu)
The main Threshold tab only displays the rules.

Click on the hyperlinked rule number in the left column to view the expanded threshold rule screen and to make changes to the rule.

l- 1 - ] l RF by e ESERES N
]J’ Action Rules ] 'I l 1
Thresholds |/ vrending || cascae || ctcuae || constants 1

This page displays a summary of threshold rules currently in effec.

Showing |1 to 2 of 2 Update | < Prew | et » |
1 RedLightOn Equal to 1. 006000 00000  0.000000  0.000000
2z YellowLightOn Equal te 1. 000000 Q0000 0, 000000 0,000000

Expanded Thresholds (Action Rules Submenu)

Referring to the screen image, the following parameters may be set using this screen:

Description Description
1 Source register 8  Hysteresis OFF time
2 Eventname 9  Local destination register
3 Condition/qualification 10  Register to log the ON time to
4 Comparison fixed value 11 TRUE fixed value
5  Comparison local register 12 Local register
6  Hysteresis 13 FALSE fixed value
7 Hysteresis ON time 14 Local register
| | system ] | #r by @=mEr=cNe
[ acionrues ) ] 1 1
Thresholds h Trending ” Cascade U Calculate L Constants l

This page displays thresholds, or rules, for defining avenks and assigning responses to avents, Thresholds can oeste output based on
conditicnal input

Rula # |1 Bule preasently tests FALSE Updat@ I £ Presv I Med > I

Fead local source register t['l?_®m this event named Iﬁedughlf_‘ln @

Evant is TRUE if the valus is |Equ alta -5- EI & this valua: ﬁm this local ragister: r— @
Crualified by this hysteresis walua: [0.00 IB Is ringmurn Gn Tema: (00000 Othli minimurn OFF Tirma: W .
Sat local destination register & [ll_(gu follows balow while logging on-time to register & U

(trued Te a walue whith s game a5 the seures ™ this value: m‘" from local ragistar @ I:I @

(Falza) Ctharvize to & valus which iz T same a2 the seurce ™ thiz valua: WE%P fram local ragistar # !J @
# Rules Enabled: I?_ Insert ] Delete
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Threshold rules trigger actions based on events. The event occurs when a source register meets the criteria defined by the rule. The
result of the event can be setting another register to a value as indicated in the rule template, sending an e-mail notification, sending a

text message to a cell phone, or logging an event or data to a log file.

Com-
parison
Fixed
Value /
Com-
parison
Local
Regis-
ter

Condi-
tion/
Qualifi-
cation

Delete
and In-
sert

Event
Name

Hyste-
resis

Trending

Use the Trending tab to set up statistical tracking of specific registers.
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Enter either the comparison fixed value or com-
parison local register number to compare to.
Qualifications are optional and enabled only
when values are nonzero.

Select a condition/qualification test by dropping
down the list and selecting how to compare.

Selecting Changed By in the condition/qualifica-
tion drop-down list selects a rate of change test.
If the source register has changed by the value
specified as the comparison fixed value or the
value contained in the local register, the test is
true. The minimum ON time on the following line
applies. The test is true if the source register
has changed by the specified amount in this
time period. The ON time is used this way only
for the Changed By test. Normally the ON time
is used as previously described. The absolute
value of the change found in the local register is
tested, so the specified value (or delta) to test
against should always be a positive number.

Clicking the Delete button removes the rule or
map number shown in the Rule # or Map # box.
Clicking the Insert button inserts a new map
ahead of the map number shown. It is not nec-
essary to use the Insert button to add maps to
the bottom of the list or to define any rule with
None as the register type. To add a map/rule to
the bottom of the list, increase the number of
rules or maps enabled.

The event name is optional and used only for
display and/or identification purposes.

How hysteresis is applied depends on the com-
parison. If a greater than test returns a ‘true,’ the
test does not return to false until the local regis-
ter is less than the test value by a margin of at
least this hysteresis value. If a less than test is
‘true,’ it will not return to false until the local reg-
ister is greater than the test value by a margin of
at least this hysteresis value.

Hystere-
sis ON
and OFF
Time

Local
Destina-
tion Reg-
ister

Source
Register

Update

The hysteresis ON time and hysteresis OFF
time, if specified, determine how long the con-
dition must be true (ON time) or false (OFF
time) before the true or false response is ac-
tually taken. Times are given in HH:MM:SS for-
mat (hours, minutes, seconds).

To define the response, select which local reg-
ister, or destination register, to apply the re-
sponse to. Typically the destination register
links to an output. It isn’t necessary to apply
the result to any destination register when only
reporting the event via a trap or e-mail mes-
sage. Leave the destination register set to zero
and ignore the last two lines on the screen.
The test result is processed as true or false
without the destination register specified.

The first line after the local destination register
number is the response when the condition is
true, and the following line is the response
when the condition is false. Either the source
register is copied, a TRUE fixed value is ap-
plied, or another register is used to provide the
data written to the destination register.

To begin defining a new rule, enter in a source
register.

Entering zero as a source register negates the
rule even though it remains in the list until de-
leted. Unused rules at the end of the list always
show zero as the source register. To prevent
these from displaying, reduce the number of
rules enabled. If the displayed rules are used
and more are needed, increase the enabled
number.

Clicking the Update button sends information
to the Ethernet Bridge or GatewayPro or re-
trieves information depending on which check-
boxes are selected: Change or Get/Send All.
Updating information does not save configura-
tion information permanently to the XML file.
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To track a register:

1. Enter the register number to be tracked in the Tracked Register # field.

2. Select destination registers for the Average Register, Min Register, and Max Register, by entering unassigned register numbers in
the supplied fields. Unassigned integer and floating point registers are listed at the bottom of the screen. To automatically assign
the result registers, click the Auto Allocate button. The default starting registers are the first registers not allocated to 1/O points.

3. Select how often to reset the statistics from the drop-down list. The reset values can be when logged, daily, or hourly. Selecting
when logged resets the calculations when the values are logged to a file.

4. Enter the time period for the data sampling and the number of slices, or samples, within that time period.
5. Click the Update button to submit the changes.

When tracking any registers, the average, minimum and maximum registers must be assigned. Do not leave these values set to zero
unless no registers are tracked.

The trend data is updated at the period entered and this period is divided into the number of slices, or samples. A sliding window average
of this number of slices is maintained and this filtered value is processed as the trend data. The minimum data value is the average
lowest value for each period sampled. The maximum data value is the average highest value over each period sampled.

All result registers for a given tracked register are reset when any one of the result registers is logged if when logged is selected for reset.
However, all resets are performed after the entire log record has been compiled for the given log cycle to avoid logging partial results.

Delete  Clicking the Delete button removes the rule or Up-  Clicking the Update button sends information to the

and In-  map number shown in the Rule # or Map # box. date  Ethernet Bridge or GatewayPro or retrieves infor-

sert Clicking the Insert button inserts a new map mation depending on which checkboxes are selec-
ahead of the map number shown. It is not neces- ted: Change or Get/Send All. Updating information
sary to use the Insert button to add maps to the does not save configuration information perma-
bottom of the list or to define any rule with None nently to the XML file.

as the register type. To add a map/rule to the bot-
tom of the list, increase the number of rules or
maps enabled.

Prev If there are more than 16 devices or rules/maps,
and use the Prev and Next buttons to display the next
Next screen of information.

Cascade
Use the Cascade tab to configure the cascading of the registers: data from the source register is copied to the destination register(s)
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| | system | | A by @mENEoNe
|| Action Rutes | | | |
[ Threshotas 1/ trending | coscae Lr Calculate 1/ constants 1

This page allews configuring the cazcading of regirters. Data from the source register is copied bo the destination registern(s).

Showing |1 to 1 of 4 Updata J < Prav | Mad » |

1 I 0 0
# Rules Enabled: Il Ingert | Delete

Enter the single destination register or a range of destination registers to copy the source register to. If no last destination register is
entered, only a single destination register is used.

[=1]

Do not use the same source register more than once in the cascade rules. To copy a register’s contents to multiple, non-consecutive
registers, only use the primary source register once. To copy the same contents to additional registers, use the previous destination
register as the second rule’s source register and ‘daisy-chain’ the register contents. For example, do not create three rules to copy regis-
ter 5’s contents to register 6, 14, and 18. Instead, create one rule to copy register 5’s contents to register 6, a second rule to copy register
6's contents to register 14, and a third rule to copy register 14’s contents to register 18.

Entering a zero as a source register negates the rule even though it remains in the list until deleted. Unused rules at the end of the list
always show zero as the source register. To prevent these from displaying, reduce the number of rules enabled.

Delete  Clicking the Delete button removes the rule or Up-  Clicking the Update button sends information to the

and In-  map number shown in the Rule # or Map # box. date  Ethernet Bridge or GatewayPro or retrieves infor-

sert Clicking the Insert button inserts a new map mation depending on which checkboxes are selec-
ahead of the map number shown. It is not neces- ted: Change or Get/Send All. Updating information
sary to use the Insert button to add maps to the does not save configuration information perma-
bottom of the list or to define any rule with None nently to the XML file.

as the register type. To add a map/rule to the bot-
tom of the list, increase the number of rules or
maps enabled.

Prev If there are more than 16 devices or rules/maps,
and use the Prev and Next buttons to display the next
Next screen of information.

Calculate
Use the Calculate tab to set up simple calculations on the register data.
1 ] System ] 1 | EESE SOOI
| actonrues ) | | 1
[ Thresholds M Trending ” Cascale -'[ Calcul e 1: Constants ]

This page allows setting up simple caloculations on register data.

Ehoumq.!] to1afl Update E < Prev I Fext > I

1 | none :l |EI | mnid j
# Rules Enabled: Il Ingent | Daletz

Entering none as the operation negates the rule even though it remains in the list until deleted. Unused rules at the end of the list always
show none as the operation. To prevent these from displaying, reduce the number of rules enabled.
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To establish calculations, select the operation from the drop list. All operations except logical NOT operations require two operands.
Enter the register numbers as applicable. Some operations are valid for ranges of registers. Select and or thru to select two registers or
multiple registers in a range. Average, sum, and logic operations are valid for ranges of multiple registers.

Constants
Use the Constants tab to define values written once to the assigned registers when the device starts up.

1 l Systam l 1 F by e SEESOMDC

|| hctonrues ) 1 | )

[ hrosotas || Tenaing || coscate || calcuae | constats -

This page defines constants that will be written to the sssigned locsl registers one time st startup.

Fhawing |1—tn- iefi Updata l ¢ Prav ] Mot » |
Ragittar &
1 !IZI 000000 0
# Rules Enabled: |1 Ingen | Delete I

Enter the value and the local register number to which the constant should be written. Each constant writes to the selected register only
once at startup.

Entering zero as the value negates the rule even though it remains in the list until deleted. Unused rules at the end of the list always show
zero as the value. To prevent these from displaying, reduce the number of rules enabled.

Delete  Clicking the Delete button removes the rule or Up-  Clicking the Update button sends information to the

and In-  map number shown in the Rule # or Map # box. date  Ethernet Bridge or GatewayPro or retrieves infor-

sert Clicking the Insert button inserts a new map mation depending on which checkboxes are selec-
ahead of the map number shown. It is not neces- ted: Change or Get/Send All. Updating information
sary to use the Insert button to add maps to the does not save configuration information perma-
bottom of the list or to define any rule with None nently to the XML file.

as the register type. To add a map/rule to the bot-
tom of the list, increase the number of rules or
maps enabled.

Prev If there are more than 16 devices or rules/maps,
and use the Prev and Next buttons to display the next
Next screen of information.

Setup Submenu
Tabs under the Setup submenu control general system parameters.

Config File

The Config File tab manages the configuration files.

All configuration changes are lost the next time power cycles if you did not click the Save or Save As buttons to write those change to the
XML file in non-volatile memory (Flash file).

When the flash memory updates, there is a delay of several seconds.

If you upload a file, make changes to the parameters on your PC, and re-upload the same file, the browser displays the old cached file.
Find the option among the browser settings to delete cached files from the PC and re-upload the file. In some cases, exit and restart the
browser.
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|| | system \ | Ar oy esENscnoe
l U Setup l 1 1
Config File h Network 1/ use 1/ mimeapae | 1

Thiz page allows you to manage confiquration files.
IMBPORTANT: IF you made configuration dhanges, save them to your starbup configuration file before logging off.

Load I Load /Save configuration Fila
Seve | Local file d--qmwisomc'}nhgw 'I Vi | Dalete |

Save As Hew file narme: |
Startup Startup configuration IE'I:I oiCanhigaml T confiom  Restard
Uplead Cenfiguration Fils
Upload | | Browse
Browse  Selects a file for upload from the PC. Once se- Save  Stores the current Web Configurator contents to a
lected, click the Upload button to complete the flash memory file. The configuration overwrites
process. the selected file in the local file directory.
Confirm  Select the Confirm checkbox and click the Re- Save  Stores the Web Configurator contents to a new
and Re-  start button to re-boot the system. Power is not As flash memory file as defined next to the Save As
start cycled to the hardware, but the processor re- button. When naming the file, include the .xml file
boots as if the power cycled. One example use extension because this interface will not add the
of this function is to remotely change a device’s file extension automatically. Do not use more than
IP address and force a reboot (only the root 16 characters in the file name (excluding
user can do this). Upon restart, because the IP the XML extension) and use only alphanumeric
address was changed and the device updated, characters.
th|s page will not reload and the HTTP connec- Start-  Selects a different start-up configuration file. The
tion is lost. _ .
up selected file is the flash memory file automatically
Delete Removes the file listed in the Local file directory loaded during power-up. Before setting a file as
drop-down list from the directory. Clicking the the startup file, first verify the XML file properly
Delete button does not bring up a file list and loads.
?hoeeZIZOt askf you are sure you want to delete View  Displays the selected file. The file should be an
' XML file, and the browser recognizes it as such if
Load Loads the selected file in the local file directory the file is properly formatted.
into the local memory. Settings within the web
pages reload from the file and take effect im-
mediately. This does not send any data to the
DX80 radio devices. Any parameters changed
within the web pages but not saved to the XML
file are lost.
Network

The Network tab contains the IP address set-up information. Use this page to change the IP address of the device or to enable EtherNet/

IP.

To change the IP address of this device, enter the address, subnet mask, and gateway, then click the Change IP button. This change
takes effect after the next reboot.

46

www.bannerengineering.com - tel: 763-544-3164



SureCross Web Configurator

Set the IP address to 255.255.255.255 to use Dynamic Host Configuration Protocol (DHCP) to obtain an IP address upon power-up. The
IP address change takes effect on the next power cycle or when the Restart button is clicked on the Config File page. After changing the
IP address of the DX80 device, print this page for your records.

The Refresh button only updates the information shown on this page, it does not submit a DHCP renewal request. DHCP renewal is
automatic.

1 l System | 1 ; S ESEEIESOII
L I l Setup 1 1 1 l
I’ Config File 1 Niftwork 1 I’ Uiy 1 I’ Tirma & Date 1 ./ ]

This page sllova you o changs thia device's [P sddress.

1P Addrass 192 168001 192.168.0.1 - Refresh - Ermail Serves
Subnet Mask 255 255 2550 255.255.255.0 Change IP
Gateway 0000 0.0.0.0
Static OS2 0000 0.0.0.0 Apply DNS Resel DNS
Static oNs2 0000 0.0.0.0
Cynamic ONS Servics Mong * 00,00 Trela

Ko DONS configured.

Hoat Harmea

COHNS User Harma P dwasrd
HTTE Port 50 (default 80) SetPorts
Modbus Server Bort 502 {defuult 302)
Telnat Port 23 (dafault 23)

Etharnat/ [P ' Enabled

Sequance Humber Fgll @ Alemys ingrermant

The default port for web page serving is 80. To change this port, enter the port number and click the Set Port button. This change takes
effect on the next power-up. If the port is anything other than 80, the port number must be included in the URL. For example, if http:/
10.0.0.101/ is normally used to access the Configurator when the port is set to 80 and the port is changed to 8215, use http:/
10.0.0.101:8215/ to access the Configurator. (Note: The port change is accepted only by the root login, not the system login.)

* User name: root
* Password: sxi

If the Modbus and Telnet services are not used, disabling these ports improves network security. Disable these ports by entering zero
as the port. The HTTP port cannot be disabled - if set to zero, it will revert back to the default value of 80.

To use domain names instead of a static IP address, supply the IP address of at least one DNS server (Static DNS1 or 2). The DNS
server must be at a static IP address. These changes take effect immediately. Note: If you are using DHCP, set the Static DNS1 and
DNS2 addresses to 0.0.0.0 because the DHCP supplies the DNS addresses.

The numbers shown to the right of the input windows are the actual numbers in the system. For example, entering an IP address of
255.255.255.255 causes the system to acquire a dynamic IP address via DHCP. The IP address shown to the right is the currently
leased IP address. When DHCP is used, static DNS entries are ignored and the actual DNS entries provided by DHCP are shown.

When using a Dynamic DNS service to keep track of this device on the Internet, select the service type, enter the host name the service
uses for this device, and enter the user name and password associated with the update service. Click the Apply DNS button to register
this information. Save the configuration file to retain this data.

DDNS status should normally show OK or No update needed. It may show Local IP not checked yet for a short time after booting up. If it
shows Tentative and a reply of nochg, an update was forced with no changes to actually register. Repeated nochg occurrences is regar-
ded as abuse by the dynamic DNS service(s), and a third occurrence is treated as a local error condition.
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Any occurrence of a serious error puts the DDNS update in the Suspended state. If this occurs, resolve the problem and restart the
system or click Reset DNS. DO NOT click Reset DNS without knowing the problem is resolved. Repeated attempts to update DNS inap-
propriately may result in your host name being blocked. Clicking Reset DNS results in an immediate IP verification and attempt to re-
update DNS. The DNS server considers repeated updates resulting in no change (nochg reply) to be abuse. Repeated IP verification
(more frequently than once every 10 minutes) is also considered abuse.

Connection errors are internal network related errors and include:

+ 2001 - General socket error
+ 2005 - Could not reach local DNS to look up remote host
+ 2006 - HTTP client aborted a web session
+ <200 - Unexpected network errors. Contact Banner Engineering if these errors occur.
Error messages that may be returned by the dynamic DNS service(s), noted as last reply, include:

+ badauth - The user name and/or password does not match the host name
+ nohost - The host name specified does not exist
+ notfqdn - The host name is not a fully qualified domain name (not in the form of name.domain.com)
* lyours - The host name does exist, but not under the user name given
+ abuse - The host name given is blocked for abuse.
Error messages returned by the dynamic DNS service(s) that require the attention of Banner Engineering include:

* badsys - The sycodestem is not valid

+ badagent - The user agent is not specified or is blocked for non-conformance to specifications
+ Idonator - Invalid option specified

* numhost - Too many or too few hosts found

Error messages indicating a DDNS server error will be either dnserr or 911. In both cases, wait a minimum of one hour before restarting
the system and/or contact the DDNS service to see when the problem will be resolved.
EtherNet/IP

By default the Ethernet Bridge and GatewayPro systems communicate with a host system using Modbus/TCP.

HTTP Port |80 (default 201 | Disallow HTTP Query Set Ports |
Modbus Server Port |G02 (default 5027
Telnet Port (23 (default 23]

Ethernet/IP [¥iEnabled

The system can also use EtherNet/IP. To enable the system to use EtherNet/IP, you must be logged in as the “root” user.

1. Log in using the following user name and password. User name: root; Password: sxi.

2. At the bottom of the System > Setup > Network page is a checkbox to enable EtherNet/IP. Only select this box if the GatewayPro
system is running on an EtherNet/IP network. This change cannot be enabled from a login other than the “root” login.

3. After selecting the EtherNet/IP Enabled box, click the Set Ports button to save any changes made to the HTTP Port, Modbus Serv-
er Port, Telnet Port, and EtherNet/IP Enabled checkbox.

4. Cycle power to the Ethernet Bridge or GatewayPro to complete this update. After the device powers up, the changes should be
registered.

Sequence Numbers

The Omron PLC requires using sequence numbers within the Ethernet/IP packets. When using an Omrom PLC, set the radio button
selection at the bottom of the configuration page to "Always Increment.”

Seqguence Number Ml O Alemyl ALPEMEAL
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User
The User page changes the log-on password.

The current user's name is displayed. To change the password, enter the old password, the new password, and confirm the new pass-
word by entering it again. Click the Accept button to submit the change. This change takes effect immediately.

1 ] System 1' l AF by SESENNESONDS
, | U sew | 1 |
| config Fite 1| network | user ” Time & Date r 1

Thit page sllave veu ta changs your lagen pagaverd,

Uger Hama: System

Old Fnsucrd:l Accapt I

Maw Paggward: I

cunﬁrm:l

Admin - Root Login

This second view of the User screen shows the screen when logging on using the admin/root login. Only the root user can enter user
names and passwords, change the privilege levels, and set IP address filters.

+ User name: root

+ Password: sxi

If the IP filter is a non-zero valid IP address, the user may only log in from that IP address. After making changes to this screen, select the
Confirm Change checkbox, then click the Change button to submit the changes.

l 1 System ] 1 HE by SRRSO
: | U/ sewe | | 1
J Config File L Network l User L.r Time & Date U 1

This page sllows you ta change wour logon password,

s | Mesimum =] 0.0.0.0

oysae | r

| | [ Minimum =] D000 r

| | !Hlnlmum j 'F r

| [ | Minimum =] mi— r

| | | Minimum j W r
root e Maxirnumn m— r

root confirm |
Time and Date

Use the Time and Date page to change the system’s internal clock and calendar.
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1 1 Systom ] 1 IF by S ESENESOINDS
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Thiz page allews shanging the svitern's inkarnal cock/calandar,

Curru-ntTlmu-Dgfl:ls;'?Dn? 11:01:51 _RE- .fff_‘_“_l‘;h

Hew Time [09/05/2007 11.01.51 ﬂ?e_l

Startup was at 09/05/2007 08:56:54
Shutdown was ot 09,/04/2007 15:41:50

Caylight Savings Tima

¥ 1¢ anabled ke Is in affed now Updata

Starts ak: 03/09/2008 02:00:00

Ends at: 11/04/2007 02:00:00

Starts om Hth  Day Month Time
|Second x| [Sunday =] |March =| |eonoo
Ends on Mth Day Manth Tirma

|F|rs=. j |5Uﬂ|:|l1y j |N|:weml:uer LJ |2'IZIIZI'IZIIZI

Astronomical Clock

Latitude: [45.00 Longitude: -93.00 Time Zone; |E oo

Sunrise: D6:38 Sunset; 19:44

Click the Refresh button to view the current time. Enter a new time and click the Change button to set the clock/calendar. Use the same
string format observed when changing time/date.

To apply Daylight Saving Time:

1. Select the rules as needed.

2. Select the 'Is in effect now' checkbox if Daylight Saving Time is currently in effect and select the Is enabled checkbox to enable
Daylight Saving Time.
3. Click the Update button.

The time and date are maintained in the battery-backed real-time clock chip. Daylight saving time settings are saved in the configuration
file. To retain the daylight saving time settings through a power cycle, save the configuration file.

The scheduler may reference the astronomical clock instead of time of day. To set the astronomical clock, set local time and enter the
location information. North is positive for latitude, and east is positive (west is negative) for longitude.

Time zone is offset from GMT, 0 through 24, moving west around the world. As an example, Chicago is at latitude +41.83, longitude
-87.75, time zone +6. Time zones for the Banner devices are set up with west of GMT as positive numbers.

Sunrise and sunset calculations are typically within one to two minutes of those calculated by the US Naval Observatory. Go to the hitp./
geonames.usgs.gov/pls/gnispublic/ (US Geological Survey website) to look up the latitude and longitude of almost any US location.

Advanced Tab

The Advanced tab contains options for scheduling, logging data, and setting up automatic alerts.
Scheduler Submenu

The Scheduler page contains the pages for setting up weekly schedules, on demand schedules, and any holidays requiring special
schedules.
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Weekly Schedule
Use the Weekly Schedule page to manage weekly activities.

Before setting any schedules, verify the system’s time and date are accurately set in the System > Setup > Time and Date tab.

1 | ] aavances -~

J schotuer | | 1 1 |

Whrekly Schedule ” On Demand 1; Holidays “ ”

R

Thit page sllows you to mansge weskly schaduler.

showing |1 to 1 of 1 Lpdate | € Pren | Pecd |

1 TFFFF WP Hlidews [G0000  [200000  [121 [oooooo 100000

# Evants Enabled: |1 Ingert I Deleta

During the On Time, the On Value is applied to the given register. The remainder of the time, the register is set to the Off Value. The On
and Off Values are applied once at the start of the On Time, when the system is rebooted, and when the system clock is changed
(System > Setup > Time and Date screen).

Astronomical Clock
The astronomical clock will not work unless latitude, longitude, and time zone are set in the Time and Date tab.

To reference the astronomical clock instead of fixed time of day, enter DAWN or DUSK in place of the HH:MM:SS on and off times. An
offset in minutes may also be included. To specify one half hour after sunrise, enter dawn+30. To specify one half hour before sunset,
enter dusk-30, etc. Upper/lower case is ignored, but do not include any spaces in the dawn/dusk string.

Duplicating and Schedule

Instead of duplicating a schedule entry to activate multiple outputs, make a single schedule entry that applies to a single register then
cascade that register to any number of other registers with cascade rules set up on the System > Action Rules > Cascade page.

Weekly Schedule, Holidays Expanded View
Access the holiday expanded view by clicking the Holidays link on the main Weekly Schedule page.

The schedule entry affected shows on the first line. The remainder of the page allows you to add and remove defined holidays from this
schedule event.

Excluding Holidays
To exclude holidays from the scheduled event:

1. Select a holiday from the Available Holidays list.
2. Click the Add button.
3. Click on the Exclude radio button.

Once a holiday is added to the schedule, the scheduled event that normally happens on the selected days will not occur if one of the
selected days falls on one of the excluded holidays.

In the example screen shown below, six holidays are excluded from the scheduled event #1 when they fall on a weekday.
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Including Holidays
To include holidays in the scheduled event:

1. Select a holiday from the Available Holidays list.
2. Click the Add button.
3. Click on the Include radio button.

If the selected Holiday falls on a day not selected with the checkboxes, selecting the Include button includes that Holiday in the schedule
regardless of the day of the week it falls on.

Ignoring Holidays
To perform the scheduled event regardless of holidays, remove the holiday from the Selected Holidays field. To remove:

1. Click on the desired holiday.
2. Click the Remove button. The Remove button does not remove the holiday from the list. The Remove button only tells the system
to disregard a particular holiday and process the schedule event normally.

Other Commands
Prev and If there are more than 16 devices or rules/ Up-  Clicking the Update button sends information to the
Next maps, use the Prev and Next buttons to display date  Ethernet Bridge or GatewayPro or retrieves infor-
the next screen of information. mation depending on which checkboxes are selec-
ted: Change or Get/Send All. Updating information
does not save configuration information perma-
nently to the XML file.
On Demand

Use the On Demand page to set up scheduled events that occur only once instead of daily.
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The starting time and date (ON Time/Date) determine when the ON Value is applied to the given register. The ending time and date (OFF
Time/Date) determine when the ON period ends. The OFF Value is applied at the end of the ON Time.

After an On Demand event has passed, it should be removed from the list. The expired event remains included in the list until it is de-
leted, serving as a record of a past event.

To reference the astronomical clock instead of fixed time of day, enter DAWN or DUSK in place of the HH:MM:SS on and off times. An
offset in minutes may be included. To specify one half hour after sunrise, enter dawn+30. To specify one half hour before sunset, enter
dusk-30, etc. Upper and lower case is ignored, but do not include any spaces in the dawn/dusk string. The astronomical clock will not
work unless latitude, longitude, and time zone are set in the System > Setup > Time and Date tab.

Delete  Clicking the Delete button removes the rule or Up-  Clicking the Update button sends information to the

and In-  map number shown in the Rule # or Map # box. date  Ethernet Bridge or GatewayPro or retrieves infor-

sert Clicking the Insert button inserts a new map mation depending on which checkboxes are selec-
ahead of the map number shown. It is not neces- ted: Change or Get/Send All. Updating information
sary to use the Insert button to add maps to the does not save configuration information perma-
bottom of the list or to define any rule with None nently to the XML file.

as the register type. To add a map/rule to the bot-
tom of the list, increase the number of rules or
maps enabled.

Prev If there are more than 16 devices or rules/maps,
and use the Prev and Next buttons to display the next
Next screen of information.

Holidays
Use the Holidays page to define the holidays appearing in the expanded Weekly Schedule list.

After holidays are established, use the holidays and the Weekly Schedule page to create exceptions to weekly schedules.
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For example, if the office doors should be opened automatically at 8 a.m. every weekday, use a holiday schedule to override the normal
schedule on Christmas and New Year’s Day to keep the office locked.

To create a holiday:

1. Enter the holiday name.

2. Enter an on time, on date, off time, and off date. Set the on time to begin the holiday one second after the day begins and end the
holiday one second before the day ends.

3. Click the Update button to submit the information to the Ethernet Bridge. Once saved, the holiday will be listed in the holidays list
on the Weekly Schedule page.

As with any changed parameters, to save the changes to the XML file, go to the System > Setup > Config File page and click the Save
button. Changes made by clicking an Update button are temporary until the changes are saved permanently into the configuration file.

Up-  Clicking the Update button sends information to the

date Ethernet Bridge or GatewayPro or retrieves informa-
tion depending on which checkboxes are selected:
Change or Get/Send All. Updating information does
not save configuration information permanently to
the XML file.

Data Logger Submenu
The Data Logger submenu contains the tabs used to create log files, establish events to log, and maintain the log files.

Log Files
Use the Log Files page to select a directory location (RAMO or FLASHO0) and file name for the log file. The system allows a fixed number
of log files. Use this page to assign a location and name to each log file used.

Log files are a CSV formatted text file with one line per data record. The first record is a header record naming all the registers contained
in the subsequent records. All remaining records are a set of data points, one value per register selected on the Data Points page, per
line in the file. Another line is added to the file for each logging of data per the rate set in the Log Files page.
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One event log and three data logs may be created. The event log saves events based on changes occurring in defined registers. The
data logs store register data based on a periodic rate defined by the user. Select the event log or one of the three data logs using the
Next and Prev buttons.

l 1 l Mabvarcmi | HE by IR "
][ oriome | 1 1 \
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Thiz page sllows you to manage data log files and logging 1chadules.

The log type is
Ested here, @ g:: :l.:;‘ur. Fres spaces BAZE/PSK  Btatgs: OK Update I <Prov | Ned> |

Fila MNgrmia; IR-‘-C'-'-:I il [ r_ Eralle Legaing

Persed Errew
Log Hate I' — Loy ordy whan sagiater # |— i graater then e
Now Pler  [WhenFul =] tnd Time: [0.0000 sizas [0 “t
Upan retowons sxhaustedi ™ Discard oldust " saop Fargrgans
B aopaant: I
Fubdect I
Magnege:
Llick hare for loa e foemnat information,
Enable  Select the checkbox to turn on the data logger. Reset  Resets status error messages or conditions.
Log- Errors
in . . .
ging Status  Displays a complete list of error conditions. For a
File The file name must be contain no more than list of error codes, refer to Appendix B, Error Co-
Name  eight characters and include the file exten- des.

sion .txt. Only alpha-numeric characters are al-

lowed in the file name. Update Clicking the Update button sends information to

the Ethernet Bridge or GatewayPro or retrieves

Log The data logger logs at the rate given in information depending on which checkboxes are

Rate HH:MM:SS (hours, minutes, seconds). Logging selected: Change or Get/Send All. Updating in-
is disabled if the rate is zero. To activate contin- formation does not save configuration informa-
uous logging, set the log only when register tion permanently to the XML file.

number is zero, the Enable Logging box is se-
lected and the rate is not zero. To tie data log-
ging to a schedule, select the Enable Logging
checkbox and verify the log only when register
number contains a valid local register number
with content greater than zero.

Prev Scrolls through the log file types. The system al-
and lows for one event log and three data logs.
Next

File Names and Storage

The file name entered is the first part of the generated name. The file creation date in the format YYYYMMDD is appended to the sup-
plied name, allowing multiple files with the same user-supplied name to have unique file names. If the name is changed after data is
logged with the old name, manually delete the old files from the File List page. The Discard Oldest option only finds files with the same
name listed under the File Name.
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Log files are saved to either RAM or FLASH memory. Log files stored in RAM are lost when the system power cycles. The RAM area is
directory RAMO with a capacity of 1000KB (1 Megabyte). The FLASH area is directory FLASHO with a capacity of 256KB. This FLASHO
area is shared with configuration files and program files.

Resource Allocation

To avoid filling a log file and losing data, allocate the system resources. A new log file may be started daily, weekly, or when the existing
data file reaches a specified size. When a log file is filled, have the data log file automatically e-mailed as an attachment or use FTP to
retrieve the file. To have the completed log file automatically e-mailed, enter a recipient’s e-mail address (myname@myplace.com) and
optional subject and message.

Discarding the Oldest Files

To automatically discard the oldest data logs when system resources are exhausted, check the discard oldest radio button. This discards
the oldest file with the name shown in the File Name box. This rule applies independently for each log file rule set.

The specific rules for resource management are as follows:

If a file is full (i.e. its size setting is met), disregard the schedule, e-mail the file to the listed recipients, and request a new file. Until the file
fills, check the schedule. If the log file should be e-mailed now because of daily schedule settings, e-mail the file and request a new file.
The e-mail command only applies if e-mail is configured, but the new file request always applies.

When a new file is requested, check the discard oldest or stop logging setting. If discard oldest is selected, add up all log file sizes. If this
much free space is not available, delete the oldest file with a name prefix matching the log configuration requesting a new file. If there is
only one (or fewer) older file, revert to stop logging rules. If stop logging is selected (by configuration or by default), verify there is room
for 50% of this file. If so, create the file. If not, disable this log.

Data Points
Use the Data Points page to select which local registers are logged by each of the available data loggers.

All the available local registers are listed on this page. Select the appropriate checkbox to include this data in one of the three log files.

] 1 1 Advanced | A by esErso~De
, || pataLogge | 1 ) 'I : ‘l
] Loy Files 1 Data Points L Events Logged ] _; File List :] 1 .

Thiz page sllows you to manage dats log files and logging schedules,

Device #1 Gateway with Indicator Light  shoving registers from |1 Update | < Praw | e > l
08001 Gateway Input #1 I L r
00062 Gateway Input &2 r - L
] Gateway Input #3 I I [
00004 Gateway Input #4 I - =
00008 Gateway Analog IN 1 r [ =
0006 Gateway Analog IN 2 I] I -
00007 - r [}
00008 = [ C
0oo0g Gateway Output #1 ] r C
aggio Gateway Output #2 [ - I
00011 Gateway Dutput #3 I o -
000LZ Cateway Dutput #4 r - -
00013 Gateway Analog OUT 1 I [ L
ooo14 Gateway Analog OUT 2 I I -
00015 I L [
00016 I [ [

Include time/date per record 5 u C
Clear All Set All r I =
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Clear All  Selecting one or more of the checkboxes direct-

and Set Iy to the right of the Clear All button and clicking

All the Clear All button clears all selected check-
boxes in that column. Similarly, clicking the Set
All button sets all checkboxes in the column
checked next to the buttons. Only named regis-
ters may be checked or unchecked; unnamed
registers are assumed to be unused. After a Set
All or Clear All command, any checkboxes may
be individually selected or deselected as nee-
ded.

Include  Select the Include time/date per record check-

Time/ box to include a time and date stamp for each

Date Per record logged to the log files.

Record

Events Logged

Prev
and
Next

date

Use the Events Logged page to select which events are logged to a file.

Events are established in the list of rules found in System > Action Rules > Thresholds tab. Use the Thresholds page to establish the test

Scrolls through the registers of the device listed
to the left of the Showing box.

Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves
information depending on which checkboxes are
selected: Change or Get/Send All. Updating infor-
mation does not save configuration information
permanently to the XML file.

criteria that defines true and false. It is not necessary to set a destination register to any particular value in a threshold rule.

| |

1 Adhvanced

| G — 1 — it — ==

| owetomes |

1 |

[ Log Files

1]’ Data Points

Thiz page sllows you to manage data log filas and logging schadulas.

Event Log

The result records to the event logger regardless of any other action taken as a result of the action or threshold rule. The list shown on

Event Hame
RedLightOn
YellowLightOn
[+ werbose Log

this page reflects the defined threshold rules.

] Evenis Logged

][ File List

U 1

showing E] to 2 of 2

<Prev | Hext» |

Update [

Clear All I

Event records are stored in a CSV format text file. Each record includes time/date, event number, and true/false active state. If the Ver-
bose Log checkbox is selected, the records also include the event name string, register number, register value, test type, and test value.

Prev
and
Next
Up-
date

File List

Scrolls through the threshold events established
on the System > Action Rules > Thresholds, Ex-
panded View page.

Clicking the Update button sends information to
the Ethernet Bridge or GatewayPro or retrieves
information depending on which checkboxes are
selected: Change or Get/Send All. Updating infor-
mation does not save configuration information
permanently to the XML file.

The File List tab lists the saved data and event log files.

rev. -

Log

Verbose Selecting a Verbose log sets the records to in-

clude the event name string, register number,
register value, test type, and test value.
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To copy a data log file from this page, right click on the file name link and select Save As in the web browser. The files save in CSV
format text files that may be imported into MS Excel.

1 1 l Advanced ] iF by SYESEEMNSSOINDS
” Data Logges l 'l 'l 1
[ LogFites Lf Data Points 1 [ Events Logged ] File List “ ]

Thiz page allows you ko accass data log filas.

Disactory: | RAMD Refresh | <Frev | Mext> |
" MHone

Deleta

Delete To delete the files, select the checkbox for Refresh Click the Refresh button to refresh the screen
the unwanted file then click the Delete button. image. This updates any information on the

Prevand  Scrolls through the pages of event and log screen that may have changed on the device.

Next files.

E-mail Alerts Submenu
Use the E-mail Alerts submenu to set up e-mail alerts, recipients lists, and the mail servers configuration pages.

Recipients
Use the Recipients page to define the e-mail recipients and to select the message format; e-mail or cell phone text message.

Three recipients lists can be generated using this screen. E-mail messages (or cell phone messages) are triggered by events selected
using the Events screen. These events are set up using the System > Action Rules > Thresholds screen.

As shown in the Showing box, only three recipient/subject line groups can be created for e-mail and text message alerts. To send the
same message to multiple people, separate the e-mail addresses with semicolons.
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1 1 l Advanced ]I HE by s SEMNSOMR

1 l[ Email Alents 1 l 1
Redipients L.’ Events “’ Ermall Senver 1: 1[ 1

Thiz page sllovs you ta idantfy armsil Recpients and sales the messags Format thay will reciavs vhan Evants migger an amall aslart massagae.

Shawing 1of 3 Update | «Prev | New> |

Radpient: |E|1 25551212@td. &t net Send Tast
subject:  |DED Port1

Send Statws:
" Default Email Message: i
This is an automated email alert orginating from (0 = No Errar)

W Laystam nama > at <system lacation> at <tme /dats>.
Includa The event named <event name > with a test criteria of R Status:
standard Zrule > a valse of <testvalue> Lt
mEssage tested <true/false> for register <n> <register name> with a value of <valueZ. 0
[default or
ol phone) = 5

=iC2ll Phone Messoge (160 char. max.): Eeset Erars I

Caystern name >/ Csystem locabion >/ Sregister name > <wvalue > = Cevent name >

Additional cormments are as follows:

~

Includa
EuFtem
maiiags

Checking the Include Standard Message box includes either the Default E-Mail Message or Cell Phone Message (whichever is selected).
Select the Include Custom Message checkbox to include a custom message along with the default message.

The standard auto-generated cell phone message is limited to 160 characters. Selecting both the standard cell phone message and a
custom message will exceed this limit. To send a custom cell phone message, exclude the standard message to keep within the typical
160 character limit.

Prevand  Use the Prev and Next buttons to scroll Up-  Clicking the Update button sends information to the

Next through the three groups of e-mail recipients. date  Ethernet Bridge or GatewayPro or retrieves infor-
mation depending on which checkboxes are selec-
ted: Change or Get/Send All. Updating information
does not save configuration information perma-
nently to the XML file.

E-Mail Messages

Because only three groups of recipients can be created, more than one e-mail address can be listed in the Recipients box if the names
are separated by semicolons. To differentiate the messages each group receives, click the Next button to enter another e-mail address
and select another type of message notification. Each name should be in the form of myname@mycompany.com.

Cell Phone Text Messages

To send a text message to a cell phone, enter the e-mail address in the following format; 10DigitNumber@CellCarrierDomain.com for
SMS-to-text capable cell phones. The domains for common cell phone carriers are:

+ Alltel. @message.alltel.com

+ AT&T. @txt.att.net

* Nextel. @messaging.nextel.com

+ Sprint. @messaging.sprintpcs.com

+ SunCom. @tms.suncom.com
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* T-Mobile. @tmomail.net
* VoiceStream. @voicestream.net
* Verizon. @vtext.com

Click the Send Test button to send a message to the defined recipient, testing the settings defined for the POP3/SNMP servers as well as
the DNS server. The most common problem is usually the e-mail user and password setup or the system contact. Contact your network
administrators for questions concerning access to outside providers.

Sample Message

An example of a default auto-generated message is:

+ This is an automated e-mail alert originating from ‘Cooler System’ at ‘Winky’s Kitchen’ at 14:45:10 02/23/2006.

+ The event named ‘Freezer Failure’ with a test criteria of ‘Greater than or equal to’ a value of 28.0000 tested true for register 44,
‘Freezer Temperature’ with a value of 33.0000.

+ Additional comments are as follows:
+ Somebody needs to call Chilly’s Freezer Service right away.

The equivalent auto-generated cell phone message is:
+ Cooler System/Winky’s Kitchen/Freezer Temperature/33.0000=Freezer Failure
The “report on false” version of the sample auto-generated cell phone message is:
+ Cooler System/Winky’s Kitchen/Freezer Temperature/27.0000#Freezer Failure

The true condition is indicated by (=) while the false or event resolved condition is indicated by (#) between value and event name.
Only the first 30 characters of each name field are included in the message.

Error Codes

Error codes usually occur after briefly attempting to send an e-mail instead of right away. For a list of possible error codes indicated by
“Status,” refer to Appendix B - Error Codes.

Events
All threshold rules defined under System > Action Rules > Thresholds are listed on the Events page.

E-mail notification may be selected for each threshold on the occurrence of a true, false, or both. Use the checkboxes to select which of
the three recipients groups to notify. In the sample screen shot, e-mail recipient 1 will be notified when the system starts up.

Carefully evaluate analog data before enabling automatic e-mail generation. A threshold without hysteresis and/or minimum times may
generate several e-mails per second when the measured parameter hovers near the threshold limit.

l ] 1 Achranced ] F R EEMSOINI”

| || Emait atens | | |
| Redpients 1 Evems ” Email Senver ) 1 ]

This page allows you to selact which svants will trigger sanding of an amail to ane or more reciplents. You alie must select whether to send an
armail whan the Threshold rule bacemas true, or whan it becomas falsa, or both.

showing i] to 2 of 2 Update i £ Prev I Plext » I
1 RedLightOn - L) r - I I 0,0:00
z YellowLightOn " C r C r n 0,0:00
Bystem Start-Up o W~ L [ I 0,0:00

E-mail Acknowledgement. Selecting the Expect Ack checkbox allows the DX80 device to check incoming e-mail for a reply to the event
notification e-mail. Replies must contain an acknowledgement code in the message. When the acknowledgement is received, e-mail
repeating is cancelled to all recipients.
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The expected acknowledgement code is included in the outgoing notification e-mail. A typical notification code may look like !
08052012R1! and must be included in the reply in exactly the same form, including the exclamation points. Replying and sending the e-
mail from within the e-mail program is sufficient as long as the e-mail reply includes the original message.

Repeat Time. The Repeat Time is the rate at which the e-mail is repeated and is given as D,HH:MM for days,hours:minutes. There
should be no embedded spaces between days and hours, only a comma. If set to zero, and a single 0 will suffice, repeating is disabled.
E-mails are only repeated for Notify on True. Notify on False messages are not repeated unless the threshold rule goes true, then false
again.

System Start-Up. Notification on System Start-Up is a pre-defined event and only repeats if Expect Ack is checked. If unacknowledged,
it will not be repeated and the repeat time is disregarded.

Prevand Use the Prev and Next buttons to scroll Up-  Clicking the Update button sends information to the
Next through the list of events if the events list re- date  Ethernet Bridge or GatewayPro or retrieves infor-
quires more than one page. mation depending on which checkboxes are selec-

ted: Change or Get/Send All. Updating information
does not save configuration information perma-
nently to the XML file.

E-mail Server
Before the DX80 devices can send e-mail, the e-mail server and account information must be entered in the E-mail Server page.
l 1 [ Advanced 1 AF by Sy ESESrISS O
1 1_|r Emsall Alerts 1 1 1
[ Redplents ] Events 1 Email Server ]_ U 1

This page tells tha systern vhare to log in to send amalls.

SMTP IP Addrass: ||:| 0.0.0 ™ Use suthentication Update |
SMTP Domasin Hsme: [smip.comcastnel (zand armail) Hetwork

EMTE Port: |25 EMTE Domain: |

POP3 1P Addrass:|0.0.0.0

PFOPY Domain Hame: |r‘r"|£||| comcast net {racaive armail)

User Hama: ||_|5E|'|

Pageward: |m~m

Syrtam Hl-rnill:IXBI:l Fart Lipdata I

Systemn Lru:ahonlh‘lll'uneapﬁlls_ MM

Systam Cnntid.lu serl (B comeast net

Hoke: System contact must be email account name to use emaill notification.

The information entered on this page represents the e-mail’s origin, not destination. The User Name refers to the account login name
assigned to this Ethernet Bridge or GatewayPro device. The System Contact must be the e-mail name assigned to the account (for
example, myemail@mycompany.com).

When using a DNS server on the Network tab, use Domain Names as shown in the example below. Otherwise, enter the IP addresses of
the SMTP and POP?3 servers. Click the Update button on that section of the screen. Fill in the System Name, System Location, and
System Contact information. The System Contact MUST be the e-mail account name. Click the Update button on the lower section of the
screen to submit the changes.

SMTP IP Address. The SMTP IP address is used if the SMTP server (outgoing e-mail) is at a static IP address. If the SMTP server is
known only by domain name and its IP address may change, use the domain name and verify the Network tab uses a DNS server. Set
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the IP address to zero if a domain name is used. If the IP Address is not zero, the IP address is used and the name ignored. A typical
SMTP server domain name looks something like smtp.mycompany.com. The default SMTP port number is 25.

POP3. The POP3 IP address is used if the POP3 server (incoming e-mail) is at a static IP address. If the POP3 server is known by
domain name, use the name instead and set the IP address to zero.

The system name and location are included in the default e-mail message to identify the e-mail's origin.

Script BASIC Submenu

Use the pages under the Script BASIC menu to create, edit, and manage BASIC programs. The BASIC programs are typically created to
manipulate register contents.

Program File
The Script BASIC > Program File screen allows the user to create, manage, save, and delete Script BASIC programs.

Begin by selecting the appropriate directory (RAMO or FLASHO), then click the Apply button. RAMO is a volatile directory space. Files
stored in RAMO are lost when power is turned off. The FLASHO directory is in a non-volatile area.

To create a new Script BASIC program:

1. Type in filename.sb next to the New button.
2. Click on the New button. The Script BASIC program appears in the File drop-down menu.
3. Click the Select button when the appropriate file is shown in the File select window.

Selected and currently aciive file

1 ] 1 Addvanced / | AF by esm~mo~De

| | 1/ Suip?‘iﬂ.ﬁlc | ||

Program File ]J Wiew Edit “ Wirtual Terminal lj' y / ” 1

This page sllows you ta manage program files,

Hanage Program Files Locally salactad filky SFS/FLASHO/Parkinglot.sh
Start | n-rm-:-r-.ulFL-iSHt 'l € Apphy ] Fils: |F‘mklnglm $b 'I < Sale gl@le | Jelected file,

Stop | New | Fite: |

Aurto | ko FUn Program on startup! I Mo Auta |

Uplaad Progran Fibe From PC

Upload | | Browse...

When a file is selected, the filename.sb is shown as a link above the Select button. Click on this link to download the file to the PC. To
upload a file from the PC, use the Browse and Upload buttons. Use the following buttons to create and manipulate files.

Apply  Changes the directory and refreshes the file list No Au- Click the No Auto button to remove the listed file
from that directory. Only .sb files appear in this to from the auto-run list. The No Auto button also
list. stops the program if it is running.

Auto Selects the file to start automatically at startup. Select  Selects the program file. This selection applies to
Clear the text window and click the Auto button the Start button and also to the View/Edit and Vir-
to disable previously selected auto-run programs. tual Terminal pages.

This file name is saved in the boot configuration
file, so save the configuration file to retain this
auto-run file name through a power cycle.

Start Runs the selected program in the background. If
the same file is also selected to auto run at start-
up, clicking the Start button will run two copies of

62 www.bannerengineering.com - tel: 763-544-3164 rev. -



SureCross Web Configurator

Browse Click the Browse button to find a file to upload the program. Do not run two copies of the same
from the PC. Once the file is selected, click the program.

Upload button to load the file. Stop Terminates the running program if it enters an

Delete  Removes the selected file from the local file di- endless loop. If you are implementing a control
rectory. loop, you will want the program to be an endless
New Creates a new file with the name entered into the loop.
text window. Upload Uploads the file selected using the Browse but-
ton.

To save a copy of the selected program back to the PC, right-click on the selected file link (upper right) and select save link as or save
target as (varies by browser). There may be a several second delay while flash memory updates.

Browsers may cache files. It is possible to view a file, make configuration changes, save the file, then view the file again and see the old
file cached by the browser. To see the updated file, go to Internet Options in the web browser’s Tools menu and delete temporary Inter-
net files (or delete cache files).

View/Edit
Use the View/Edit page to view and edit small Script BASIC program files.

The files are selected using the Script BASIC > Program File page. Click the Get button to view the program file. Because this editor is
very simple, use a PC-based editor for program files larger than 4 KB.

l 1 l / Advanced ] AF by S ESEErJESCINIDC
| || [ | saiwteasic | |
| ProgramFite | ViewEdi || vartuat Tenmina || | ]

Thir page allows you to view'sdit program files.

I trase seratch pad  Cloar | Get | Save I

a: JFS/FLASHO /ParkingLot.sh

ParkingSpacsd = 0 &
ParkingSpacel = 0

Language Help

P50 _NewEvent = O
P50_LastTime = O

P51_NevEvent = O
P51 LastTime = O

ParkingSpacel Reg = 33
ParkingSpacel Reg = 49

ParkingSpacel Count = 0
ParkingSpacel Count = 0

P50_Count_Reg = 500
P51_Count_Reg = 601

BEGIN:

'Get the sensor value of the Packing Space O
PacrkingSpacel = (getreg(PacrkingSpacel_Reg)) AND Ox01

'Gez the sensor valus of cthe Parking Space 1 ll
Clear Clears the scratch pad when the Erase Get Loads the source code for the selected program on
Scratch Pad checkbox is selected. the Program File screen into the scratch pad. Edit
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Erase To erase the scratch pad, select the Erase the code using standard text editing commands
Scratch Pad  Scratch Pad checkbox and click the Clear such as cut, copy, paste, etc.
button.

Save Saves changes back to selected file listed on the
Program File page.

Creating a New Program File
To create a new program file, use the Program File page. The new file is empty until the contents of the scratch pad are saved to it.

The scratch pad is only useful for a program file of up to 4K bytes in size. HTML cannot process files larger than 4K as a single text
buffer. For larger programs, edit the source code on a PC and upload the program in the Program File page.

Virtual Terminal

The Virtual Terminal page acts as a simple debugging tool, emulating terminal I/O interaction with a BASIC program. Terminal I/O is
discarded when the program auto-runs on startup.

Select the program file using the Script BASIC > Program File page. The file name displays next to the Start button. Start the program by
clicking the Start button. While running, input typed into the input window is made available to the program when the Enter button is
clicked. Click the Refresh button to update the output window with output generated by the program since the last time the Refresh button
was clicked.

Use the Clear button to discard old output.

Note that the Enter and Refresh buttons both act as submit buttons. Input present in the input box is submitted when any button is
clicked.

1 | | " Advanced ] I by G R S AT
| | }J Script BASIC 1 l
J Program File U ViewEdit 1 Virtual Termina U L.’ 1

This page sllows you to interact with your program using text input and output. This is prirnarly useful in debugging and/or whan enline.
Terminal IO will be discarded when offline, and is also discarded in avto-mun,

Start None. Slop
Irput to your program: EHIEI

Output from your programa Claar Fefresh

Basic Configuration Examples

Basic configuration of a SureCross™ 1/O network begins with the RF Devices > Select Models page.
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Use this page to select the type of devices and the device names. After making changes, go to the System > Setup > Config screen to
save the settings displayed on the web pages to an XML file stored in flash memory.

Setting up the Devices

In the sample screen shown, two devices are set up in the network: a Gateway (device 0) and one Node (device 1). To define the devi-
ces:

1. Always set up the Gateway as device 0 and the Nodes as devices 1 through 15.
2. Select the correct model from the drop-down list as this determines which I/O types are available for use.

3. Optional: Enter a device name for each DX80 device. Giving the Gateway and Node unique names allows them to be easily identi-
fiable in subsequent set-up screens.

4. Select the Change checkbox and click the Update button to submit changes to the Ethernet Bridge.

" RF Devices ] | 1 | A by osENsoNe

Salect Modds U Configure Points ]J 1O Linking “ Scaling ]j' Remote 10 l

Thiz page sllews configuration of devicas sccerding to 1/0 point typas.

DB Device Configuration shewing II ta 16 of 16 Updﬂte ] £ Freny ] Mgt » ]

status: Ready.

0 r [Mme—d 401, 400, 241, 240 = I I Gatewsy with Indicatar Light
1 r | Miserd 4001, 4D0, 240, 240 =] [ I] [Mode with Buttons
2 r | Mone | r I |
3 [ ] [Nune j [ [ |
4 W [Hune ﬂ r r |
=5 r [Nune j r r |
& - [Nune j - - |
il N [ Mone | r » [
g r | Mone | r I |
] C | Mone | [ [ |
i0 [ [Nune j [ ] |
i1 i [Hune ;J r I |
12 - [Nune j L L |
13 - [Nune j - - |
14 i [Nﬂne ﬂ I r [
r | Mone | r r |

i3
Copy IFr-:-n-. -1 To |-1 Delate |1 Check Status

After defining the devices, but before modifying any settings on a configured network, select the Get ALL checkbox for all network devi-
ces and click the Update button. This retrieves all settings from the devices and displays them in the Web Configurator. Because sending
or retrieving information from the DX80 devices can take several minutes, use the Check Status button to view the status of the data
transfer.

Save these settings by going to System > Setup > Config File and clicking the Save or Save As button. This ensures that the configura-
tion file contains the most recent information stored on the SureCross devices.

Configuring I/O

Use the Configure Points page to select the /0 type and settings for each SureCross™ device. The Configure Points page can be
accessed using either the Configure Points tab or by clicking the device number in the left column of the Select Models page. Use the
Prev and Next buttons to scroll through the devices.

In the sample shown, 1/0 points 1, 2, 3, 4, 5, 6, 9, 10, 11, 12, 13, and 14 are set up on the Gateway because this Gateway is a four
discrete in, four discrete out, two analog in, and two analog out model. To define your device:
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1. Select the I/0 Enable checkbox. If the checkbox is not enabled, that I/O point is active and is ignored.

2. From the I/0 Selection drop-down list, select the appropriate I/O configuration. Refer to the device data sheet to determine which
discrete and which analog I/O points are active for a given device. (NPN and PNP settings for discrete I/O shown on the data sheet
are default settings only and can be changed.)

3. Give the I/0 points descriptive names to make future register configuration easier.

4. Because sample and reporting intervals apply only to inputs, only set the intervals for the inputs. Hysteresis, threshold, and delta
values apply only to analog inputs.

5. Set the Polling Interval, Max Bad Count, and Re-link Count as needed.

a. The polling interval defines how often the Gateway polls each Node to verify the radio link is operating. A typical setting is 16
seconds.

b. The maximum bad count refers to the maximum count of consecutive failed polling attempts before the Gateway considers
the radio link to be broken. The failed polling attempts must be consecutive failed attempts.

c. The re-link count is the number of completed polling messages the Gateway receives back from a previously failed Node
before the radio link is re-established.

6. Set the default output conditions for each SureCross device. In the example shown, the default output conditions apply during a
Node link failure or a Gateway link failure. Selecting the Auto-recover option sets the Gateway to auto-recover with out-of-sync
Nodes by polling and successfully communicating with the failed Node four times (re-link count setting) before erasing the error
condition.

Click the Get Info button to retrieve the device serial number, model number, product date, RF version, and other information that might
be helpful for technical support.

For detailed definitions of all parameters on this and the expanded view screen, please refer to GUID-D1ES8CODC-4C97-449D-
B088-47E7B1E8C625.

[ Select Models 1 Configure Points U 1D Linking 1[ Scaling 1J Remotbe 10 1

Thiz page allows configuration of individual 1/0 paints.

Davica Harna: Gateway with Indicator Light cevics -IEI < Prev | Mexd > 1 Change I Fefresh | Get Infa I
Polling Intareal | 16 "'I'Etr_ Max Bad Count |7 Ra-link Count |4 Send Flags | Get Flags I Resat |
Cefault output r Powar Up r Host Link Fallurs = Gateway Link Fallure Seand/Get polling/flags only
conditions:

r St of Sync F Hede Link Failure = Buta racover Statur: Rﬂdd'lf

1 M [PNPInput(10-30v)#1 =] |oos fo.o0 fo o o [Gateway Discrete IN 1

2z F  [PHPInput(10-30V) #2 =] foos fo.00 [o o o |Gatewsay Discrete IN 2

z  F  [PNPInput(10-30v)#3 =] Jooo fo.00 o o [o [Gateway Discrete IN 3

4 F  [PNPInput (10-30V) 24 =| |o.0o [o.00 ] o ] |Gateway Discrete IN 4

5 F |Ansiogin#l, 4-20ma x| |oos J1.00 feo0  hooo | [o.20 |Gatewsy Analog M1

& W |Analogin#2. 4-20mA =] foos J1.00 feoo  [ooo o200 [GatewsyAnslogINZ

2 W |Discrete Output(1019#1 =| [0.00 jo.oo fo o [o [Gateway Red Light
1 W |Discrete Ouput(1014#2 »| [0.00 fo.00 o o [0 [Gateway Yellow Light
u F  [Discrete Oupw(ioig#3 x| [o.00 fo.00 [o o o |Gatewsay Discrete OUT 3
iz F  |Discrete Quput(1014#4 =|  [0.00 Jo.00 ] [0 ] |Gatewsay Discrete OUT 4
i F  |Analog Qutput #1 = Jo.oo [o.00 jpoo  Jooo | [o00  |Gateway Analog OUT |
14 F  |Analog Output #2 | [D.EII] [o.00 {0.00 [0.00 |D.I]I1 |Gatewsay Analog OUT 2

5P 10033 Wr Frotect: OFF Al - Ol 3034 Prod Dote: 063000
EF Wer: W10 000100124001 BF EE- 000000000 LCDN e - 0 0 0 0001 LCD0 EE: Oeipatain

Linking I/O

Use the I/O Linking page to establish input to output linking between devices. Our simple example uses a Gateway and only one Node.
Notice that only the inputs are shown for any given device. Only inputs are mapped to another device’s outputs.
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RF Devices | 1 1 1 SESEMSOMIDC

i

J i Select Eﬂs - ]_jﬂn‘l_‘i.ggmpahts _‘l 10 Linking -U Scaling L Remate VO l

Thiz page displayve 7O links mapped by the DXE0,

Davice -[EI {Prav | Mexd? Status: Ready Change | Rirash ]

Sand | Gl | Resel I

Davice Hame
Gateway with Indicator Light o 1 — [1 la ~
Gateway with Indicator Light 0 2 — [ [11’3 =
Gateway with Indicator Light 0 3 —_— o [ =
Gateway with Indicator Light 0 4 — o [ r
Gateway with Indicator Light ] ] —_— I [13 .
Gateway with Indicator Light o 6 — [ [14 r
Gateway with Indicator Light ] 7 —_— o o [
Gateway with Indicator Light 0 8 — IEI |EI -
RF Devices | ] ] 1 SEEMECINC
[ Select Modds 1 Ir Configure Poinis 1 10 Linking 1] Scaling ‘l [ Remote /0 1

Thiz page displays If& links mapped by the DEHS0,

Device #|1 < Prany | Mot > Shabus Raady Change | Refrash |

Send | Git | Fieset ]

Device Hame _
Node with Buttons 1 A —_— [0 [ ¥
Node with Buttons L 2 — [o [10 ¥
Node with Buttons 1 E —h [o [o r
Node with Buttons 1 4 — [o [o r
Node with Buttons 1 5 — [L‘I [1 3 -
Node with Buttons 1 & —_— (o [14 r
Node with Buttons 1 7 e [o o r
MNode with Buttons i ] — [0 [o r

The Device # field shows which device is displayed. Use the Prev and Next buttons to scroll through the devices.

In the sample screens shown, device 0, I/O point 1 (Gateway Discrete IN 1) is mapped to device 1, I/O point 9 (Node Discrete OUT 1).
Each of device 0’s input points 1, 2, 5, and 6 are mapped to the corresponding outputs on device 1. Similarly, device 1's inputs 1, 2, 5,
and 6 are mapped to device 0’s outputs 9, 10, 13, and 14.

Banner Engineering does not recommend linking multiple inputs to a single output on any SureCross device. The result will not be “Logic
OR” of the multiple inputs; rather, the output will respond to any input state changes as they occur. This will result in unpredictable and/or
undesirable network behavior.

After making changes to any screen, click the Change button to submit these changes to the Ethernet Bridge then click the Send button
to submit the I/O linking changes to the DX80 radio devices. If you make changes to a page and leave the page without submitting those
changes to the Ethernet Bridge, the changes are lost.

To save the changes to the XML file, go to the System > Setup > Config File page and click the Save button. Changes made by clicking
an Update or Change button are temporary until the changes are saved permanently in the configuration file.

Link Timeouts
The Link Timeout parameters control how the wireless network devices behave during an RF communications failure.
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A link timeout is a failure in the radio communications between the Gateway and a Node. A link is timed out when the Gateway has polled
a Node and failed Maximum Bad Count times consecutively. In the sample shown, the Gateway must poll and fail to communicate with a
Node seven times before the link is considered to be timed out.

RF Devices ] | | | 7 by esEr~sore

I- Select Modes 1 Configure Points -U 10 Limking ‘“ Scaling 1J Rermote 110 l

This page allows configuration of individusl 1/0 paints.

Davica Harma: Gateway with Indicator Light cevics iIEI < Prew | et > | Change I Fefresh | Get Infa |
Polling Irtereal |1E ""E'Sh:. Max Bad Court |7 Fa-link Court |4 Send Flags | Gat Flags ] Fesat |
Cefault output [ Power Up I Host Link Failuwre = Gateway Link Failure Send Get polling/flags only
SRl [ Ot of Sync 5 Hode Link Failure W Autarrecover Status: REﬂdlf

A radio link is recovered when the Gateway polls and successfully communicates with the failed Node Re-link Count times before the
Max Bad Count is reached. Successful communications do not have to be consecutive to reach the Re-link count number.

Set the Default Output Conditions checkboxes to establish when the default output conditions are applied.

+ Auto-Recover. Selecting the auto-recover option forces the Gateway to attempt to re-establish communications with out-of-sync no-
des after a polling error condition is indicated. The Gateway polls the failed Node and must successfully communicate with the Node
Re-Link Count times before the error condition is erased. This parameter is only used on the Gateway. Without the auto-recover
feature selected, the user must manually reset error conditions or the host system must reset the error condition.

+ Gateway Link Failure. The Gateway detected an RF communication problem with a Node. All outputs on other devices that are linked
to inputs on the failed device are set to the default states.

* Host Link Failure. A Modbus timeout forces all device outputs to the default states. This parameter applies to every device that sets
this flag.

+ Node Link Failure. A Node detected an RF link problem and set its own outputs to the default states.

+ Out of Sync. When an out-of-sync condition is detected, all Node outputs are set to the default value. This parameter applies only to
the Nodes.

+ Power Up. All device outputs are set to the default value on initial power-up.

In the sample shown, the default output conditions are applied when the Gateway detects the failed link and when the Node detects the
failed link. Also selected is the auto-recovery option.

To decrease the time to determine a link timeout, decrease the Polling Interval. Reducing the Max Bad Count parameter will also detect a
link failure quicker, but will potentially cause more false time-out conditions.

To increase the time to determine a link timeout, increase the Polling Interval or the Max Bad Count. For radio networks extended to the
limits of the transmission range, increasing the Max Bad Count may help reduce the link timeout errors.

Click the Send Flags button to submit changes to the flags to the devices. Use the Prev and Next buttons to scroll to the next Sure-
Cross™ device.

System Network Settings

Using the System > Setup > Network screen, set up the DX80 device by defining the IP address, subnet mask, and gateway. Click on the
Change IP button and reboot the system for the new IP settings to take effect.
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] Config File 1 Metvark | User ’[if Tirm2 & Dae ” ‘l

Thiz page sllows you to change this devica's 1P address,

19216801

Subnet Mask |255 £55.255.0
Gl!nrl'flﬂ 0u0D

ApplyDNS | FesetDNS |

COME stabus)
Mo DOHE configurad

Host Marne |

Bl Urer Narmll b lM!dI

HTTP Port|fll;l (dafautt 00) [ Digallow HTTP Quary Sat Pors

Madbus Server Portlﬁl]Z (default 302)
Telnast Pnﬂl:} [dafmult 23)

Ethamat/TP [ Enabled

1: The DX80 device IP address, subnet mask, and gateway.

2: When using an SMTP domain name in the e-mail setup page instead of an SMTP IP address, enter at least one static DNS server IP
address. The DNS server addresses are supplied by an Internet Service Provider (ISP) or network administrator.

3. Select a dynamic DNS service and enter in the device’s host name, the DDNS user name, and password.

DNS Server

To use domain names instead of a static IP address, supply the IP address of at least one DNS server (Static DNS1 or DNS2). The DNS
server, at a static IP address, is a service that keeps track of every Internet domain name and what IP address is associated with each
domain. Changes to the DNS server address take effect immediately.

DHCP

Set the IP address to 255.255.255.255 to use Dynamic Host Configuration Protocol (DHCP) to obtain an IP address upon power-up. The
IP address change takes effect on the next power cycle or when the Restart button is clicked on the Config File page. When using DHCP,
set the DNS1 and DNS2 addresses to 0.0.0.0 because the DHCP supplies the DNS addresses.

Dynamic DNS

Dynamic DNS allows the domain name data held in a name server to be updated when IP addresses change. For example, the Internet
domain name www.bannerengineering.com can be assigned to a computer with a dynamic, or changing, IP address. Instead of every
computer on the Internet tracking all IP address changes, a Dynamic DNS service tracks the changes and directs Internet traffic to the
correct IP address. Most consumer ISPs use dynamic IP addresses. The Dynamic DNS settings are required when using a dynamic IP
address for your connection to the Internet.

Reboot the system if the Change IP button was clicked.

Advanced Configuration

The following are some more advanced setup features and examples.
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Thresholds

Thresholds are set to trigger actions based on events. The event occurs when a source register value meets criteria defined by a thresh-
old rule. The result of the event can include setting another register to a specific value, sending an e-mail or text message notification, or
logging an event or data to a log file.

1 | system | | A oy emENscre
|| action Rutes | 1 | 1
Thresholds L Trending || coscase 1 catcuae | constans 1

Thiz page dizplays thragholds, or rulas, for defining svants and asgigning ragponses to avants. Thrashoelds can creats output based on
cenditional input

Fule # |1 Biule presently tests FALSE Updata | < Py | et » |
Read local source register #l'l F§ for this event narmed ||:|.EI:|LIgh|.DI'|

Evert Is TRUE if the valus is | Equalio #| ® this valua: [1000000 € this local ragisters [
Qualifiad by this hysteresis valua: Wth:s rindrmdm On Tirme: Wthit rnindrnurn OFF Tine: W
St local destination registar & I[}—u follows balow while logging on-time to register & Iﬂ—

(brua) To & value which is O sama as the source ™ this valua: W T frorn local ragistar & Iﬂ_

(Falza) Otharwize to & valus shich iz " sarna as the sourcs ™ this valus: W  frarm local ragistar & Iﬂi

# Rulas Enablad: |2 Insent | Delete I

Threshold rules are created using the System > Action Rules > Thresholds > Thresholds - Expanded View page. In the example shown,
a threshold rule has been set up to track when Node 1's I/0 point 1 (Modbus register 17) is on. Node 1's I/O point 1 is a discrete input
wired to an on/off switch. Once saved, this threshold rule can be chosen as an event to log in the data log and event log pages (Ad-
vanced > Data Logger).

After making changes to any screen, click the Update button to submit these changes to the device. Also go to the System > Setup >
Config File page and click the Save or Save As buttons to save the configuration changes.

If you leave a page after making changes and have not submitted those changes to the device, the changes are lost.

Data and Event Logging
Event and data logging is defined using the Advanced > Data Logger pages.

Once the Data Logger tab is selected, there are four pages used to set up data and event logging:

Log Files. Sets up the event log and data log files. One event log and three data log files are available for logging. Use the Prev and
Next buttons to move between the Event Log, Data Log 1, Data Log 2, and Data Log 3 set-up screens.

Data Points. Displays a list of the device registers. Select which registers to log to Data Log 1, Data Log 2, or Data Log 3.

Events Logged. Displays the list of events established in the System > Action Rules > Thresholds page. The events may be logged
when True or False.

File List. Displays the list of log files created.

Log Files
To set up a data log file, follow these steps:

1. From the Log Files page, select the file location (RAMO or FLASHO) and enter a file name. The file name must be eight characters
or less and the extension must be .txt. An example file name is DataLog1.txt. Files saved in RAMO will be lost when the power
cycles to the device. Files saved in FLASHO are saved until they are deleted. The name entered in the File Name field is a prefix.
The system appends this file name with a date and time stamp. When the first log file is filled, a second log file using the same
prefix and a new date and time stamp is created.

2. Select the Enable Logging checkbox.
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3. Enterinalog rate in the format of HH:MM:SS. For data logs, leaving the log rate set to zero disables logging. Because event logs
trigger when an event occurs, the log rate is not used for event logs.

4. Select the criteria for beginning a new file. Choose between When Full, a specific day of the week, or Daily. Choose to begin a new
file at a specific time or a specific file size. Once the file fills up, a new file is created.

5. Select the option to discard the oldest files with the listed file prefix or to stop logging completely when the system resources are
filled. If the Discard Oldest option is selected, only the oldest files with the listed file prefix are deleted.

6. To e-mail the completed file, fill in an e-mail recipient and enter an optional subject and message.

7. Click the Update button to submit these changes to the SureCross ™ device. After making any changes to a page, click the Update
button to submit that data to the SureCross device. If you leave a page without clicking the Update button, the changes are lost.

8. Go to the Data Points page and select which registers to record to each data log file set up in the Log Files page. Use the Prev and
Next buttons to move between network devices. Click the Update button to submit these changes to the SureCross device. The
register names are taken from the 1/0 Names entered in the RF Devices > Configure Points page.

9. Go to the Events Logged page to select which events to log to the event log files set up in the Log Files page. Click the Update
button to submit these changes to the SureCross device. The events listed are the events set up in the System > Action Rules >
Thresholds page.

Once data logging begins, the log files are listed in the File List page. Click on the file name to view the text file contents. To save this text
file, either right-click on the file link and select Save Link As or click on the file name to view it, then go to File, Save Page As. Use the
browser's Refresh button to show the latest entry or entries recorded into the Log file. To delete files, select the checkbox in front of the
unnecessary files and click the Delete button.

The sample shown below depicts data logging occurring every five seconds with the data written to a data log file called DataLog1.txt.
When this file is 2 Kb in size, a new file will be started. Because the data log files are written to the RAMO area, these files are not saved
when power cycles to the device.

The current file name is displayed on the top section of the screen, along with the current file size and the free space in the RAMO area.

The File List page lists the log files created and stored in RAM. The file names begin with the file name entered in the Log Files page.
The second part of the file name, shown below as ...20070815... is a date stamp indicating the date the file was first created. The last
three digits, shown in the sample below as 2F9, are a hexidecimal representation of the minutes past midnight. Converted to decimal,
2F9is 761, indicating this file was created 761 minutes past midnight on 15 Aug 2007, or at 12:41 pm.

Because the last three digits of the file name represent the time in minutes, set the maximum file size and log rate so that two files are not
created within the same minute, causing an error -70 (Duplicate Directory Entry Error).

In the sample shown, 16 register entries logged every second to a maximum file size of 1 Kb fills up the file in less than a minute.

1 1 1 Advanced ] iF by @ ESESMNIESCINDS
U Data Logger 'l 'l 1 l
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File size: 2K  Free space: TTOE/985K  Status; Email arror 15

Data Log 1 File name: Datalogl200708182E0, bk Update | _<Prev | Next» |
Fila Warne: |FaMD = [Datalogi e ¥ Enable Logaing

Feset Emar
Log Rabsa: I|:|.|:'|:|.|:|'5 Lag only when register & | Is greater than zero.

Hew File: IWhen Full 1r| End Time: |IJ'EID'I]E| Size: |2 ]
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Scheduling

To schedule specific events or actions, use the Advanced > Scheduler pages. Use the Weekly Schedule page to manage weekly activi-
ties and the On Demand page to set up one time only events.

To exclude or include specific holidays from weekly events, set up the holidays in the list. In the screen shot shown, eight single-day
holidays are set up to start one second after midnight and end one second before midnight that night. One two-day holiday, Thanksgiv-
ing, is included in the list.

Any holiday set up on the Holidays page may be included or excluded from the Weekly Schedule.

To set up a weekly schedule:

Select the checkbox for the days of the week this schedule is to be active.

Enter a start and end time (On Time and Off Time) in HH:MM:SS format.

Enter the register number to write the On or Off Values to.

Enter the On and Off Values.

To exclude or include holidays to this event, select the holiday and click the Add button to add it to the list.

Click the Exclude or Include button depending on if this holiday list is to be excluded from the weekly event or included.
When finished, click the Update button to submit these changes to the Ethernet Bridge or GatewayPro.

No ok owdd
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The screen shots shows a sample weekly event occurring Monday through Friday, excepting the specific holidays listed on the right. This
event starts at 6:00 am and ends at 8:00 pm and writes a value of 0 during that time to register 121. During the off times, a value of 1 is
written to register 121.

Register 121 controls an automated lock for the front door of a business that is typically open Monday through Friday from 6:00 am until
8:00 pm. These doors remain locked on Saturdays, Sundays, and any holiday in the list to the right occurring on the selected days.

An On Demand event is set up similarly, except that it occurs only once on a specified date.
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Trending Data
Trending data calculates average, low, and high values within a specified time period. Use the System > Action Rules > Trending tab to
set up statistical tracking of specific registers.
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To track a register:

1. Enter the register number in the Tracked Register # field.
2. Select the destination registers for the calculated values using the unassigned registers listed at the bottom of the screen.

In the sample screen shown, register 1, Gateway IN 1, is tracked in one minute increments with 10 samples taken each minute. The
resulting average value is stored in register 257. The minimum value for the minute is stored in register 258 and the maximum value in
register 259.

As time passes, this register is continuously tracked and 10 sample values are acquired for each minute of operation. The average,
minimum, and maximum values change with the additional information. As more time periods are sampled, the minimum and maximum
values become averages of the lowest and highest values within each time period.

1 1 System | 1 : SSErSONDC
| T ] ] |
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Scaling
Use the RF Devices > Scaling page to convert data stored in the I/O point register.

The converted data is written to the floating point register associated with that I/O point (see table below). Register values are multiplied
by the Scale and added to the Offset to product the data written to the floating point registers.

One example of scaling is to convert thermocouple inputs into temperature readings. Thermocouple inputs are multiplied by 20 before
being written to registers. To convert back to a temperature, enter 0.05 as the scale for that register. The value written to the floating point
register for that I/O register is the temperature.

RF Devices ] 1 1 1 A SEEMRSOMDR
[ Select Modds 1] CunfgurePamts ]] L' Linking 1 Scaling | Remote VO 1
.ThI! page dls D|-I','! nudt ll"El-.u:l-It Fld.n:!rs = ‘I'hls Dl-ﬂ; u:ii;::ia.ys node IFO scale Fackors, =

Device name: Gateway with Indicator o nl’*— Update | P | Vs |

Light
00001 I]Ijl]l]l]lj Cateway Discrate TH L
2 o000z U.ﬂDDﬂﬂﬂ 0060000 Gateway Discrate TH 2
3 onoos 0,000000 0,000000 Gateway Discrete TN §

4 00004 0000000 0000000 Gateway Discrebe 1N 4
5 ao0ns 05 0000000 Gateway Analog IN 1
& 00006 0000000 0.000000 Cateway Analog 1N 2

Floating Point Registers

The floating point registers associated with each /O point are assigned based on the following equation: 1000 + I/O# x 2 - 1. For exam-
ple,
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I/0 Point Floating Point Register

1 1001, 1002
2 1003, 1004
3 1005, 1006
4 1007, 1008
5 1009, 1010
Troubleshooting

Restoring Factory Default Settings

Restoring the factory default settings resets the settings for:

* IP Address: 192.168.0.1

* Root Login: root

* Root Password: sxi

« HTTP Port: 80

+ Modbus Server Port: 502

* Telnet Port: 23

« EtherNet/IP Protocol: Disabled

Initialization Pins

To restore these settings, leave the device powered up and run-
ning and follow these steps:

1. Open the DX80 Gateway Pro or DX83 Ethernet Bridge hous-
ing to access the board

Install the initialization (init) jumper on the pins shown

Wait 30 seconds

Remove the jumper —_—
== [P 192.168.0.1
Cycle power to the device — -

Using the configuration web page, verify the parameters have re- i&

AN

turned to the factory defaults listed.

Error Codes

The following are the error codes associated with the Web Configurator.

Data Logger Error Codes

The following Status messages may appear for an event or data log file.
OK . The system is operating normally.

Error: -n. A file system error has occurred. Refer to the file system error codes listed below.
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Record size overflow. Too much information per record is being logged. As this time, the record size is a maximum of 1000 characters.

lllegal file name. File names must use alphanumeric characters only and may have no embedded spaces. The suffix must be .txt for
event and data log files.

E-mail error: -n. There is a problem attempting to e-mail a log file. The error codes are listed below.

Unknown xJy. A status x with code y has not been enumerated for the web page. Please contact Banner technical support and provide
the values of x and y.

File System Error Codes

The file system errors are listed in the following table. One commonly occurring code is -5, referring to a full volume (a “disk full” error if it
was a disk). Duplicate or not found errors are also common error messages. A DIR_ENTRY error refers to an invalid file name.

TRY_NOT_FOUND

Error Description Error Description

Code Code

0 NAFS_SUCCESS -51 NAFS_INVALID_FILE_NAME

-1 NAFS_INVALID_VOLUME_NAME -52 NAFS_IO_REQUEST_CB_BUSY

-2 NAFS_INVALID_BLOCK_NUMBER -53 NAFS_FILE_CB_BUSY

-3 NAFS_SERVICES_NOT_READY -54 NAFS_DIR_PATH_CB_BUSY

-4 NAFS_BLOCK_NOT_MAPPED -55 NAFS_IO_REQUEST_CB_NOT_INI-
TIALIZED

-5 NAFS_NO_FREE_BLOCKS -56 NAFS_SEND_IO_REQUEST_FAILED

-6 NAFS_WRITE_FAILED -57 NAFS_MSG_QUEUE_FULL

-7 NAFS_INVALID_BLOCK -58 NAFS_INVALID_ROOT_DIR_INODE

-8 NAFS_DELETE_FAILED -59 NAFS_INVALID_DIR_NAME_LENGTH

9 NAFS_NULL_POINTER -60 NAFS_INODE_TYPE_MISMATCH

-10 NAFS_INVALID_RAM_VOLUME 61 NAFS_INVALID_INODE_DIR_SIZE

-11 NAFS_INVALID_FLASH_VOLUME -62 NAFS_INODE_DATA_SIZE_MIS-
MATCH

-12 NAFS_UNKNOWN_FLASH -63 NAFS_INVALID_USER_PERMISSIONS

-13 NAFS_MALLOC_FAILED -64 NAFS_INVALID_GROUP_ID

-14 NAFS_ALREADY_INITIALIZED -65 NAFS_NO_WRITE_PERMISSION

-15 NAFS_INVALID_WRITE_OPTION -66 NAFS_NO_READ_PERMISSION

-16 NAFS_BLOCK_SCAN_FAILED -67 NAFS_DIR_ENTRY_TYPE_MISMATCH

-17 NAFS_NO_TRANSFER_SECTOR -68 NAFS_NULL_DIR_ENTRY_NAME

-18 NAFS_READ_FAILED -69 NAFS_NO_FREE_INODES

-19 NAFS_SEMAPHORE_CREATE_FAILED -70 NAFS_DUPLICATE_DIR_ENTRY

-20 NAFS_THREAD_CREATE_FAILED -1 NAFS_DIR_ENTRY_NOT_FOUND

21 NAFS_IBLOCK_ARRAY_ENTRY_INCON- -72 NAFS_INVALID_FILE_OFFSET

SISTENT
-22 NAFS_IBLOCK_ARRAY_EN- -73 NAFS_INVALID_BYTES_TO_READ
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Error Description Error Description
Code Code
23 NAFS_END_OF_FILE -74 NAFS_INVALID_BYTES_TO_WRITE
24 NAFS_SUPER_BLOCK_CORRUPTED -75 NAFS_INVALID_SS_TABLE_INDEX
25 NAFS_DATA_CORRUPTED -76 NAFS_INVALID_MAX_OPEN_DIRS
-26 NAFS_SERVICES_TABLE_FULL -77 NAFS_INVALID_MAX_OPEN_FILES
27 NAFS_INVALID_VOL- -78 NAFS_INVALID_FILE_HANDLE
UME_NAME_LENGTH
-28 NAFS_VOLUME_NAME_MISMATCH -79 NAFS_RENAME_DIR_ENTRY_FAILED
-29 NAFS_IO_INTF_TABLE_FULL -80 NAFS_FILE_IS_OPEN
-30 NAFS_IO_INTF_ENTRY_NOT_FOUND -81 NAFS_DIR_HAS_OPEN_FILES
-31 NAFS_DUPLICATE_VOLUME_NAME -82 NAFS_DIR_TABLE_FULL
-32 NAFS_INVALID_MEDIA_TYPE -83 NAFS_FILE_TABLE_FULL
-33 NAFS_INVALID_BLOCK_SIZE -84 NAFS_DIR_NOT_EMPTY
-34 NAFS_INVALID_STACK_SIZE -85 NAFS_BLOCK_COUNT_MISMATCH
-35 NAFS_INVALID_MSG_QUEUE_SIZE -86 NAFS_INVALID_DIR_ENTRY_BUF-
FER_SIZE
-36 NAFS_QUEUE_CREATE_FAILED -87 NAFS_REMOVE_VOLUME_FAILED
-37 NAFS_INVALID_BUFFER_POOL_SIZE -88 NAFS_SERVICES_CB_NOT_ALLOCA-
TED
-38 NAFS_MEDIA_TYPE_MISMATCH -89 NAFS_VOLUME_NOT_INITIALIZED
-39 NAFS_MEDIA_CB_VOLUME_TA- -90 NAFS_THREAD_DELETE_FAILED
BLE_FULL
-40 NAFS_INVALID_DIR_PATH_LENGTH 91 NAFS_THREAD_TERMINATE_FAILED
-41 NAFS_DIR_PATH_LENGTH_MISMATCH -92 NAFS_SEMAPHORE_DE-
LETE_FAILED
-42 NAFS_MEDIA_CB_ALREADY_INSTAL- 93 NAFS_FLASH_VOLUME_SEC-
LED TORS_MISMATCH
-43 NAFS_MEDIA_CB_NOT_INSTALLED 94 NAFS_SERVICES_CB_NOT_INITIAL-
IZED
-44 NAFS_BUFFER_POOL_ALREADY_IN- -95 NAFS_INODE_NUMBER_MISMATCH
STALLED
-45 NAFS_INVALID_PATH_NAME -96 NAFS_SHUTDOWN_MODE
-46 NAFS_MEDIA_TYPE_INTF_MISMATCH 97 NAFS_THREAD_GET_INFO_FAILED
-47 NAFS_BUFFER_POOL_EMPTY
-48 NAFS_INVALID_FILE_NAME_LENGTH
-49 NAFS_INVALID_FILE_TYPE
-50 NAFS_INVALID_FILE_ACCESS_TYPE
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E-mail Error Codes
E-mail error codes are listed in the following tables.

The missing recipient error should not occur because no send is attempted when no recipient is defined. The most likely error is a server
error, referring to an error with the connection to the e-mail server. Check the SMTP address, e-mail login, and password.

E-mail error codes are positive or negative numbers depending on when the error occurs. If the error occurs in the e-mail client after the
data logger creates the message, it is a negative code. If the message never got to the e-mail client, the error code is positive.

Positive Error Codes
Positive error codes are detected prior to the attempt to send the e-mail. These are detected primarily in preparation to send.

Other than a missing recipient address, the most common error code is (+15) NoDNSaddress. This error indicates the system could not
find the mail server’s IP address using DNS host lookup. The nameserver might not be accessible or the host name is incorrect.

+ 0: eSendMail_Success

+ 1: eSendMail_NoAccessLogin

+ 2: eSendMail_ServerBusy

+ 3: eSendMail_ServerNotReady

+ 4: eSendMail_MissingRecipient

+ 5: eSendMail_MissingSender

* 6: eSendMail_ServerError

+ 7: eSendMail_ErrorRecipient

+ 8: eSendMail_TooManyRecipients

+ 9: eSendMail_ErrorCc

+ 10: eSendMail_TooManyCc

* 11: eSendMail_ErrorAttachment

+ 12: eSendMail_TooManyAttachment

+ 13: eSendMail_ErrorSend

+ 14: eSendMail_BodyFull

* 15; eSendMail_NoDNSaddress

Negative Error Codes

Negative error codes are detected after the send process has begun. The most common error code, (-13), has the least useful name
(General Error). However, it often means the login name and/or password were not accepted by the mail server or they do not match the
sender’s e-mail address. In general, it means the DX80 was unable to log into the mail server for any of a variety of possible reasons
related to an invalid login or broken connection.

Error code (-9) occurs when there is an attempt to send an e-mail before the previous e-mail has completed the send process. Error code
(-15) indicates the data log file that the DX80 was attempting to attach to an e-mail could not be accessed.
+ 0: NAMAILC_OK
+ -1: NAMAILC_MISSADDRESS
¢ -2: NAMAILC_INVALIDBODY
+ -4: NAMAILC_NOSERVER
+ -5: NAMAILC_NOMAILBOX
+ -6: NAMAILC_TCPERROR
-7: NAMAILC_CANCELLED
-8: NAMAILC_SYNTAXERROR
-9: NAMAILC_MAILBOXBUSY
-13: NAMAILC_GENERALERROR
-14: NAMAILC_BUFFERFULL
-15: NAMAILC_FILESYSTEMERROR
-16: NAMAILC_INVALIDFILE
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+ -17: NAMAILC_NOATTACHFILENAME
+ -18: NAMAILC_NOATTACHDATA

+ -19: NAMAILC_INVALIDATTACHSIZE
+ -20: NAMAILC_TOOMANYATTACH

+ -21: NAMAILC_INVAILDMAILID

+ -22: NAMAILC_INVALIDUSERNAME

+ -23: NAMAILC_INVALIDAUTHTYPE

+ -24: NAMAILC_INVALIDLENGTH

+ -25: NAMAILC_NOMEMORY

+ -26: NAMAILC_NOTCONNECTED

Floating Point Registers

The floating point registers associated with each 1/O point are assigned based on the following equation: 1000 + I/O# x 2 - 1. For exam-

ple:
1/0 Point Floating Point Register

1 1001, 1002
2 1003, 1004
3 1005, 1006
4 1007, 1008
5 1009, 1010

Connection Status
Connection status displays a non-zero error code when a socket error occurs.

Possible errors include:

+ 104. Connection reset by peer

* 111. Connection refused

+ 113. Connection aborted

* 114. Network is unreachable

+ 116. Connection timed out

* 118. Host is unreachable

+ 119. Connection in progress (connect unsuccessful and still trying)
+ 205. Could not get host IP by name

RTU and TCP Error Codes (A/B Format)

Error codes (A/B format) indicate the following errors with the first number:

n/a for RTU (Transaction ID out of sync)
Exception code returned by remote device
Function code mismatch (bad packet)
Insufficient data (bad packet)

No response from remote device, timed out
6. CRC error in received packet

o=

When A'is code 2, indicating an exception code was returned, B indicates the exception as follows:

1. lllegal function code
2. lllegal data address (the requested register does not exist in the device)
3. lllegal data value
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Network Connection Errors

Connection errors are internal network related errors and include:

+ 2001 General socket error

+ 2005 Could not reach local DNS to look up remote host

+ 2006 HTTP client aborted a web session

+ <200 Unexpected network errors. Contact Banner Engineering if these errors occur.

Error messages that may be returned by the dynamic DNS service(s), noted as last reply, include:

+ badauth The user name and/or password does not match the host name

+ nohost The host name specified does not exist

+ notfqdn The host name is not a fully qualified domain name (not in the form of name.domain.com)
+ lyours The host name does exist, but not under the user name given

+ abuse The host name given is blocked for abuse.

Error messages that could be returned by the dynamic DNS service(s) that require the attention of Banner Engineering include:

* badsys The sycodestem is not valid

+ badagent The user agent is not specified or is blocked for non-conformance to specifications
+ Idonator Invalid option specified

+ numhost Too many or too few hosts found

Error messages indicating a DDNS server error will be either dnserr or 911. In both cases, wait a minimum of 1 hour before restarting the
system, or contact the DDNS service to see when the problem will be resolved.

80 www.bannerengineering.com - tel: 763-544-3164 rev. -



Index
P

polling messages 10

rev. -

R

re-link count 10

81



	Contents
	Web Configurator
	Logging into the Web Configurator
	Changing the Device's IP Address
	Selecting a Host Communication Protocol
	Get ALL
	Saving Changes to the XML File

	Change, Refresh, Send, and Update Commands

	RF Devices Tab
	Select Models
	Defining a Device
	Copying a Defined Device
	Submitting Parameters to the DX80 Devices
	Other Commands
	Saving Changes to the XML File
	Model List

	Configure Points
	Expanded Configure Points
	Units Defined
	Battery Powered Sensor Options
	Sensor Power Supply
	Supply Output Voltage
	Supply Warmup


	I/O Linking
	Scaling
	Remote I/O
	DX80 is a Modbus/TCP Client/Server (default)
	DX80 Gateway is Modbus RTU Master
	DX80 is Modbus RTU Slave


	Network Tab
	Modbus Data Submenu
	RTU Registers
	RTU Error Codes
	RTU and TCP Error Codes (A/B Format)

	TCP Registers
	TCP Error Codes
	RTU and TCP Error Codes (A/B Format)


	Modbus RTU Setup Submenu
	RTU Read Map
	Expanded RTU Read Map

	RTU Write Map
	Expanded RTU Write Map


	Modbus TCP Setup Submenu
	Devices
	Client Read Map
	Expanded Client Read Map

	Client Write Map
	Expanded Client Write Map

	Server Map


	System Tab
	Data Submenu
	Local Registers
	Thresholds (Data Submenu)
	Trend Data

	Action Rules Submenu
	Thresholds (Action Rules Submenu)
	Expanded Thresholds (Action Rules Submenu)

	Trending
	Cascade
	Calculate
	Constants

	Setup Submenu
	Config File
	Network
	User
	Time and Date


	Advanced Tab
	Scheduler Submenu
	Weekly Schedule
	Weekly Schedule, Holidays Expanded View

	On Demand
	Holidays

	Data Logger Submenu
	Log Files
	Data Points
	Events Logged
	File List

	E-mail Alerts Submenu
	Recipients
	Events
	E-mail Server

	Script BASIC Submenu
	Program File
	View/Edit
	Virtual Terminal


	Basic Configuration Examples
	Setting up the Devices
	Configuring I/O
	Linking I/O
	Link Timeouts
	System Network Settings

	Advanced Configuration
	Thresholds
	Data and Event Logging
	Scheduling
	Trending Data
	Scaling

	Troubleshooting
	Restoring Factory Default Settings
	Error Codes
	Data Logger Error Codes
	File System Error Codes
	E-mail Error Codes
	Floating Point Registers
	Connection Status
	RTU and TCP Error Codes (A/B Format)
	Network Connection Errors



	Index

