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XS/SC26-2E

Chapter 1: Configuring the Controller

By default, the XS/SC26-2E Ethernet port is disabled. To enable the port, connect the safety controller to
your PC via USB cable (SC-USB2, p/n 29480). Open the Banner XS26-2 Expandable Safety Controller PC
Software and click on the Network Settings icon along the top of the screen (shown here in red box).

E MNew Cnnﬁg (unccmﬁmi - Banner Expandable 5af Controller - — “
Module Summary Eqmpment I Functional View Wiring Diagram Ladder Logi Configuration Summary

m T | |

Place a check mark in the “Enable Network Interface” box then configure the IP Address and Subnet
Mask as needed for your network and click on the Send button. Users can configure the Advanced
network settings, if desired, by clicking on the arrow next to the word “Advanced”.

Network Settings
‘EI [¥] Enable Network Interface
IP Address: 192 . 168 .0 - 128
.
Subnet mask: 255 + 255 + 255 . 0
Gateway address: o %o %o Mo
Link speed and duplex mode: [Aulo Negaotiate - ]
Modbus EtherMet/IP and PCCC
[C] Swap character bytes [] Swap character bytes
Network Settings 32-bit Nurnerical Format String Length Type
() Send MSW then LSW () 16 bits
E. [¥] Enable Network Interface @) Send LSW then MSW @) 32 bits
1P Add 192 - 168 .0 128 32-bit Numerical Format
i ©) Send MSW then LSW
Subnet mask: 255 . 255 . 255 .0 &
1© Send LSW then MSW
Gateway address: 0 50 20 H0
Link speed and duplex mode: | Auto Negatiate - | Reset advanced settings
v | Advanced ’ Receive ] ’ Send ] [ OK ] [ Cancel ] ) Basic ’ Receive ] ’ Send ] [ oK ] [ Cancel

These are the default values for the XS/SC26 Ethernet port and Industrial Ethernet options.

You will need to provide the appropriate password in order to change the configuration and network
settings for the safety controller.

The final step to enabling the Ethernet port is to make sure the controller has a valid and confirmed
configuration file.
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Chapter 2: EtherNet/IP

2.1 EtherNet/IP Configuration Using EDS File
Here is an example of using the X526 EDS file to create a connection on a ControlLogix PLC.

1. First we use the EDS Hardware Installation Tool to register the EDS file.

:ﬁ Logix Designer - Test in Vision_Test.ACD [1756-L71 24.11]* m

, File Edit View Search Logic Communications [T&ols] Window Help

T AwdH & 4 B v o ton ’ Options...
: Security »
o 0.  RUN Lo | g Documentation Languages...
‘Mo Forces | = EOK @
i E En St
1Mo Edits =2 B Imew e Import 3 L
'Redundancy 5.4 Export 3
: m.:' r rgani : 4 : 1 .. 3 it 0 7 RS e A L
¢ ; £ i builen i) | B
et -] Controller Tags ;
! i ----- [231 Controller Fault Handler Motion ; = Show: All Tags
:lﬁi ----- Do i Hanelie Custom Tools.. =g|a | Value
' £ Tasks
i E"% MainTask B ControlFLASH
i =58 MainProgram
| | Parameters and Local Tags
: EﬂMainRoutine
(R I 73 Hnerhediled Praarame
2. Click Next

: .
Rockwell Automation’s EDS Wizard [

Welcome to Rockwell
Automation's EDS Wizard

The EDS Wizard allows you to:
-register EDS-based devices.
- unregister a device.
- change the graphic images associated with a device.
- create an EDS file from an unknown device.
- upload EDS filefz] stored in a device.

To continue click Mext

Mexd = Cancel
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3. Choose the “Register and EDS file(s)” option

Rockwell Automation’s EDS Wizard

Options
What task do you want to complete?

¢ Register an EDS fileiz).
This option will add a device(s) to our database.

(" Unregister a device.
This option will remove a device that has been registered by an ED'S file from
our database.

" Create an EDS file.
This option creates a new EDS file that allows our software to recognize your
device.

< Back Next > e ]

4. Browse to find the EDS file, then click Next. See “Which XS/SC26-2E EDS File Should You Use?” at
end of this document for more information.

- =

Rockwell Automation's EDS Wizard

Registration 1
Blectronic Data Sheet filefs) will be added to your system for use in Rockwell f ]
Automation applications. ]

{* Register a single file
" Register a directory of EDS files Eiilins
Mamed:

IE:\EannerXS_SCZ'E_ZE_FIDE_'I_1_51?21}17'.eds Browse... |

* I there is an icon file {ico) with the same name as the file(s) you are registering
then this image will be associated with the device.

To perform an installation test on the file(s). click MNext

< Back Mea = Cancel
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5. The file has been tested and can be registered. Click Next.

Roclkwell Automation's EDS Wizard

EDS Rle Installation Test Results
This test evaluates each EDS file for emors in the EDS file. This test does not
guarantee EDS file validity.

EHE Installation Test Results
b El elbannems_sc26 Ze fid2 1 1 5172017 eds

View file...

< Back Mext > Cancel

6. Here is the icon associated with the EDS file. Click Next.

Rockwell Automation's EDS Wizard

Change Graphic Image

fou can change the graphic image that is associated with a device.

Product Types

MJ E@ Vendor Specific Type
o Banner X526 FID2

< Back Mead > Cancel
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7. Everything looks good. Click Next to register this EDS file.

Fnal Task Summary
This is a review of the task you want to complete.

E™ You would like to registerthe following device.
Banner X526 FID2

= Back MNexd = Cancel

8. Complete! Click Finish. The EDS file is now registered in the Rockwell software.

F =
Rockwell Automation's EDS Wizard g

You have successfulty completed the EDS Wizard.




11/21/2017 XS/SC26-2E (FID 2 1716-) Industrial Ethernet User’s Guide

9. Now we will make a new module using the EDS file. Right click on the PLC's Ethernet adapter

and choose “New Module”.

by T, Logical Model

=5 1Y0 Configuration

El- 1756 Backplane, 1756-44
[l [0]1756-L71 Test
g ﬂ [1]11756-ENBT/A Ethernet

A

[Bus size

2

Discover Modules...

Paste Ctri+V

Print 3

10. From the list, locate “XS26” then click Create.

Catalog | Module Discovery I Favorites

Enter Search Text for Modide Type... Gl

Catalog Number

Stratic 8000
Stratbe 3000
Stratic 2000
Stratbe 8300
Stratix 8300
Stratbe 8300
Stratix 8300
Stratbe 8300
Stratic 8300
VE
WHAGW
X526

[

Description

18 Port Managed Switch

2 Port Managed Switch

26 Port Managed Switch

& Port Layer 3 Managed Switch
10 Port Layer 3 Managed Switch
14 Port Layer 3 Managed Switch
18 Port Layer 3 Managed Switch
22 Port Layer 3 Managed Switch
26 Port Layer 3 Managed Switch
Banner VE Series

EtherMet/IP WirelessHART Gateway
Banner X526 FID1/2

Banner X526 FID2

LI}

Vendor

Allen-Bradley
Alen-Bradley
Allen-Bradley
Allen-Bradley
Allen-Bradley
Allen-Bradley
Allen-Bradley
Allen-Bradley
Allen-Bradley

Banner Engineer. ..

Pepped + Fuchs

Banner Engineer. .
Banner Engineer. .

Category
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Generic Devicelk
Communication
Generic Devical |
Generic Device ki

[

439 of 439 Module Types Found

Close on Create

| Create | | Close | | Help |
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11. Fill in a name, optional description, and IP address for the safety controller. Then click the
“Change” button in the Module Definition box.

# | New Module |
_CITBI'THEI|'_| Connection | Module Info | Intemet Protocol | Port Corfiguration
Type: X526 Banner X526 FID2
Vendar: Banner Engineering Corporation ,.
Parent: Ethemet |
Name: X526 Ethemet Address |
P tine Safety Cortroller Z () Private Metwork:  152.168.1.
(@ P Address: 192 163 . 0 . f28
(71 Host Mame:
Module Definition
Revision: 2.050
Blectronic Keying:  Compatible Module
Connections: WO Status/Fault(100)
Status: Creating [ QK ] [ Cancel ] [ Help
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12. In the Module Definition window you can select which type of connection you’d like to create.
Each of the menu items in the Connections window stands for a fixed grouping of Input and
Output Assembly Instances, as defined here. See section 2.3 for more information on the
Assembly Instances.

P "

| Module Definition (23]

Revision: 050 =
Bectronic Keying: [Cﬂmpatible Module v]
Connections:

Name Size

VO Status/Fault(100} Input: 16

- SINT
Output: 22

O StatusdFauii 100
Fault Index Words(101)
Error Log Onhe(102)
ResetiCancel Delay(103)

| oK || Cancel | [ Heb

VO Status/Fault (100)-
O->T PLC Output/Safety Controller Input Assembly 112 (0x70), size 11 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 100 (0x64), size 8 16-bit registers

Fault Index Words (101)-
O—->T PLC Output/Safety Controller Input Assembly 112 (0x70), size 11 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 101 (0x65), size 104 16-bit registers

Error Log Only (102)-
O—>T PLC Output/Safety Controller Input Assembly 112 (0x70), size 11 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 102 (0x66), size 150 16-bit registers

Reset/Cancel Delay (103)-
O—>T PLC Output/Safety Controller Input Assembly 112 (0x70), size 11 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 103 (0x67), size 35 16-bit registers
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13. Make sure to select “INT” as the data type.

.
7| Module Definition* (=l
Revision: 050 _:'
Hectronic Keying: [Cnfmatible Module v]
Connections:
Mame Size
Input: 8 INT
VO Status/Fault{100) -
Output: 11

14. Click OK, then OK again and download the program to the PLC. The connection will look like that
seen below.

éfa Ethernet |_|
.. f] 1756-ENBT/A Ethernet

- -
Ml -

T amres e e
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2.2 RSLogix5000 Configuration (Implicit Messaging)

Another method for creating an implicit Class 1 configuration between a Safety Controller and a
ControllLogix family PLC is to configure the Safety Controller as a “Generic Ethernet Module”. The
following is a sample setup:

1. Add a module to the PLC’s Ethernet card.

Lo '.:'r" & : i L)
le Edit VWiew Search Logic Communications Tools Window Help

aEH & 4 2 <> ©x  AB_FTHIP-1/192.168.0.30 - B8 0 @ ¥ §

Offline 0. T RUN M‘ Path: [[AB_ETHIP-1\192.168.0. 30AB ackplane\[P

Mo Forces | :DK
oo oy | M BAT
Mo Edits = N0

=451 Controller CompactLogixPLC
Controller Tags
Controller Fault Handler
1 Power-Up Handler
=-E5] Tasks
2-f8 MainTask
: & MainProgram
Unscheduled Programs
-5 Motion Groups
- Ungrouped Axes
Add-0n Instructions
5] Data Types
.. User-Defined
@ Strings
.. Add-On-Defined
L Predefined
75 Module-Defined
Trends
E-45 IO Cenfiguration
=5 Backplane, CompactLogix System
0 1769-L32E CompactLogixPLC
=B 41769-132E Ethe

E

560 CompactBus L Discover Modules...

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del

Cross Reference Ctrl+E

Properties Alt+Enter

Print

10
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r
Select Medule Type

b T T

Catalog | Module Discovery | Favartes|

Enter Search Text for Module Type...
Catalog Number Description Vendor Category -
Drivelogix5730 Ethemet 10/100 Mbps Ethemet Port on DriveLogix5730 Allen-Bradley Communication
E1 Plus Electronic Overoad Relay Communications Interface Allen-Bradley Communication
E121.. Flowserve 208Vac/240Vac/325Vdc Reliance Blectric  DFlto EtherNet/IP
E141 Flowserve 400Vac/480Vac,/650Vdc Reliance Bectic  DPlto EtherNet/IP
E151 Flowserve 600Vac/810Vde Reliance Blectric  DPlto Etherhet/IP
EtherNet/IP SoftLogix52800 EtherNet/IP Allen-Bradley Communication
ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge Allen-Bradley Communication
ETHERNET-MODULE Generic Ethemet Module Allen-Bradley Communication
ETHERNET-PAMELVIEW  EtherNet/IP Panelview Alen-Bradley HMI
|L434-AENWG 1734 Wireless Ethemet Adapter, Twisted-Pair Media Proscft Technel...  Communication
IND56D Ethemet/IP Scale Terminal Mettler-Toledo Communication
IND780 Ethemet/IP Scale Teminal Mettler-Toledo Communication \:[
In-Sight 1700 Series Vision System Cognex Corporat...  Communication
In-Sight 3400 Series Vision System Cognex Corporat... Communication
In-Sight 5000 Series Vision System Cognex Corporat... Communication
In-Sight Micro Series ision System Cognex Corporat...  Communication 3
MNCOMMENET. MOCOMMENET Baliznra Eloctin _ MNI4n Etharhlat 18
248 of 246 Module Types Found
Close on Create [ Creste | [ Close | [ Help |

3. Change Comm Format to INT (default is DINT)

-—'

Mew Module -

Type: ETHERMET-MODILE Generc Ethernet Module

Yendor: Allen-Eradley

Parent; LocalEME

Name: Connection Parameters

Aszernbly ]
1 Drescription: N Instance: Size:
A Input; 125 [32-hit]
U B

ﬂ Clutput: 124 [32-bit)

Comm Format; | Data - DIMT -

| Configuration; 0 [8-bit]
4 .ﬁ.ddressthgata'gml Wit S
R _ ta - - Witk Stat
o || @ |P Addres [th INT I =l | Status Input:
o Data - IMT -'with Status
ol | O HostWanData-REAL Status Output:
ata - REAL - With Statuz
c Drata - SIMT
3 Drata - SIMT - With Status
[¥] Open Madul |nput Data - DINT ok | [ Cancel ] [ Helo
[rput Data - DIMT - RundProgram
Input Data - DIMT -'wWith Status —

]

Ly ILIT

11

——
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4. Add a module name and the IP address of the Safety Controller (default controller IP address is
192.168.0.128 with a subnet mask of 255.255.255.0)

-

.
— 4
Type: ETHERMET-MODIJLE Generic Ethernet Module
Wendor: Allen-Eradley
Farent; LocalErE
Name: 5 Connection Parameters
Azzembly .
Dezcription: = Instance: Size:
[mpLat; 125 [16-hit]
= Cutput: 124 [16-bit)
C F k| Data-INT -
SRS | e l Configuration: 0 [2-bit]
Address / Host Mame
@ |P Address: 192 0168 . 0 1|
7 Host Marne:
[¥] Open Module Properties [ 0K ] [ ] J [ Heln

5. Choose one of four possible Assembly Object setups. See section 2.3.3 for more information on

each choice.

PLC Input Assembly 100 (0x64), size 8 words (VO Status/Fault)

New Module
Type: ETHERMET-MODULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Ethemet
MName: %526 Connection Parameters
Aszembhy :
Description: = Instance: Size:
Input: 100 8 (16bit)
= Output: 112 n (16bit)
Comm Format: | Data - INT p——
o : Corfiguration: 128 o {8-bit)
Address / Host Name
@ |P Address: 192 . 168 . O
() Host Name:
[¥f] Open Module Properties [ oK ] I = ] [ Help I

12
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PLC Input Assembly 101 (0x65), size 104 words (Fault Index Words)

New Module
Type: ETHERMET-MODULE Generic Bthemet Module
Wendor: Alen-Bradley
Parent: Ethemet
Name: X526 Connection Parameters
Assembly
Description: = Instance: Size:
Input: 1M 104 = (16hit)
= Output: 112 1 2 (16bi)
Comm Format: | Data - INT b . [
S 2 Corfiguration: 128 0 — | (8bit)
Address / Host Mame
@ IP Address: 192 . 168 . 0O 1
) Host Name:
[ Open Module Properties oK J l o ] [ Help
PLC Input Assembly 102 (0x66), size 150 words (Safety Controller Fault Log Only)
New Module
Type: ETHERMET-MODIULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: X526
Assembly
Description: = Instance: Size:
[mpt: 102 150 == (16bit)
© Output 1z n = (6b)
Comm Format: | Data - INT b o [
o 2 Configuration: 128 q = {2bit)
Address / Host Name
@ IP Address: 192 168 . 0 . 1
! Host Name:
[¥] Open Module Properties oK J I r— ] [ Help

13
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mbly 103 (0x67), size 35 words (Reset/Cancel Delay)

New Module (23w
Type: ETHERMNET-MODLULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Ethemet
Name: X596 Connection Parameters
Assembly :
Description: = Instance: Size:
[mpt: 103 35 = (16-bit)
= Output: 112 1 2 (16bi)
Comm Format: | Data - INT b O
G 2 Configuration: 128 o = {2bit)
Address / Host Name
@ |P Address: 192 168 . 0 . 1
(1 Host Name:
[¥] Open Module Properties [ oK J I o ] [ Help

Set the Connection parameters: RPI and Unicast yes/no. Note that the recommended minimum

RPI is 100 msec.

# | Module Properties Report: LocalENE (ETHERMET-MODULE1.1)

Requested Packet Interval [RPI); 100.C -5 maz

[ Inhibit Module

(1.0 - 3200.0 ms)

[] b sjor Fault On Contraller |F Connection Failz While in Fun Maode

[¥] Use Unicast Connection over Ethertet/IP

kodule Fault

Statuz: Offline OF.

J[ Cancel ] [

Apply

J

Help

o

14
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7. If the module configuration was successful, the following information should be displayed:

=25 Ethernet
...t 1769-L32E Ethernet Port LocalENE

M. N ETHERNET-MODULE X526

Ellﬁfl CompactBus Local

| = Inputs to PLC (outputs from the Safety Controller)
O = Outputs from PLC (inputs to the Safety Controller- not used)
C = Configuration (not used)

8. Locate the memory map in the Controller Tags list. The 8 input words from Assembly Instance

100 are shown below as an example.

= #5261 Faidy Fuist AB:ETHERMET _MODULE_
= %52E:1.Data [ou.} [...]} |Decimal INT[E]
::E =526:1.Data[0] 1 Decimal INT
[+ #5261 Data[1] 128 Decimal INT
;-_!:1;-><S2E:I.Data[2] o] Decimal INT
4 %526 .Datal3] 2 Diecirnal IMT
4 #526:.Datald] ] Decimal INT
I+ #526:1.Data[5] ] Decimal IMNT
+ #526:1.Dataf] 0 Decimal INT
:-:E wa26:|.Datal7] 0 Decimal INT

In the example pictured above, we see that Virtual Outputs 1, 24, and 52 are ON.
VO1 is word 0, bit 0 = 270 = 1; VO24 is word 1, bit 7 = 227 = 128; VO52 is word 3, bit 3 > 223 =8

15
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2.3 Assembly Objects

2.3.1 Safety Controller Inputs (Outputs from PLC) 0 >T

The Safety Controller uses Instance 112 (0x70)* with a size of eleven registers (16-bit) as its Input

Assembly (PLC Output).

PLC Output Assembly Instance 112 (0x70) — Safety Controller Inputs 0>T

WORD # WORD NAME DATA TYPE

0 Virtual Input On/Off (1-16) 16-bit integer
1 Virtual Input On/Off (17-32) 16-bit integer
2 Virtual Input On/Off (33-48) 16-bit integer
3 Virtual Input On/Off (49-64) 16-bit integer
4 reserved 16-bit integer
5 reserved 16-bit integer
6 reserved 16-bit integer
7 reserved 16-bit integer
8 Virtual Reset/Cancel Delay (1-16) [RCD Register Bits] 16-bit integer
9 reserved 16-bit integer
10 RCD Actuation Code [RCD Enable Register] 16-bit integer

*NOTE: This eleven word assembly is only called 113 (0x71) for FID 2 controllers with date codes of
“1717” or later. See “Which EDS File should | use?” at the end of this document for more information.

2.3.3 Safety Controller Configuration Assembly Object
The Safety Controller does not use a Configuration Assembly Object. As some EtherNet/IP clients
require one, use Instance 128 (0x80) with a size of zero registers (16-bit).

2.3.4 Safety Controller Outputs (Inputs to PLC) T=>0

There are four choices for Safety Controller Output Assembly Objects. The first and smallest choice
includes just information about Virtual Outputs and whether they have faults. The second choice adds to
the Virtual Output information some more advanced data like the reason why each of the safety outputs
is off, and more descriptive fault information for the Virtual Outputs. The third choice of Output
Assembly Object is used exclusively to access the Safety Controller’s fault log. The fourth choice is used
for the Virtual Manual Reset and Cancel Off Delay feedback. All four options are shown below.

PLC Input Assembly Instance 100 (0x64) - 8 Registers (VO Status/Fault)
This Assembly Instance includes only basic information about the status of the first 64 Virtual Outputs.

PLC Input Assembly Instance 100 (0x64) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0 VO1 -VO016 (see Flags, section 2.5) 16-bit integer
1 V017 — V032 (see Flags, section 2.5) 16-bit integer
2 V033 - V048 (see Flags, section 2.5) 16-bit integer
3 V049 - V064 (see Flags, section 2.5) 16-bit integer
4 Fault bits for VO1 — VO16 (see Flags, section 2.5) 16-bit integer
5 Fault bits for VO17 — V032 (see Flags, section 2.5) 16-bit integer
6 Fault bits for VO33 — V048 (see Flags, section 2.5) 16-bit integer
7 Fault bits for VO49 — V064 (see Flags, section 2.5) 16-bit integer

16
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about potential error codes and the status of the 2 safety outputs.

PLC Input Assembly Instance 101 (0x65) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0 VO1 -VO016 (see Flags, section 2.5) 16-bit integer
1 V017 — V032 (see Flags, section 2.5) 16-bit integer
2 V033 - V048 (see Flags, section 2.5) 16-bit integer
3 V049 - V064 (see Flags, section 2.5) 16-bit integer
4 Fault bits for VO1 — VO16 (see Flags, section 2.5) 16-bit integer
5 Fault bits for VO17 — V032 (see Flags, section 2.5) 16-bit integer
6 Fault bits for VO33 — V048 (see Flags, section 2.5) 16-bit integer
7 Fault bits for VO49 — VO64 (see Flags, section 2.5) 16-bit integer
8-39 reserved 16-bit integer
40 VO1 Fault Index 16-bit integer
41 VO2 Fault Index 16-bit integer
42 VO3 Fault Index 16-bit integer
43 VO4 Fault Index 16-bit integer
44 VOS5 Fault Index 16-bit integer
45 VOG6 Fault Index 16-bit integer
46 VO7 Fault Index 16-bit integer
47 VO8 Fault Index 16-bit integer
48 VO9 Fault Index 16-bit integer
49 V010 Fault Index 16-bit integer
50 V011 Fault Index 16-bit integer
51 V012 Fault Index 16-bit integer
52 V013 Fault Index 16-bit integer
53 V014 Fault Index 16-bit integer
54 V015 Fault Index 16-bit integer
55 VO16 Fault Index 16-bit integer
56 VO17 Fault Index 16-bit integer
57 VO18 Fault Index 16-bit integer
58 VO19 Fault Index 16-bit integer
59 V020 Fault Index 16-bit integer
60 V021 Fault Index 16-bit integer
61 V022 Fault Index 16-bit integer
62 V023 Fault Index 16-bit integer
63 V024 Fault Index 16-bit integer
64 V025 Fault Index 16-bit integer
65 V026 Fault Index 16-bit integer
66 V027 Fault Index 16-bit integer
67 V028 Fault Index 16-bit integer
68 V029 Fault Index 16-bit integer
69 VO30 Fault Index 16-bit integer
70 V031 Fault Index 16-bit integer
71 V032 Fault Index 16-bit integer
72 V033 Fault Index 16-bit integer
73 VO34 Fault Index 16-bit integer
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74

VO35 Fault Index

16-bit integer

75

V036 Fault Index

16-bit integer

76

V037 Fault Index

16-bit integer

77

V038 Fault Index

16-bit integer

78

VO39 Fault Index

16-bit integer

79

VOA40 Fault Index

16-bit integer

80

VOA41 Fault Index

16-bit integer

81

VOA42 Fault Index

16-bit integer

82

VOA43 Fault Index

16-bit integer

83

VOA44 Fault Index

16-bit integer

84

VOA45 Fault Index

16-bit integer

85

VOA46 Fault Index

16-bit integer

86

VOA47 Fault Index

16-bit integer

87

V048 Fault Index

16-bit integer

88

V049 Fault Index

16-bit integer

89

VOS50 Fault Index

16-bit integer

90

VO51 Fault Index

16-bit integer

91

VO52 Fault Index

16-bit integer

92

VO53 Fault Index

16-bit integer

93

VO54 Fault Index

16-bit integer

94

VO55 Fault Index

16-bit integer

95

VO56 Fault Index

16-bit integer

96

VO57 Fault Index

16-bit integer

97

VO58 Fault Index

16-bit integer

98

VO59 Fault Index

16-bit integer

99

VOG60 Fault Index

16-bit integer

100

VO61 Fault Index

16-bit integer

101

VO62 Fault Index

16-bit integer

102

VO63 Fault Index

16-bit integer

103

VO64 Fault Index

16-bit integer

Virtual Output Fault Index words

Note that not every Virtual Output has an associated Fault Index. See Chapter 5 for definitions of Fault

Index words.
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PLC Input Assembly Instance 102 (0x66)- 150 Registers (Error Log Only)
This Assembly Instance is used exclusively to access the fault log information on the Safety Controller.
Note that this Assembly Instance contains no information about the status of the Virtual Outputs.

The Safety Controller can store 10 faults in the log. Fault #1 is the most recent fault while higher fault
numbers represent successively older faults.

PLC Input Assembly Instance 102 (0x66) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0-1 Fault #1 Time Stamp 32-bit integer

2-9 Fault #1 Name of I/O or System 2-word length + 12-ASClII chars
10 Fault #1 Error Code 16-bit integer

11 Fault #1 Advanced Error Code 16-bit integer

12 Fault #1 Error Message Index 16-bit integer

13-14 reserved 16-bit integer

15-16 Fault #2 Time Stamp 32-bit integer

17-24 Fault #2 Name of I/O or System 2-word length + 12-ASCll chars
25 Fault #2 Error Code 16-bit integer

26 Fault #2 Advanced Error Code 16-bit integer

27 Fault #2 Error Message Index 16-bit integer

28-29 reserved 16-bit integer

30-31 Fault #3 Time Stamp 32-bit integer

32-39 Fault #3 Name of I/O or System 2-word length + 12-ASClII chars
40 Fault #3 Error Code 16-bit integer

41 Fault #3 Advanced Error Code 16-bit integer

42 Fault #3 Error Message Index 16-bit integer

43-44 reserved 16-bit integer

45-46 Fault #4 Time Stamp 32-bit integer

47-54 Fault #4 Name of I/O or System 2-word length + 12-ASClII chars
55 Fault #4 Error Code 16-bit integer

56 Fault #4 Advanced Error Code 16-bit integer

57 Fault #4 Error Message Index 16-bit integer

58-59 reserved 16-bit integer

60-61 Fault #5 Time Stamp 32-bit integer

62-69 Fault #5 Name of I/O or System 2-word length + 12-ASCll chars
70 Fault #5 Error Code 16-bit integer

71 Fault #5 Advanced Error Code 16-bit integer

72 Fault #5 Error Message Index 16-bit integer

73-74 reserved 16-bit integer

75-76 Fault #6 Time Stamp 32-bit integer

77-84 Fault #6 Name of I/O or System 2-word length + 12-ASClII chars
85 Fault #6 Error Code 16-bit integer

86 Fault #6 Advanced Error Code 16-bit integer

87 Fault #6 Error Message Index 16-bit integer

88-89 reserved 16-bit integer

90-91 Fault #7 Time Stamp 32-bit integer

92-99 Fault #7 Name of I/O or System 2-word length + 12-ASClII chars
100 Fault #7 Error Code 16-bit integer

101 Fault #7 Advanced Error Code 16-bit integer

102 Fault #7 Error Message Index 16-bit integer
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103-104 reserved 16-bit integer
105-106 Fault #8 Time Stamp 32-bit integer
107-114 Fault #8 Name of I/O or System 2-word length + 12-ASCll chars
115 Fault #8 Error Code 16-bit integer
116 Fault #8 Advanced Error Code 16-bit integer
117 Fault #8 Error Message Index 16-bit integer
118-119 reserved 16-bit integer
120-121 Fault #9 Time Stamp 32-bit integer
122-129 Fault #9 Name of I/O or System 2-word length + 12-ASClII chars
130 Fault #9 Error Code 16-bit integer
131 Fault #9 Advanced Error Code 16-bit integer
132 Fault #9 Error Message Index 16-bit integer
133-134 reserved 16-bit integer
135-136 Fault #10 Time Stamp 32-bit integer
137-144 Fault #10 Name of I/O or System 2-word length + 12-ASCll chars
145 Fault #10 Error Code 16-bit integer
146 Fault #10 Advanced Error Code 16-bit integer
147 Fault #10 Error Message Index 16-bit integer
148-149 reserved 16-bit integer

Fault Time Stamp

This is a 32-bit integer representation of the fault time, listed as the number of seconds since powering
up the Safety Controller when the fault occurred.

Name of I/O or System
This is an ASClI-string describing the source of the fault.

Error Code
See Chapter 5 for Error Codes.

Advanced Error Code
See Chapter 5 for Advanced Error Codes.

Error Index Message
See Chapter 5 for Error Index Messages.
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PLC Input Assembly Instance 103 (0x67)- 35 Registers (Reset/Cancel Delay)

This Assembly Instance is used to communicate the state of all 256 Virtual Outputs and Faults and to

provide the feedback information required to execute virtual resets and cancel delays.

PLC Input Assembly Instance 103 (0x67) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0 VO1 - V016 (see Flags, section 2.5) 16-bit integer
1 V017 — V032 (see Flags, section 2.5) 16-bit integer
2 V033 - V048 (see Flags, section 2.5) 16-bit integer
3 V049 — V064 (see Flags, section 2.5) 16-bit integer
4 V065 — V080 (see Extended Flags, section 2.5.1) 16-bit integer
5 V081 — V096 (see Extended Flags, section 2.5.1) 16-bit integer
6 V097 — V0112 (see Extended Flags, section 2.5.1) 16-bit integer
7 V0113 — V0128 (see Extended Flags, section 2.5.1) 16-bit integer
8 V0129 — V0144 (see Extended Flags, section 2.5.1) 16-bit integer
9 V0145 — V0160 (see Extended Flags, section 2.5.1) 16-bit integer
10 V0161 — V0176 (see Extended Flags, section 2.5.1) 16-bit integer
11 V0177 — V0192 (see Extended Flags, section 2.5.1) 16-bit integer
12 V0193 — V0208 (see Extended Flags, section 2.5.1) 16-bit integer
13 V0209 — V0224 (see Extended Flags, section 2.5.1) 16-bit integer
14 V0225 — V0240 (see Extended Flags, section 2.5.1) 16-bit integer
15 V0241 - V0256 (see Extended Flags, section 2.5.1) 16-bit integer
16 Fault bits for VO1 — VO16 (see Flags, section 2.5) 16-bit integer
17 Fault bits for VO17 — V032 (see Flags, section 2.5) 16-bit integer
18 Fault bits for VO33 — V048 (see Flags, section 2.5) 16-bit integer
19 Fault bits for VO49 — V064 (see Flags, section 2.5) 16-bit integer
20 Fault bits for VO65 — VO8O0 (see Extended Flags, section 2.5.1) 16-bit integer
21 Fault bits for VO81 — V096 (see Extended Flags, section 2.5.1) 16-bit integer
22 Fault bits for VO97 — V0112 (see Extended Flags, section 2.5.1) 16-bit integer
23 Fault bits for VO113 — V0128 (see Extended Flags, section 2.5.1) 16-bit integer
24 Fault bits for VO129 — V0144 (see Extended Flags, section 2.5.1) 16-bit integer
25 Fault bits for VO145 — VO160 (see Extended Flags, section 2.5.1) 16-bit integer
26 Fault bits for VO161 — VO176 (see Extended Flags, section 2.5.1) 16-bit integer
27 Fault bits for VO177 — V0192 (see Extended Flags, section 2.5.1) 16-bit integer
28 Fault bits for VO193 — V0208 (see Extended Flags, section 2.5.1) 16-bit integer
29 Fault bits for VO209 — V0224 (see Extended Flags, section 2.5.1) 16-bit integer
30 Fault bits for VO225 — V0240 (see Extended Flags, section 2.5.1) 16-bit integer
31 Fault bits for VO241 — V0256 (see Extended Flags, section 2.5.1) 16-bit integer
32-33 Virtual Reset/Cancel Delay (1-16) Feedback [RCD Feedback Register 32-bit integer

Bits]
34 RCD Actuation Code Feedback [RCD Enable Feedback Register] 16-bit integer
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2.4 Fault Examples

Fault Log
Mumber | Time | Type Source Code |
5 | 003230 |  Input | MOTHCL | 22 -
[+]
Clear Fault Lq:-gl [ Close ]
Here is a fault from the XS26-2E software fault log.
‘-:.!_xsml [..I} {o.o} AB:ETHEH
— X526:.Data fone) {...} |Decimal INT[150]
i'.f,‘-*XSZB:I.Data[B] [ 1950 Decimal INT
+ XS526:1.Data[1] .. o Decimal INT
+ X526:1.Data[2] l/O_or System Name length [~ 4 Decimal INT
+ X526:1.Data[3] (# of ASCll characters) | ¢ Decimal INT
+ X526:1.Datal4] ["HT" ASCII INT
+ X526:1.Data[5] b () ASCII INT
+ X526:1.Data[ 1/0 or System Name (space for 0 Decimal INT
+ XS26:1.Data[7] 12 ASCII characters) 0 Decimal INT
+ X526:1.Data[8] 0 Decimal INT
+ X526:1.Datal9) L oo Decimal INT
+ X526:1.Data[10] ErrorCode C 2 Decimal INT
+ X526:1.Data[11) Advanced Error Code <{_ 2 Decimal INT
+ X526:1.Data[12]  Fault Error Message Index - 202 Decimal INT
-H XS526:1.Data[13] — [ 34 Decimal INT
+ X526:1.Data[14] A 9 Decimal INT

And the same fault as seen in the EtherNet/IP registers.

Note the ControlLogix string format, wherein the ASCII characters are shown, two per register,
“backwards”. “THC1” becomes “HT” in register 4, followed by “1C” in register 5.

Fault Error Message Index 202 = Fault Code 2.2 (Simultaneity Fault). See Chapter 5 for more Fault
information.
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I Fault Log l

Mumber | Time | Type | Source Code |
6 | 003525 Input | MOTHCL 22 -]
5 00:32:30 Inpu_t MQ:THCI 22
=
Clear Fault Lag] [ Close l
e |
Now we see two faults in the XS26-2E software fault log.
=l %5261 ] [l AB:ETHERMET _...
— %526:.Data B {...] |Decimal INT[150]
-I:i #526:1.Datal0] Time Stamp - 2125 Dev:!mal INT
- MS26:.Datall] 0 Decimal INT
+ X526 Dataf 1/0 or System Name length [ 4 Decimal INT
+ X5261Dataf3]  (# of ASCHl characters) 0 Decimal INT
+ %526:1.Datald] [T HT! ASCH INT
+ X526:1.Datalf] ric” N ASCII INT
Ei-]--HSEB;I.E IfD_Gr_Sy,stem Mame (space for 0 =ﬂ: Decimal INT
+ ¥5261.Data[7) 12 AsCll characters} 0 . Decinal INT
XS 26:1.Datafg] 0 E Decimal INT
+ X526 Datafd] L o e Decimal INT
+ ¥526:1Data[10] Error Code L =2 L Decimal INT
+ X526:1.Data[11] Advanced Error Code . 2 Decimal INT
[+ X526:.Data12] Fault Errﬂ.r.r_ Me.ssa.ag.el_lﬁdex - 202 Decimal INT
+ X5261Data(13) — Decimal INT
+ X526:1.Data[14] L 1 Decimal INT
Er}xﬁZB:l.Dmﬁ] Time Stamp 1950 Decimal INT
+ X526:1.Dataf16] ) 0 Decimal INT
L‘i&i--‘é‘SZ&I-Dataﬂ'lm or System Name length _| 4 Decimal INT
+ ®526:1.Data[18] (# of ASCHl characters) ] Decimal INT
+ X526:1.Data[19] (BT 5:' ASCI INT
+ ¥526:1.Data[20] b ool ASCH INT
+ X5261D 1/0 or System Name (space for 0 B Decimal INT
+ ¥S26:1.Data[22] 12 ASCII characters) 0 S Decimal INT
+ X526:.Datal23] 0 I:I Decimal INT
+ X526:1.Data[24] L o Decimal INT
+ X526:1.Data[25] Error Code {_ 2 Decimal INT
+ X526:|.Data[26) Advanced Error Code {_ 2 Decimal INT
+ X526:1.Data[27] Fault Error Message Index —{_ 202 Decimal INT
L‘t&x‘sz&l;ma[za] PR L Decimal INT
+ ¥526:Datal2d] L 1 Decimal INT

And the two faults in the PLC registers. Note how the newer Error #2 pushes Error #1 down the list.
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Word #0, Virtual Output 1-16, Bit Position

15 14 13 12 11 10 9 8 7 6 5 a4 3 2 1 0
VO16 | vO15 | vOo14 | vo13 | vo12 | vo1l | vo10o | vo9 | vos | vo7 | voe | vos | voa | vo3 | voz2 | voi
Word #1, Virtual Output 17-32, Bit Position

15 14 13 12 11 10 9 8 7 6 5 a4 3 2 1 0
v032 | vo31 | vo30 | vo29 | vo2s | vo27 | vo26 | voas | vo2a | vo23 | vo22 | vo21 | vo2o | vo1s | vois | vo17
Word #2, Virtual Output 33-48, Bit Position

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
V048 | voa7 | voae | voas | vosa | voas | vos2 | voal | voso | voso | vo3s | vo37 | vo3e | vo3s | vo3a | vo33
Word #3, Virtual Output 49-64, Bit Position

15 14 13 12 11 10 9 8 7 6 5 a4 3 2 1 0
vO64 | voe3 | voe2 | voel | voso | voso | voss | vos7 | vose | voss | vosa | vos3 | vos2 | vosi | voso | vose
Word #4, Fault Flag bits for Virtual Output 1-16, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
vO16 | vo15 | vo14 | vo13 | vo12 | voil | voio | vos | vos | vo7 | voe | vos | voa | vo3 | vo2 | voi
Word #5, Fault Flag bits for Virtual Output 17-32 Fault Flag, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 a4 3 2 1 0
v032 | vo31 | vo30 | vo29 | vo28 | vo27 | voz6 | vo2s | vo2a | vo23 | vo22 | vo21 | vo2o | vo19 | vois | vo1z
Word #6, Fault Flag bits for Virtual Output 33-48, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
V048 | voa7 | voae | voas | vosa | voas | vos2 | voal | voso | voso | vo3s | vo37 | vo3e | vo3s | vo3a | vo33
Word #7, Fault Flag bits for Virtual Output 49-64, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 a4 3 2 1 0
vO64 | voe3 | voe2 | voe1l | voso | voso | voss | vos7 | vose | voss | vosa | vos3 | vos2 | vosi | voso | voss
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2.5.1 Extended Flags
In addition to the first 64 virtual outputs shown above, Assembly Instance 103 adds 192 more (for a total
of 256). The fault flag bits are shifted downward to make room for all 256 virtual outputs to be together.

Words 0 through 3 are the same as seen in section 2.5. In the case of Assembly Instance 103 the
following changes are made.

Word #4 — Virtual Outputs 65 through 80, where VOG5 is found in bit 0 and VO80 in bit 15.
Word #5 — Virtual Outputs 81 through 96, where VO81 is found in bit 0 and VO96 in bit 15.
Word #6 — Virtual Outputs 97 through 112, where V097 is found in bit 0 and VO112 in bit 15.
Word #7 — Virtual Outputs 113 through 128, where VO113 is found in bit 0 and VO128 in bit 15.
Word #8 — Virtual Outputs 129 through 144, where VO129 is found in bit 0 and VO144 in bit 15.
Word #9 — Virtual Outputs 145 through 160, where V0145 is found in bit 0 and VO160 in bit 15.
Word #10 — Virtual Outputs 161 through 176, where VO161 is found in bit 0 and VO176 in bit 15.
Word #11 — Virtual Outputs 177 through 192, where VO177 is found in bit 0 and VO192 in bit 15.
Word #12 — Virtual Outputs 193 through 208, where V0193 is found in bit 0 and VO208 in bit 15.
Word #13 — Virtual Outputs 209 through 224, where V0209 is found in bit 0 and V0224 in bit 15.
Word #14 — Virtual Outputs 225 through 240, where V0225 is found in bit 0 and V0240 in bit 15.
Word #15 — Virtual Outputs 241 through 256, where V0241 is found in bit 0 and VO256 in bit 15.

Word 16 through 19 are the same as Words 4 through 7 as seen in section 2.5. Assembly Instance 103
also includes more fault flag bits, as seen below.

Word #20 — Fault Bits for VO65 through 80, where the fault for VO65 is found in bit 0 and VO8O0 in bit 15.

This pattern continues for Words 21 through 31, covering the remainder of the fault bits for the 256
total Virtual Outputs.
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2.6 RSLogix5000 Configuration (Explicit Messaging)

The XS/SC26-2E supports a number of different Explicit Messaging connections. In addition to the
Assembly Instances from the previous section, there are some extra Assembly Instances that can only be
accessed via Explicit Messaging.

2.6.1 Choices for Explicit Message Connections

10 Assembly Instances

To get a copy of one of the Assembly Instances from section 2.2.3, use Service Type 14 (Get Attribute
Single, hex OE), Class 4, Instance 100 (0x64) or 101 (0x65) or 102 (0x66), Attribute 3. A successful Explicit
Message of this type will return the appropriate Assembly Instance as show in section 2.3.3. See an
example of this type of connection in section 2.6.2.1.

Virtual Output Status

To get the current status of all 64 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x64, Instance 1, Attribute 1. A successful Explicit Message of this type will return two 32-bit
integers representing the status of VO1 through VO64. See an example of this type of connection in
section 2.6.2.2.

Virtual Output Fault Bits

To get the current status of all 64 Virtual Output Fault Bits, use Service Type 14 (Get Attribute Single, hex
0E), Class 0x65, Instance 1, Attribute 1. A successful Explicit Message of this type will return two 32-bit
integers representing the status of the Fault Bits for VO1 through VO64.

Individual Fault Index Values

To get a specific Fault Index Value for one of the 64 Virtual Outputs, use Service Type 14 (Get Attribute
Single, hex OE), Class Ox6F, Instance 1-64 (choose one), Attribute 1. A successful Explicit Message of this
type will return a single 16-bit register representing the Fault Index value for one of the Virtual Outputs.

Individual Fault Log Entry

To get a specific entry from the 10 entry Fault Log, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x71, Instance 1, Attribute 1-10 (choose one). A successful Explicit Message of this type will return
a single 15 register entry from the fault log, as defined below. Note that Attribute = 1 references the
most recent entry in the error log, while Attribute = 10 is the oldest entry.

WORD # WORD NAME DATA TYPE

0-1 Fault #1 Time Stamp 32-bit integer

2-9 Fault #1 Name of I/O or System 2-word length + 12-ASCII chars
10 Fault #1 Error Code 16-bit integer

11 Fault #1 Advanced Error Code 16-bit integer

12 Fault #1 Error Message Index 16-bit integer

13-14 reserved 16-bit integer
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System Information

Some system information can be accessed using Service Type 14 (Get Attribute Single, hex OE), Class
0x72, Instance 1, Attribute 1-4 (choose one, see table below). A successful Explicit Message of this type
will return the system information seen below (size and data type vary). See an example of this type of
connection in section 2.6.2.3.

Attribute System Value Data Type
1 Seconds Since Boot 32-bit integer
2 Operating Mode 16-bit integer
3 ConfigName 2-word length + 16-ASCII chars
4 Config CRC 32-bit integer
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2.6.2 Examples of Explicit Message Connections

2.6.2.1 Assembly Instance 0x64 (100)

To get the 100 (0x64) Assembly Instance, use Service Type 14 (Get Attribute Single, hex OE), Class 4,
Instance 100, Attribute 3. A successful Explicit Message of this type will return all 8 registers of the 100
(0x64) Assembly Instance, as defined in section 2.3.3.

Here is the MSG command for this explicit message.

F' B
Message Configuration - M5G_100 ﬁ

Configuration |Cornmunication ITag |

Message Type: [CIF‘ Generic -
15_5“”55 lGEt Attribute Single vl Source Element:
ype: : -
Source Length: K] = (Bytes)
Service 1 . 2 i
Code: (o) Classt 4 (HeX) pecpnation Explidt AE 100+

Element:

Instance: 100 Attribute: 3 (Hex)

® Enable ) Enable Watting i) Start ® Done Done Length: 16
) Ermor Code: Extended Emor Code: [] Timed Out &
Ermor Path:
Emor Text: )
ok | conen || oy
=
F * B
Messzage Configuration - X5_MSG_100 ﬁ
= . —
Communication” | Tag
@ Path: |Ethemet, 2, 192.168.0.128] Browse...
Ethemet, 2, 152.168.0.128
Broadcast: |
Communication Method
@ cIp DH+  Channel: A ™| Destination Link: 0 5
CIP With el [y S Destination Made: |0 ]
it Source Link: o +| Destination Mode; ) | [Octal
[] Connected Cache Connections & Large Connection
® Enable ) Enable Waiting ) Start ® Done Done Length: 16
|| ‘S Emor Code: Extended Emor Code: [ Timed Out =
| Emor Path:
|| Emor Text:
I [ ok || camcel || Appy || Hebp
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Here is the user defined array (called XS_Explicit_AE_100) showing all 8 registers.

— X5_Explicit_AE_100 T {...} |Decimal INTIS}
I+ X5 Belict AE_100[0] 2 Decimal INT
[+-¥S_Explicit_AE_100[1] ] Decimal INT
+-%S_PBxplicit_AE_100{2] i Decimal INT
+ #S_Bxplicit_AE_100[3] 0 Decimal INT
+X5_Explicit_AE_100[4] 0 Decimal INT
+-XS_Explict_AE_100{5] 0 Decimal INT
+-XS_Explict_AE_100[6] 0 Decimal INT
+ X5_Explict_AE_100[7] 0 Decimal INT

In this example data, we can see that VO2 is currently ON. VO2 is word 0, bit 1 > 221 =2

2.6.2.2 Virtual Output Status

To get the current status of all 64 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x64, Instance 1, Attribute 1. A successful Explicit Message of this type will return two 32-bit

integers representing the status of VO1 through VO64.

Here is the MSG command for this explicit message.

-

Messzage Configuration - XS_VO_MS5G

Corfiguration | Communication | Tag |

Message Type: [CIP Generic -
Service [Get Attribute Single »| Sou
Type: -
i) (Eytes)
Coder LB iHex) Class: 64 (Hex)  pogynation XS_Explicit_VO_Stat.
: oot Element:
| Instance: 1 Atfribute: 1 (Hex)
) Enable 3 Enable Waiting ) Start ) Done Done Length: 0
i3 Emor Code: Extended Emor Code: [ Timed Out
Ermor Path:
Ermor Text:
[ ok || Cancel || oph Help
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r 1Y
Message Configuration - XS_VO_MSG ﬂ

Configuration | Communication® | Tag

@ Fath: Ethemet, 2, 192.168.0.128| Browse...
Ethemet, 2, 132.168.0.128

Broadcast:

Communication Method

@ CIP DH+  Channet ) " | Destination Link: |0 al
gLEE:TD Source Link: |0 : Destination Mode; |0 = [Dctal]
[7] Connected [ICache Connections & [ Large Connection
) Enable ) Enable Watting ) Start 2 Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Out <
I Emor Path
|| Emor Text

| | [ ok || Cacd |[ Apply ][ Hebp

Here is the user defined array (called XS_Explicit_VO_Status) showing two 32-bit integers.

[—-%5_Explicit_VWO_Status ok {...}|Decimal DINT[Z]
[+ X5_BExplicit_WO_Status[0] I Decimal DINT
[+ X5_Explicit_ WO _Status[1] a Decimal DINT

In this example data, we can see that VO2 is currently ON. VO2 is word 0, bit 1 > 2A1=2
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2.6.2.3 System Information

Some system information can be accessed using EtherNet/IP Explicit Messages. One such piece of data is
the Configuration Name from the safety controller. To get this information, use Service Type 14 (Get
Attribute Single, hex OE), Class 0x72, Instance 1, Attribute 3. A successful Explicit Message of this type
will return the 32-bit length and ASCII string comprising the XS26’s Configuration Name.

Here is the MSG command for this explicit message.

TS
Message Configuration - XS_Explicit_Config_MName_MSG ﬁ

Corfiguration |Con1mur|icatior| ITag |

Message Type: [CIP Generic -

Service | get Attribute Single -
Type:

0

=

o | (Hex) Class: 72 Hex)  pegtination %5_Explidt_Config N
Element:

Instance: 1 . Attribute: 3 . {Hex)

) Enable 3 Enable Waiting i Start i3 Done Done Length: 0
) Ermor Code: Bxtended Emor Code: [T] Timed Out &
Eror Path:
Error Text:
[ ok ]| Gancel ]| moph Help
& T
Message Configuration - XS_Explicit_Config_MName_M3G ﬁ
Communication® | Tag
@ Path: |Ethemst, 2. 192.168.0.128] Browse...
Ethemet, 2, 192.168.0.128
Broadcast:

Communication Method
@ clp DH+ Channel:

CIP With G
Source |D T

[=]

=

[Dectal]

[] Connected Cache Connections - Lange Connection

3 Enable 3 Enable Waiting i Start 2 Done Done Length: 0

|| 3 Emor Code: Extended Emor Code:; [ Timed Cut &

Error Path:
Error Text:

o) (e ) [ ] [
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Here is the user defined array (called XS_Explicit_Config_Name) showing all 8 registers.

|=-¥5_BExplicit_Config_MName oot [...}|Decimal INT[10]
{+-%5_Explict_Config_Mame][0] 12 Decimal INT
s-i-:;-XS_Emlicit_Cunﬁg_Name{'I] ] Decimal INT
(+-¥5_Bxplict_Config_Name[2] a5 ASCII INT
I+ XS_Bxplicit_Config_Name[3] 'na’ ASCII INT
[+ ¥5_Bxplict_Config_Name[4] L ASCII INT
{+-¥5_BExplictt_Config_MName[5] "oC" ASCII INT
+ ¥5_Explict_Corfig_MName[6] "fn' ASCI INT
[+ -¥5_Explict_Config_Name[7] "gir ASCI INT
[ ¥5_BExqplicit_Corfig_Name[8] 0 Decimal INT
s-i-}-XS_Emlicit_Cunﬁg_Name{ﬂ] ] Decimal INT

Note that the first two registers are a 32-bit integer describing how many ASCII characters are coming in the Config Name. Here
that value is “12”. ASCIl characters are packed, two per register, in the so-called ControlLogix String Format. The Config name
here is “Blank Config”, but the ControlLogix string format displays those characters, two per line, in reverse order.

2.6.2.4 Step-by-Step Explicit Messages
Making an explicit message connection from scratch in an Allen-Bradley PLC program requires the
following steps:

Make a new tag with the Message data type
Make a new tag to act as a Destination Element (a 16-bit array large enough to hold the data
you’ll be requesting).

3. Add a MSG command to your ladder logic (using the Message tag from #1 and the Destination
Element from #2). The Class, Instance, and Attribute values depend on the data desired.

4. In the Communication tab of the MSG command, type in the Path to the safety controller:
e.g. Ethernet, 2, 192.168.0.128
where
the “2” is the slot number for the EtherNet/IP card in the PLC rack and the IP Address shown is
that of the safety controller
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2.7 EIP on Omron PLC Configuration
The following screenshots show an EtherNet/IP Connection between an X526 and an Omron CJ2H PLC.

1. Open the Omron Network Configurator software.

® Untitled - Network Configurater - cEN
|| e [dt View Network Device IDSFde Tock Option Help
o se & atew ¢ &  onx|fHumm s
| dd|++U0ARE]|SBDLINF
() EtherbietP_1

= (3, Rarewe Frgnaacing Corporsion «
= 8 OMROM Cempeasieon
Commrscstn: dapten
=8 CTwdEn
1

n
ﬂn.:u

T £
wr

Uisage of Blevce Bandwecth

|
i
5

Ready LitherNet P T-fsheret/ P OMRZTOOLBUS  C12-CPUnc-- 113200 Befs—- @ On-line s

2. Add the correct PLC to the network. Then right click on the PLC to change it’s IP address.

| =& Untitled - Metwork Configurator - olEN
| Fle Bt View Mitwork Deict [D5Fle Tesk DOption Hélp

[ DEmi2e & akee « @&  mexEs:mm
I#niaa+enina e s

| e % ) Erharbiot 1
| e e ~
= (8 OMADN Caupeesion F
=i Communacations Adsptes
-
= Cwarn Ll i
Feul ;
a ar EA i
CITWEPZICIE 3 e
CITWEIRZIAY
{ T —
e
[ CHweRn FRegister bo cther Devce. L
3] Rev1
Riev 2 Lstemal Cata "
) Wia0n 100
% Fevl ¥ o
| Aev2 B Copy
) waEnazm
&) Revl ¥ Delete
P2
8] ISO1-1200 UsopeotDew  Change Dusice Cgmmment...
) ev 1
L | 9 1t /D Comment.
o § smasn v
| Syncheoeize Identity
Exi
Mezzipe Cote Datn Disirgten Change Devce Type-.
& Propeny.
| Change Mode Address eriet/i?  T:Etherblet/IP  OMAD Ci2-CPibe-- 115200 Bt/ @ Oncline UM

3. Hereisthe PLC’s IP address

Change IP Address “

NewIPAddress:| 192 168 . 0 . 9 |

| (] 8 || Cancel |
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4. Install the XS26 EDS file. Choose EDS_File, then Install.

& Untitled - Network Configurator = =H
Fie Edit View Network Device | EDSFile | Tools Option Help '

DS =8| &| a --.e‘ﬁm_rn & x| B3 0m |

KD A4 &> ig Sene ISR e
: 5] Detete

T — S S s Etheshiet/IP_]

= ?&n:::fv Handwarn 4 Eind.. .

i+ Danner Ergineeing Come o, £ i Netwark

= Jul, OMRON Comporaticn,
poi
= o Comesumic stions 886 1 Properry.
B[ Cwern ]

u) Rewl Create [0S Index File
5] Revz

|m] CITWEIPPCIR]
CITWEIP2IMN]
CIEEIFD

B CIZMEIP21

CS1WEIPZ
5] Rewt
flew 2

=-[H] K300
5] Rew
flev 2

o} @MIN’HII‘M -UWI\ID o B N

Rev
u| Revi

= () MISm-1300 A

x
| | Mazsage Code Dot Dinscription

Install ED5 e, Lih theNel/lP  OMRSICOLENS  CR2-CPURe-—- 115200 Bit/s- @ On-ine Hun

5. Choose the EDS file.

L5 Install EDS File H

Look in: | g REmovable Disk (F) v @ ¥ @
Name ° Date modified 2

L Vision 9/30/2011 3:40 PM
BannerkS SC26_2E 1_3 10182016 10/18/2016 11:49 ...
BannerkS SC26 2E 1.6 03152017 317/2017 10:13 AM
BannerkS SC26_2E 1547 1510182016 10/18/2016 11:49 ...
| BannerkS_SC26_2F FID2_1_1_5172017 501772017 420 PM
L4 >
File name: |BannerXS_S[QG_QE_FIDQ_'I_‘I_5‘]?21]1? | | Open |
Files of type: | Hectronic Data Sheet(" eds) v | Cancal |

Device Information

“endaor . Banner Engineering Corporation
Device Type . Generc Device
Product Mame : Banner =526 FID2
Revigion: 2.40
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6. Double click the new item from the list at left to add it to the network.

9% Untitled - Network Configurator - o lEl
File Edit View Metwork Device EDSFile Toolk Option Help

| DEd| 22| hdew ¢ & & onx|[FEamm e

kD Qd|lewV|@ a0 &£ 858G 8 &

| — = [ 5 amenanr

I Mtk Conbguaston al

= BB FrhebletIP Hoadware:
S0 Verdr

|| Bannes iy Phas o

[58] B 526 FIDZ
HADN Cotpos
oo liors fulaples
i-[E] CITWEIP2
] Fevl
few2
(&) CIvwE P
CITWEIPZIM ; ;
& cmeen Usage of Dievice Bandwidth
CmErz) Ciatsd
0 |8] s |

Rrady LEheMel/IP Tllnknown  OMRETODLBUS  CIF-CPUsx 15200 Bitds. & OF-fine MU

7. Right click on the safety controller to change the IP address.

9% Untitled - Network Configurator - oiEN
File Edit View Metwork Device EDSFile Tools Option Help |
lDwa|2s|2 | tw|e| @ 5 | X |[EE5mm e

kD Qd|eey| @@ farm ula®

== i ) EthesMel/B_1
B Mtk Conbguaston Al

= Bl EtherHet/IP Hasdware
S0 Verk

192160095 T s i =
CIREIP
: A Moo, i
Beset
B Mairtenance infarmatian.
Register to other Device v
=1, OMAON Coipoestion e 5
T & Commumicatiors Adapis = ':"""__"
=B CITwEIR 2o
&] Rew1 o
) Rev2 B Copy
| CITWEIPAICIZ) ¥ Delete
| CITwEIP2IM} _.‘
CIREIRT Usage ol Devce Harrhmdih .!.“\'Jf Nnd.-_mm
CIMERE] Deial Change Devics Comment...
(o8 r:_f._wnm *| |0 £ 0 Comment
Tl Sumehicin
|| | Message Code Date Description Synchranize |dentity
| £ Property—
|
|
|
1L
| Change Mode Address LEtherMet/P T:Unknown  OMRDTOOLBUS  CI2-CPUbe: 15200 Bit's & OFf-ine HUM.

8. Enter the safety controller’s IP address.

Change IP Address ﬂ

NewIPAddress:| 192 168 . 0 .12 |

| oKk || Cancel |
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9. Double click on the PLC icon to edit the device parameters. Choose the safety controller from
the “Unregister Device List”, then click the down arrow to send it to the “Register Device List”.

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21
Connections | Tag Sets
Unregister Device List
# Product Name
‘ 152 168.0.128 Banner X526 FID2

Connections : 0/256 (0:0,T:0) b

Register Device List
Product Name 152.168.0.95 CJ2B-EIP21 Variable Target Variable

New... Edit... Delete Edit All.. Change Target Node ID... To./From File
Conce

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21
Connections | Tag Sets
Unregister Device List
H Product Name

Connections : 0/256 (0 :0,T:0) -

Register Device List
Product Name 152.168.0.95 CJ2B-EIP21 Variable Target Variable
I 1192, 168.0.128 (#128) B._.

Ed... Delete EdtAl. | |Change TargetNodelD..| | TofFomFie |

[ ok || Cance |
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10. Click on the “Tag Sets” tab (to see the window below), then click the “Edit Tags...” button.

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21 “
Connections | Tag Sets
In -Consume | Out - Produce
Name Over ... Size Bit D
Edt.. Delete Epand Al | | Colapse Al
| Edit Tags. | | Delete all of unused Tag Sets | Jsage Count : 0/256 | Import ‘ ‘ To.From File |
==

11. Choose the “In- Consume” tab, then click “New”.

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

| Connections | Tag Sets Edit Tags Bl
In - Consume | Qut - Prc
I— In - Camsume | Out - Produce
Name : - it D
Mame Ovwer ... Size Bit

Edt ||| [ New. | Edt. | Delete Al Collapse Al
I: Usage count: 0256 oK | | Barae] | :I To/From File

| ok || Cancel |
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12. Choose an appropriate type and size CPU Data Area. In our case, the safety controller will be

sending out 16-bit words, so the DM area works. Choose a number of bytes equal to the desired
EIP assembly instance. Here we are looking at “In- Consume” (from the PLC’s point of view),
which is the T=>0 assemblies. See the XS/SC26-2E FID 2 Industrial Ethernet User’s Guide,
section 2.3 for more information on the assembly objects. Your choices are:

a. VO Status/Fault - 100 (0x64), size 16 bytes

b. Fault Index Words - 101 (0x65), size 208 bytes

c. Error Log Only - 102 (0x66), size 300 bytes

d. Reset/Cancel Delay - 103 (0x67), size 70 bytes

Edit Tags

In - Consume | Out - Produce

MHame Over ... Size Bit

Edit Tag

Mame : | 000000

Size 20512

~| Bute
[TUse Eit Data
0’
Ower Load
Dizable ® Enable

Mew... Edit... Delete

|Jzage count . 07256 oK Cancel

13. After filling in the Name (remember that this refers to a CPU Data Area on the PLC) and size in
bytes, click the “Regist” button, then click “Close”.
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14. Click on the Out- Produce tab, then click “New”.

1 Edit Device Parameters : 192.168.0.95 CJ2B-EIP21
!

Connections | Tag Sets Edit Tags H
In - Consume =
[ Out2f In - Consume | Out - Produce
Name - L o
[ Mame Over ... Size Bit
'
.57 Edt.. New.. Ed.. Delete Al Colapse Al
Edi Too:: Usage count: 17258 ok Cancel To/From File
0K Cancel

15. Choose an appropriate type and size CPU Data Area. Your only choice is:
a. 112 (0x70), size 22 bytes

Edit Tags

Ih - Congume | Out - Produce

M ame Ovwer ... Size Bit

Edit Tag

Narme : |DDD2DS

Size: 222 Byte
[JUse Bit Data
Bit Size : = Eit
Ovwer Load
() Disable (@) Enable

Mew... Edi... Delete

Usage count - 1/256 oK. Eaed]
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16. After filling in the Name (remember that this refers to a CPU Data Area on the PLC) and size in
bytes, click the “Regist” button, then click “Close”.

17. Click OK on the Edit Tags window, then click Yes when the software tells you “The new Tags will

be registered as Tag sets.”

Metwork Configurator

l L The new Tags will be registered as Tag sets.

Yes

18. Double check the tags by clicking on both the In- Consume and Out- Produce tabs.

Edit Device Parameters : 192168095 CJ2B-EIP21
Connections | Tag Sets
In - Consume | Out - Produce

Name Over ... Size Bt D

¥ D00000 208Byte Auto

New. Edit Delete Expand Al Collapse All
Delete allof unused Tag Sels | Usage Court - 2/256 Import To/From File

QK Cancel

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

Connegtions | Tag Sets

In - Consume | Out - Produce

Name Over Size Bit D

‘000209 22Byte Ao

New... Edit Delete Boand Al | | Colapse Al
Delete all of unused Tag Sets | LUsage Count : 2/256 import To/From File
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19. Go back to the “Connections” tab (to see the window below) then double click on the safety
controller seen in the “Register Device List” to bring up the Edit Connection window.

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21 “
Connections | Tag Sets
Unregister Device List
# Product Name
Connections : 0/256 (0:0,T:0) - »
Register Device List
Product Name 192.168.0.95 CJ2B-EIP21 Variable Target Variable

&9 192.168.0.128 (#128) B.

New.. Edi... Delete Edit All... Change Target Node ID... To/From File

o

20. Fill in the connections and RPI, then click “Regist”, then “Close”.

192.168.0.128 Banner X526 FID2 Edit Connection “

It will add a connection configuration to originator device,
Flease configure the Tag Set each of originator device and target device.

Connection 1/0 Type : | Fault Index #/ords(101] v |
Originatar Device W0 Status/Fault100] arget Device
Fault Index ‘Afords[101]
Mode Address : 192,11 Error Log Oniy(102) ode Address ;. 192.168.0128
Feset/Cancel Delay(103]
Comment :  CJ2B-EIFZT Comment :  Banner <526 FID2
Input Tag Set: Edit Tag Sets Output Tag Set
000000 - [208E ywte] v #:' Input_1071 - [2088 yte] ]
Conn_?jggr? Multi-zast connection W
Output Tag Set Edit Tag Sets Input Tag Set :
DO0209 - [22Byte] W “* Output_112 - [22Bpte] W
Conn_?ctior? Paint ko Paint cannection W
ype
Hide D etail
Dretail Parameter
Packet Intereal (RPI]: 50.0 e [ 50.0 - 3200.0 ms )
. . Connection Mame ;
Timeout Value ;| Packet Interval (AP = 4 ] [Possible to amitl

Connection Structure
@ 192.168.0.95 CJ2B-EIP21 =

Cloze
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21. Now click “OK”.

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

XS/SC26-2E (FID 2 1716-) Industrial Ethernet User’s Guide

Connections | Tag Sets

Unregister Device List
#

Product Name

Connections : 2/256 (0:2,T:0)
Register Device List

192.168.0.95 CJ2B-EIP21 Variable

Target Variable

Product Name
‘ 192.168.0.128 (#128) B...

omdefautt_007 [Input] Dooooo Input_101
default_001 [Outpt]  DOO209 Output_112
Ed... Delete EdtAl. | | Change TargetNodeID.. | | To/FromFie |
[ ok || concel |

22. Go online and download the configuration to the PLC.

|| 69 15 e | 2| 88| e

“* | @ EtherNe/IP_1 |
A
X Wrd.
: g Edit...
& Open... —
A Save as..
Maintenance Infermation... ﬁ
# Upload
Register to other Device r ﬁ
External Data 4 V| Verify
& Cut
Copy
23. Click Yes.
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Metwork Configurator “

Downloading parameters to selected devices will start.
. OK?

24. Choose a Download option.

List of Device that are executing

The following devices are not in program mode.

# Product Mame Carmnmet
#P192168.0.95 CIZB-EIPA

| Download after changed to Program mode | | Download with Current mode | |

Cancel

25. Downloading...

Downloading Device Parameter [ 192.168.095 ...

Downloading Parameter. ..

26. Click Yes, then click OK.

Network Configurator

Metwork Configuratar

o Controller's mode will be returned to the state before starting

download.
Ok?

Yes ||

o Download of device parameter was completed,
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27. Now we can right click on the PLC icon and choose “Monitor”. This window can tell us if the
connection looks good. Blue icons indicate a connection running fine, without errors.

Monitor Device “
| Controller Emor History I Tag Status I Ethemet Information |
Status 1 Status 2 | Connection | Ermor History |
Unit Status
Unit Emor On-Line
Network Emor Tag Data Link
Unit Memary Ermror Change IF address in Run mode
Com. Controller Emor Enable User Specified Area
IP Address Duplicated Muttiple Switch ON
LINK OFF Emor Error History
Status Area Layout Emor
Network Status
Comparison Emor IP Address Table Emor
Tag Data Link Emor IP Router Table Emrar
Invalid Parameter DNS Server Emor
10 Refresh Emor Routing Table Emor
Tag Database Emor Fthemet Bxt Config Logical Eror
All Tag Data Link BOOTP Server Emor
[#] Tag Data Link SNTP Server Emor
Run FTP Server Address mismatch
Ethemet Link Status MNonvalatie Memory Emor
Ethemet Corfig Logical Emor
Target Node Status
@128
Close
Monitor Device “
| Controller Emor Histary I Tag Status I Ethemet Inf: ion |
| Status 1 Stawus2 | Connection Eror History
Target Mode Status
@128
| Start Connection | ‘ Stop Connection
Connection Status
Connection Name Type Status
@ 192.168.0.128 (#128) defautt_001 Out/In 00:0000
Close
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28. Now we can open the CX Programmer software. Click on File > New, then choose a PLC model

and click “Settings”.

CX-Programmer

[ped|Rianxhen|os|ans: .
[xaa| BEmEREaE rnuw | —coasnlx|[Bda/uent (s BnEG|

[ERFRre = ?rER 8s vus|[SEE carmnmuenseasesmai|. |

Fie Sdt View Inset PLC . Pregam  Semulsbion Tool Window Help
cote[larsAaRL i RER(ASEDEEE|Zw|B s |

— Device Mame
|NewPLLCT

— Device Type
r Total Program Area Size II:_I2H LI Settings... I
|50K [Step] | I ReadOnly
— Mehwork Type
— Expansion Memony .
Juse =] | Sotings. |

| I ReadOnly

|32KW [4 Barks]

— File Memarny

I MNong

[~ Show al

Ll [T Read Only — Comment

— Timer / Clock.
¥ Installed

Cancel |
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30. Go Online with the PLC. Click Yes.
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=1

;% MewProject

=®°=] NewPLC1[CI2H] Offline

----- " Data Type

..... =]

FEE]

Symbaols

Y ‘ I [Program Ni
Section Na

Change...

Insert Program

CX-Programmer v9.5

o

i Memory
=% Programs

B

ﬂork Online
Start PLC-PT Integrated Simulation

Work Online Simulator

A

E@ MewPr
b Syn

=5

PLC Error Sirnulator

PP Sec

&

Operating Mode

Menitoring

31. Go to View>Windows—>Watch

About to connect to the PLC.
Do you wish te continue 7

MewPLC1[CI2H]
- UsB

[

=] Untitled - CX-Programmer - [[Running] - NewPLC1.Ne!
@ File Edit | View | Insert  PLC  Program  Simulation Tools Window Help
(D@ oms 'bruloew|[alem|m% s
7( [FH Diagram Alt+D = 7
Q%Q [=] Mnemanics Alt+M JI'M"I_'0'9"E-QVEI_IM'HJ"‘""‘|@1
,E BEE G Cross-Reference Report Alt+X * HJ = |% | TS e WO MR
- Memaory View
‘ To Lower Layer Shift+F
—— ram Name : NewProgram1]
EI--% NewPro tTo UFper Layer
é,...ﬁ % Monitor FB Instance jon Hame : Sectiont]
""" = Check usage including unused cevioceeiy
IE Show Rung Annotation Lists Alt+A :
@ Show Symbel Comments LU S S i
,@ Show Program/Section Cormments Alt+Q
m Show in RungWrap
i TR Multi-Interlock Map
Meonitering Data Type 4
Toolbars...
,@Workspace Alt+1
v Status Bar E Qutput Alt+2
..... IFF Function Key Guidance Ctrl+5Shift+F ﬂatch Alt+3
Information Window Ctrl+Shift+| Address Reference Tool Alt+4
Rezet Window Environment Hj FB/Structure Instance Viewer Alt+5
Show as 4 PLC Memary Backup Status
% Monitoring
i Grid G

46



11/21/2017 XS/SC26-2E (FID 2 1716-) Industrial Ethernet User’s Guide

32. Click on the top line in the Watch window.
[Le]
'\ Project / =l Mame: | Address or Value: Commen

5" PLC Na...| Name | Address | Data Type / Format | FB Usage| Value | Value(... | Comment |

"‘__ [ N S

33. Add some registers to the watch window.

Edit dialog ﬂ
PLLC: INEWF‘LE'I j
Mame or address: IDDDUDU Browse. . |
[ ata Twpe / Format: IINT [Signed Decimal.Channel] LI
ak I Cancel |
—__ (e e ey e | [Py
11
Project}' ﬂ;” Marne: | Address or Value: |—
ﬂ PLC Ma... | MName Address | Data Type / Format | FE Usage| Walue | Value(Binary) Commen
MNewPLC1 Do IMT (Signed Decimal, Channel) +2 Q000 0000 D00 0010
MNewPLC1 D1 IMT (Signed Decimal,Channel) 0 Q000 0000 DOOD D000
MNewPLC1 D2 IMT (Signed Decimal, Channel) 0 0000 0000 DODD DODO
MewPLC1 D3 IMT (Signed Decimal,Channel) 0 Q000 0000 (OO0 D000
I ./ ' | |

In the watch window above, we see 4 registers of Safety Controller Output (PLC Input) data. Notice how Virtual Output #2 is
currently on (DO register, bit 1).
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Chapter 3: Modbus/TCP

The Modbus/TCP protocol provides device information using register and coil banks defined by the slave
device. This section defines the register and coil banks. By specification, Modbus/TCP uses TCP port 502.
The XS/SC26 does not support a Unit ID of 0 (sometimes called Slave ID or Device ID).

The following registers are used to send output values from the safety controller to the PLC. These can
be read as Input Registers (30000) using Modbus function code 04 (Read Input Registers). The same
values can also be read as Holding Registers (40000) using Modbus function code 03 (Read Holding
Registers). The status information for all the virtual outputs and their fault flags, contained in the first 8
registers, can also be read as Inputs (10000) using Modbus function code 02 (Read Input Status).

The First 64 Virtual Outputs and Virtual Output Faults
(Inputs 10001-10128)
02: Read Input Status

Input # NAME Input # NAME
10001 Vo1 10065 VO1 Fault bit
10002 V02 10066 VO2 Fault bit
NOTE: 10003 VO3 10067 VO3 Fault bit
FID 2 safety
controllers differ 10063 V063 10127 V063 Fault bit
from FID 1 models 10064 V064 10128 V064 Fault bit
in that FID 2 no
longer allows
access to the first All 256 Virtual Outputs and Virtual Output Faults
64 Virtual Outputs (Inputs 11001-11256, 12001-12256)
using Modbus/TCP 02: Read Input Status
Coils 0001-00064, Input # NAME Input # NAME
nor the first 64 11001 VOl 12001 VO1 Fault bit
. 11002 V02 12002 VO2 Fault bit
Virtual Output 11003 VO3 12003 VO3 Fault bit
Faults bits using
Modbus/TCP Coils 11255 V0255 12255 V0255 Fault bit
00065 — 00128. 11256 V0256 12256 V0256 Fault bit

Virtual Input, Virtual Reset/Cancel Delay Control and Feedback

(Coils 3001-30064, 4001-4016, Inputs 15001-15016)
05: Write Single Coil; 02: Read Input Status

Coil # NAME Input # NAME

3001 VI1 On/Off 15001 VRCD1 Feedback
3002 VI2 On/Off 15002 VRCD2 Feedback
3064 VI 64 On/Off 15016 VRCD16 Feedback
4001 VRCD1 On/Off

4002 VRCD2 On/Off

4016 VRCD16 On/Off
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Input Holding
REG # REG # WORD NAME DATA TYPE
1 1 VO1 - V016 (see Flags, section 3.1) 16-bit integer
2 2 V017 — V032 (see Flags, section 3.1) 16-bit integer
3 3 V033 - V048 (see Flags, section 3.1) 16-bit integer
4 4 V049 — V064 (see Flags, section 3.1) 16-bit integer
5 5 Fault bits for VO1 — VO16 (see Flags, section 3.1) 16-bit integer
6 6 Fault bits for VO17 — V032 (see Flags, section 3.1) 16-bit integer
7 7 Fault bits for VO33 — V048 (see Flags, section 3.1) 16-bit integer
8 8 Fault bits for VO49 — VO64 (see Flags, section 3.1) 16-bit integer
9 Virtual Input On/Off (1-16) 16-bit integer
10 Virtual Input On/Off (17-32) 16-bit integer
11 Virtual Input On/Off (33-48) 16-bit integer
12 Virtual Input On/Off (49-64) 16-bit integer
13-16 13-16 reserved 16-bit integer
17 Virtual Reset/Cancel Delay (1-16) [RCD Register 16-bit integer
Bits]
18 18 reserved 16-bit integer
19 RCD Actuation Code [RCD Enable Register] 16-bit integer
20 20 Virtual Reset/Cancel Delay (1-16) Feedback [RCD 16-bit integer
Feedback Register Bits]
21 21 reserved 16-bit integer
22 22 RCD Actuation Code Feedback [RCD Enable 16-bit integer
Feedback Register]
23-40 23-40 reserved 16-bit integer
41 41 VO1 Fault Index 16-bit integer
42 42 VO2 Fault Index 16-bit integer
43 43 VO3 Fault Index 16-bit integer
44 44 VO4 Fault Index 16-bit integer
45 45 VOG5 Fault Index 16-bit integer
46 46 VOG6 Fault Index 16-bit integer
47 47 VO7 Fault Index 16-bit integer
48 48 V08 Fault Index 16-bit integer
49 49 V09 Fault Index 16-bit integer
50 50 V010 Fault Index 16-bit integer
51 51 V011 Fault Index 16-bit integer
52 52 V012 Fault Index 16-bit integer
53 53 V013 Fault Index 16-bit integer
54 54 V014 Fault Index 16-bit integer
55 55 VO15 Fault Index 16-bit integer
56 56 VO16 Fault Index 16-bit integer
57 57 VO17 Fault Index 16-bit integer
58 58 VO18 Fault Index 16-bit integer
59 59 VO19 Fault Index 16-bit integer
60 60 V020 Fault Index 16-bit integer
61 61 V021 Fault Index 16-bit integer
62 62 V022 Fault Index 16-bit integer
63 63 V023 Fault Index 16-bit integer
64 64 V024 Fault Index 16-bit integer
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65 65 VO25 Fault Index 16-bit integer
66 66 V026 Fault Index 16-bit integer
67 67 VO27 Fault Index 16-bit integer
68 68 V028 Fault Index 16-bit integer
69 69 V029 Fault Index 16-bit integer
70 70 VO30 Fault Index 16-bit integer
71 71 V031 Fault Index 16-bit integer
72 72 V032 Fault Index 16-bit integer
73 73 V033 Fault Index 16-bit integer
74 74 VO34 Fault Index 16-bit integer
75 75 VO35 Fault Index 16-bit integer
76 76 V036 Fault Index 16-bit integer
77 77 V037 Fault Index 16-bit integer
78 78 V038 Fault Index 16-bit integer
79 79 V039 Fault Index 16-bit integer
80 80 V040 Fault Index 16-bit integer
81 81 VOA41 Fault Index 16-bit integer
82 82 V042 Fault Index 16-bit integer
83 83 V043 Fault Index 16-bit integer
84 84 V044 Fault Index 16-bit integer
85 85 VOA45 Fault Index 16-bit integer
86 86 VO46 Fault Index 16-bit integer
87 87 VOA47 Fault Index 16-bit integer
88 88 V048 Fault Index 16-bit integer
89 89 V049 Fault Index 16-bit integer
90 90 VOS50 Fault Index 16-bit integer
91 91 VO51 Fault Index 16-bit integer
92 92 V052 Fault Index 16-bit integer
93 93 V053 Fault Index 16-bit integer
94 94 V054 Fault Index 16-bit integer
95 95 VOS55 Fault Index 16-bit integer
96 96 VO56 Fault Index 16-bit integer
97 97 VO57 Fault Index 16-bit integer
98 98 VO58 Fault Index 16-bit integer
99 99 VO59 Fault Index 16-bit integer
100 100 VOG60 Fault Index 16-bit integer
101 101 V061 Fault Index 16-bit integer
102 102 V062 Fault Index 16-bit integer
103 103 V063 Fault Index 16-bit integer
104 104 V064 Fault Index 16-bit integer
105-106 105-106 VO1 Complete Fault Code 32-bit integer
107-108 107-108 V02 Complete Fault Code 32-bit integer
109-110 109-110 VO3 Complete Fault Code 32-bit integer
111-112 111-112 VO4 Complete Fault Code 32-bit integer
113-114 113-114 VO5 Complete Fault Code 32-bit integer
115-116 115-116 VO6 Complete Fault Code 32-bit integer
117-118 117-118 VO7 Complete Fault Code 32-bit integer
119-120 119-120 VO8 Complete Fault Code 32-bit integer
121-122 121-122 VO9 Complete Fault Code 32-bit integer
123-124 123-124 V010 Complete Fault Code 32-bit integer
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125-126 125-126 VO11 Complete Fault Code 32-bit integer
127-128 127-128 V012 Complete Fault Code 32-bit integer
129-130 129-130 VO13 Complete Fault Code 32-bit integer
131-132 131-132 V014 Complete Fault Code 32-bit integer
133-134 133-134 V015 Complete Fault Code 32-bit integer
135-136 135-136 V016 Complete Fault Code 32-bit integer
137-138 137-138 V017 Complete Fault Code 32-bit integer
139-140 139-140 V018 Complete Fault Code 32-bit integer
141-142 141-142 V019 Complete Fault Code 32-bit integer
143-144 143-144 V020 Complete Fault Code 32-bit integer
145-146 145-146 V021 Complete Fault Code 32-bit integer
147-148 147-148 V022 Complete Fault Code 32-bit integer
149-150 149-150 V023 Complete Fault Code 32-bit integer
151-152 151-152 V024 Complete Fault Code 32-bit integer
153-154 153-154 V025 Complete Fault Code 32-bit integer
155-156 155-156 V026 Complete Fault Code 32-bit integer
157-158 157-158 V027 Complete Fault Code 32-bit integer
159-160 159-160 V028 Complete Fault Code 32-bit integer
161-162 161-162 V029 Complete Fault Code 32-bit integer
163-164 163-164 VO30 Complete Fault Code 32-bit integer
165-166 165-166 V031 Complete Fault Code 32-bit integer
167-168 167-168 V032 Complete Fault Code 32-bit integer
169-170 169-170 V033 Complete Fault Code 32-bit integer
171-172 171-172 VO34 Complete Fault Code 32-bit integer
173-174 173-174 VO35 Complete Fault Code 32-bit integer
175-176 175-176 V036 Complete Fault Code 32-bit integer
177-178 177-178 V037 Complete Fault Code 32-bit integer
179-180 179-180 V038 Complete Fault Code 32-bit integer
181-182 181-182 V039 Complete Fault Code 32-bit integer
183-184 183-184 V040 Complete Fault Code 32-bit integer
185-186 185-186 V041 Complete Fault Code 32-bit integer
187-188 187-188 V042 Complete Fault Code 32-bit integer
189-190 189-190 V043 Complete Fault Code 32-bit integer
191-192 191-192 V044 Complete Fault Code 32-bit integer
193-194 193-194 V045 Complete Fault Code 32-bit integer
195-196 195-196 V046 Complete Fault Code 32-bit integer
197-198 197-198 V047 Complete Fault Code 32-bit integer
199-200 199-200 V048 Complete Fault Code 32-bit integer
201-202 201-202 V049 Complete Fault Code 32-bit integer
203-204 203-204 VO50 Complete Fault Code 32-bit integer
205-206 205-206 VO51 Complete Fault Code 32-bit integer
207-208 207-208 V052 Complete Fault Code 32-bit integer
209-210 209-210 V053 Complete Fault Code 32-bit integer
211-212 211-212 V054 Complete Fault Code 32-bit integer
213-214 213-214 VO55 Complete Fault Code 32-bit integer
215-216 215-216 VO56 Complete Fault Code 32-bit integer
217-218 217-218 VO57 Complete Fault Code 32-bit integer
219-220 219-220 V058 Complete Fault Code 32-bit integer
221-222 221-222 V059 Complete Fault Code 32-bit integer
223-224 223-224 V060 Complete Fault Code 32-bit integer
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225-226 225-226 V061 Complete Fault Code 32-bit integer

227-228 227-228 V062 Complete Fault Code 32-bit integer

229-230 229-230 V063 Complete Fault Code 32-bit integer

231-232 231-232 V064 Complete Fault Code 32-bit integer

233-34 233-34 Fault #1 Time Stamp 32-bit integer

235-42 235-42 Fault #1 Name of I/O or System 2-word length + 12-ASCII
chars

243 243 Fault #1 Error Code 16-bit integer

244 244 Fault #1 Advanced Error Code 16-bit integer

245 245 Fault #1 Error Message Index 16-bit integer

246-47 246-47 reserved 16-bit integer

248-49 248-49 Fault #2 Time Stamp 32-bit integer

250-57 250-57 Fault #2 Name of I/O or System 2-word length + 12-ASClI
chars

258 258 Fault #2 Error Code 16-bit integer

259 259 Fault #2 Advanced Error Code 16-bit integer

260 260 Fault #2 Error Message Index 16-bit integer

261-62 261-62 reserved 16-bit integer

263-64 263-64 Fault #3 Time Stamp 32-bit integer

265-72 265-72 Fault #3 Name of I/O or System 2-word length + 12-ASClI
chars

273 273 Fault #3 Error Code 16-bit integer

274 274 Fault #3 Advanced Error Code 16-bit integer

275 275 Fault #3 Error Message Index 16-bit integer

276-77 276-77 reserved 16-bit integer

278-79 278-79 Fault #4 Time Stamp 32-bit integer

280-87 280-87 Fault #4 Name of I/O or System 2-word length + 12-ASCI|
chars

288 288 Fault #4 Error Code 16-bit integer

289 289 Fault #4 Advanced Error Code 16-bit integer

290 290 Fault #4 Error Message Index 16-bit integer

291-92 291-92 reserved 16-bit integer

293-94 293-94 Fault #5 Time Stamp 32-bit integer

295-302 295-302 Fault #5 Name of I/O or System 2-word length + 12-ASClI
chars

303 303 Fault #5 Error Code 16-bit integer

304 304 Fault #5 Advanced Error Code 16-bit integer

305 305 Fault #5 Error Message Index 16-bit integer

306-07 306-07 reserved 16-bit integer

308-09 308-09 Fault #6 Time Stamp 32-bit integer

310-17 310-17 Fault #6 Name of I/O or System 2-word length + 12-ASCII
chars

318 318 Fault #6 Error Code 16-bit integer

319 319 Fault #6 Advanced Error Code 16-bit integer

320 320 Fault #6 Error Message Index 16-bit integer

321-22 321-22 reserved 16-bit integer

323-24 323-24 Fault #7 Time Stamp 32-bit integer

325-32 325-32 Fault #7 Name of I/O or System 2-word length + 12-ASClI
chars

333 333 Fault #7 Error Code 16-bit integer

334 334 Fault #7 Advanced Error Code 16-bit integer
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335 335 Fault #7 Error Message Index 16-bit integer
336-37 336-37 reserved 16-bit integer
338-39 338-39 Fault #8 Time Stamp 32-bit integer
340-47 340-47 Fault #8 Name of I/O or System 2-word length + 12-ASClI
chars
348 348 Fault #8 Error Code 16-bit integer
349 349 Fault #8 Advanced Error Code 16-bit integer
350 350 Fault #8 Error Message Index 16-bit integer
351-52 351-52 reserved 16-bit integer
353-54 353-54 Fault #9 Time Stamp 32-bit integer
355-62 355-62 Fault #9 Name of I/O or System 2-word length + 12-ASCII
chars
363 363 Fault #9 Error Code 16-bit integer
364 364 Fault #9 Advanced Error Code 16-bit integer
365 365 Fault #9 Error Message Index 16-bit integer
366-67 366-67 reserved 16-bit integer
368-69 368-69 Fault #10 Time Stamp 32-bit integer
370-77 370-77 Fault #10 Name of I/O or System 2-word length + 12-ASClI
chars
378 378 Fault #10 Error Code 16-bit integer
379 379 Fault #10 Advanced Error Code 16-bit integer
380 380 Fault #10 Error Message Index 16-bit integer
381-82 381-82 reserved 16-bit integer
383-84 383-84 Seconds Since Boot 32-bit integer
385 385 Operating Mode 16-bit integer
386-95 386-95 ConfigName 2-word length + 16-ASCI|
chars
396-97 396-97 Config CRC 32-bit integer
398-900 398-900 reserved 16-bit integer
901 901 VO1 - V016 (see Flags, section 3.1) 16-bit integer
902 902 V017 — V032 (see Flags, section 3.1) 16-bit integer
903 903 V033 — V048 (see Flags, section 3.1) 16-bit integer
904 904 V049 — V064 (see Flags, section 3.1) 16-bit integer
905 905 V065 — V080 (see Extended Flags, section 3.1.1) 16-bit integer
906 906 V081 — V096 (see Extended Flags, section 3.1.1) 16-bit integer
907 907 V097 — V0112 (see Extended Flags, section 3.1.1) 16-bit integer
908 908 V0113 — V0128 (see Extended Flags, section 3.1.1) | 16-bit integer
909 909 V0129 — V0144 (see Extended Flags, section 3.1.1) | 16-bit integer
910 910 V0145 - V0160 (see Extended Flags, section 3.1.1) | 16-bit integer
911 911 V0161 — V0176 (see Extended Flags, section 3.1.1) | 16-bit integer
912 912 V0177 — V0192 (see Extended Flags, section 3.1.1) | 16-bit integer
913 913 V0193 — V0208 (see Extended Flags, section 3.1.1) | 16-bit integer
914 914 V0209 — V0224 (see Extended Flags, section 3.1.1) | 16-bit integer
915 915 V0225 - V0240 (see Extended Flags, section 3.1.1) | 16-bit integer
916 916 V0241 - V0256 (see Extended Flags, section 3.1.1) | 16-bit integer
917 917 Fault bits for VO1 — VO16 (see Flags, section 3.1) 16-bit integer
918 918 Fault bits for VO17 — VO32 (see Flags, section 3.1) 16-bit integer
919 919 Fault bits for VO33 — V048 (see Flags, section 3.1) 16-bit integer
920 920 Fault bits for VO49 — VO64 (see Flags, section 3.1) 16-bit integer
921 921 Fault bits for VO65 — VO80 (see Extended Flags, 16-bit integer
section 3.1.1)
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922 922 Fault bits for VO81 — V096 (see Extended Flags, 16-bit integer
section 3.1.1)

923 923 Fault bits for VO97 — VO112 (see Extended Flags, 16-bit integer
section 3.1.1)

924 924 Fault bits for VO113 — V0128 (see Extended Flags, 16-bit integer
section 3.1.1)

925 925 Fault bits for VO129 — V0144 (see Extended Flags, 16-bit integer
section 3.1.1)

926 926 Fault bits for VO145 — VO160 (see Extended Flags, 16-bit integer
section 3.1.1)

926 926 Fault bits for VO161 — VO176 (see Extended Flags, 16-bit integer
section 3.1.1)

928 928 Fault bits for VO177 — V0192 (see Extended Flags, 16-bit integer
section 3.1.1)

929 929 Fault bits for VO193 — V0208 (see Extended Flags, 16-bit integer
section 3.1.1)

930 930 Fault bits for VO209 — V0224 (see Extended Flags, 16-bit integer
section 3.1.1)

931 931 Fault bits for VO225 — V0240 (see Extended Flags, 16-bit integer
section 3.1.1)

932 932 Fault bits for VO241 — V0256 (see Extended Flags, 16-bit integer
section 3.1.1)

933-934 933-934 RCD bits feedback 32-bit integer

935 935 RCD Enable feedback 16-bit integer

936 936 VO1 Fault Index 16-bit integer

937 V02 Fault Index 16-bit integer

938 VO3 Fault Index 16-bit integer

1190 1190 V0256 Fault Index 16-bit integer

1191-1192 | 1191-1192 VO1 Complete Fault Code 32-bit integer

1193-1194 | 1193-1194 V02 Complete Fault Code 32-bit integer

1195-1196 | 1195-1196 VO3 Complete Fault Code 32-bit integer

1197-1198 | 1197-1198 VO4 Complete Fault Code 32-bit integer

1702-1703 | 1702-1703 V0256 Complete Fault Code 32-bit integer
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3.1 Flags
Registers 1 through 8, defined below, appear as the first 8 words in register map. This represents the
first 64 virtual outputs and the associated fault flags. The information in these registers can be read as
Input Registers (30000) using Modbus function code 04 (Read Input Registers). The same values can also
be read as Holding Registers (40000) using Modbus function code 03 (Read Holding Registers).

Virtual Output 1-16
PLC Input register 30001 or Holding Register 40001, also Inputs 10001-16 or Coils 00001-16
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bit15 | bit14 [ bit13 [ bit12 [ bit11 [ bit10 | bit9 | bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bitl | bit0
vo16 | vo1s | vo14 | vo13 | vo12 | vo11 [ voio | vog | vos | vo7 | voe | vos | vo4 | vo3 | voz2 | voi
Virtual Output 17-32

PLC Input register 30002 or Holding Register 40002, also Inputs 10017-32 or Coils 00017-32

bit15 | bit14 | bit13 [ bit12 | bit11 [ bit10 | bit9 [ bit8 | bit7 | bit6 | bit5 [ bit4 | bit3 | bit2 [ bitl | bit0
v032 | vo31 [ vo3o | vo29 | vo28 | vo27 [ vo26 | vo2s | vo24 | vo23 | vo22 | vo21 | vo20 | vo19 | vois | vo17
Virtual Output 33-48

PLC Input register 30003 or Holding Register 40003, also Inputs 10033-48 or Coils 00033-48

bit15 | bit14 [ bit13 [ bit12 [ bit11 [ bit10 | bit9 | bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bitl | bit0
vo48 | vo47 | voae | voas | voas | voa3 | vos2 | vosr | voso | vo3g | vo3s | vo37 | voss | vo3s | vos4 | vos3
Virtual Output 49-64

PLC Input register 30004 or Holding Register 40004, also Inputs 10049-64 or Coils 00049-64

bit15 | bit14 | bit13 [ bit12 | bit11 [ bit10 | bit9 [ bit8 | bit7 | bit6 | bit5 [ bit4 | bit3 | bit2 [ bitl | bit0
VO64 | VO63 V062 | VO61 | VO60 | VO59 | VO58 | VO57 VO56 | VO55 | vO54 | VO53 V052 | VO51 VO50 | VO49
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Virtual Output Fault 1-16
PLC Input register 30005 or Holding Register 40005, also Inputs 10033-48 or Coils 00033-48

bit 15 | bit14 | bit13 | bit12 | bit1l | bit10 | bit9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0

V016 | VO15 V014 | V013 V012 V011 V010 V09 V08 VO7 VO6 VOS5 vO4 VO3 V02 Vo1
fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

Virtual Output Fault 17-32
PLC Input register 30006 or Holding Register 40006, also Inputs 10049-64 or Coils 00049-64

bit 15 | bit14 | bit13 | bit12 | bit11l | bit10 | bit9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0

VO32 | VO31 | VO30 | VO29 | V028 | VO27 | VO26 | VO25 | VO24 | vO23 | V022 | VO21 | vO20 | VO19 | VvO18 | VO17
fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

Virtual Output Fault 33-48
PLC Input register 30007 or Holding Register 40007, also Inputs 10033-48 or Coils 00033-48

bit 15 | bit14 | bit13 | bit12 | bit1l | bit10 | bit9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0

VO48 | VO47 | VO46 | VO45 | VO44 | VO43 | VO42 | VO41 | vO40 | VO39 | vO38 | VO37 | VO36 | VO35 | VO34 | V033
fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

Virtual Output Fault 49-64
PLC Input register 30008 or Holding Register 40008, also Inputs 10049-64 or Coils 00049-64

bit15 | bit14 | bit13 | bit12 | bit1l | bit10 | bit9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0

VO64 | VO63 | VO62 | VO61 | VO60 | VO59 | VO58 | VO57 | VO56 | VO55 | VO54 | VO53 | VO52 | VO51 | VO50 | VO49
fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

3.1.1 Extended Flags
All 256 Virtual Outputs can be accessed in a way similar to that seen in section 3.1.

Inputs 11001 through 11256 represent all 256 possible Virtual Outputs. These Virtual Outputs can also
be read as Input Registers 901-916 or Holding Registers 901-916.

Inputs 12001 through 12256 are all 256 Virtual Output Faults. These Virtual Output Faults can also be
read as Input Registers 917-932 or Holding Registers 917-932.
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Chapter 4: PCCC

Allen-Bradley’s PLC5 and SLC 500 family of devices use PCCC communications protocol. The safety
controller will support these PLCs using an input register array. The term “Input” is from the point of
view of the PLC.

4.1 PLC Configuration

The images below represent a typical configuration:
1. Read. Message command reading from N7 table on safety controller

Enor Description

Mo emors

Local / Remote MultiHop: [Yes |

MSG - N20:0 ; (51 Elements) = E] S
MultiHon |
This Contraller Control Bits —
Communication Command. [PLCS Fead Ignare if timed out (T0): 0 |
Data Table Address: [N7-0 Ta be retried [MR]: |0 |
Size in Elementsz. {100 Auwaiting Execution [E%): [0 ]
Channel: [1 Continuous Fun [CO): E
= Enor [ER):[0]
Target Device Ieszage done [DM): E
Meszage Timeout Message Transmitting (5T): [1]
Data Table Address Message Enabled [EM): [1]
Waiting for Queue Space : E

Error-

Error Code[Hex]: 0

2. Read. IP Address of the safety controller is entered here.

MSG - N20:0 : (51 Elements) o[- [
General l
Ing = Add Hop Del = Remove Hop
From Device | Fram Port | ToAddress Type ] ToAddress
Thig 5LC 5/05 Channel 1 EtherMet/IF Device [str] 19216B.0128

Write. Message command writing to N11 table on safety controller.
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MSG - MG:1 : (1 Elernents) =R E=R [

This Contraller Cantral Bits
Ignore if timed out [TO): E

| Break Connection [BK): E
Awaiting Execution [E]:

Channel: (1 [Integral
Communication Command: [PLCS 'wrike
Data Table Address: [M14:0

Size in Elements: E Eiror (R E

— Target Device Message done [DM]: E
Message Timeout : Message Transmitting [ST): E

Data Table Address: Message Enabled [EM]:

Lacal ! Remate MuliHop:
Routing Information File[R1]: [R110:1 Emor

Error Code[Hex): 0

Errar Description

Mo ermorz

3. Write. IP Address of the safety controller is entered here.
MSG - MG3:1 : (1 Elements) fol ===

General ]
Ing = Add Hop Del = Remove Hop
From Device Fram Port To Address Tupe | To Address
This MicroLagix Channel 1 EtherMet/IP Device [str) 192168.0.128
< T (3
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4.2 Outputs from Safety Controller (Inputs to PLC)
The Output registers are used to push output values from the safety controller to the PLC. MSG

(message) commands are used to Read (N7) from the controller.

N7 REGS

REG # WORD NAME DATA TYPE

0 VO1 - V016 (see Flags, section 4.4) 16-bit integer
1 V017 — V032 (see Flags, section 4.4) 16-bit integer
2 V033 - V048 (see Flags, section 4.4) 16-bit integer
3 V049 — V064 (see Flags, section 4.4) 16-bit integer
4 Fault bits for VO1 — VO16 (see Flags, section 4.4) 16-bit integer
5 Fault bits for VO17 — V032 (see Flags, section 4.4) 16-bit integer
6 Fault bits for VO33 — V048 (see Flags, section 4.4) 16-bit integer
7 Fault bits for VO49 — V064 (see Flags, section 4.4) 16-bit integer
8-39 reserved 16-bit integer
40 VO1 Fault Index 16-bit integer
41 VO2 Fault Index 16-bit integer
42 VO3 Fault Index 16-bit integer
43 VO4 Fault Index 16-bit integer
44 VOG5 Fault Index 16-bit integer
45 VOG6 Fault Index 16-bit integer
46 VO7 Fault Index 16-bit integer
47 VO8 Fault Index 16-bit integer
48 VO9 Fault Index 16-bit integer
49 VO10 Fault Index 16-bit integer
50 V011 Fault Index 16-bit integer
51 V012 Fault Index 16-bit integer
52 V013 Fault Index 16-bit integer
53 V014 Fault Index 16-bit integer
54 VO15 Fault Index 16-bit integer
55 V016 Fault Index 16-bit integer
56 V017 Fault Index 16-bit integer
57 V018 Fault Index 16-bit integer
58 V019 Fault Index 16-bit integer
59 V020 Fault Index 16-bit integer
60 V021 Fault Index 16-bit integer
61 V022 Fault Index 16-bit integer
62 V023 Fault Index 16-bit integer
63 V024 Fault Index 16-bit integer
64 VO25 Fault Index 16-bit integer
65 V026 Fault Index 16-bit integer
66 VO27 Fault Index 16-bit integer
67 V028 Fault Index 16-bit integer
68 V029 Fault Index 16-bit integer
69 VO30 Fault Index 16-bit integer
70 V031 Fault Index 16-bit integer
71 V032 Fault Index 16-bit integer
72 V033 Fault Index 16-bit integer
73 VO34 Fault Index 16-bit integer
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74 VO35 Fault Index 16-bit integer
75 VO36 Fault Index 16-bit integer
76 V037 Fault Index 16-bit integer
77 V038 Fault Index 16-bit integer
78 V039 Fault Index 16-bit integer
79 V040 Fault Index 16-bit integer
80 V041 Fault Index 16-bit integer
81 V042 Fault Index 16-bit integer
82 V043 Fault Index 16-bit integer
83 V044 Fault Index 16-bit integer
84 V045 Fault Index 16-bit integer
85 V046 Fault Index 16-bit integer
86 V047 Fault Index 16-bit integer
87 V048 Fault Index 16-bit integer
88 V049 Fault Index 16-bit integer
89 VOS50 Fault Index 16-bit integer
90 VO51 Fault Index 16-bit integer
91 VO52 Fault Index 16-bit integer
92 VO53 Fault Index 16-bit integer
93 VO54 Fault Index 16-bit integer
94 VOS5 Fault Index 16-bit integer
95 VO56 Fault Index 16-bit integer
96 VO57 Fault Index 16-bit integer
97 VO58 Fault Index 16-bit integer
98 V059 Fault Index 16-bit integer
99 VO60 Fault Index 16-bit integer
100 V061 Fault Index 16-bit integer
101 V062 Fault Index 16-bit integer
102 V063 Fault Index 16-bit integer
103 V064 Fault Index 16-bit integer
104-231 reserved 16-bit integer
232-33 Fault #1 Time Stamp 32-bit integer
234-41 Fault #1 Name of I/O or System 2-word length + 12-ASClI
chars
242 Fault #1 Error Code 16-bit integer
243 Fault #1 Advanced Error Code 16-bit integer
244 Fault #1 Error Message Index 16-bit integer
245-46 reserved 16-bit integer
247-48 Fault #2 Time Stamp 32-bit integer
249-56 Fault #2 Name of I/O or System 2-word length + 12-ASClI
chars
257 Fault #2 Error Code 16-bit integer
258 Fault #2 Advanced Error Code 16-bit integer
259 Fault #2 Error Message Index 16-bit integer
260-61 reserved 16-bit integer
262-63 Fault #3 Time Stamp 32-bit integer
264-71 Fault #3 Name of I/O or System 2-word length + 12-ASClI
chars
272 Fault #3 Error Code 16-bit integer
273 Fault #3 Advanced Error Code 16-bit integer
274 Fault #3 Error Message Index 16-bit integer

60




11/21/2017

XS/SC26-2E (FID 2 1716-) Industrial Ethernet User’s Guide

275-76 reserved 16-bit integer

277-78 Fault #4 Time Stamp 32-bit integer

279-86 Fault #4 Name of I/O or System 2-word length + 12-ASClI
chars

287 Fault #4 Error Code 16-bit integer

288 Fault #4 Advanced Error Code 16-bit integer

289 Fault #4 Error Message Index 16-bit integer

290-91 reserved 16-bit integer

292-93 Fault #5 Time Stamp 32-bit integer

294-301 Fault #5 Name of I/O or System 2-word length + 12-ASClI
chars

302 Fault #5 Error Code 16-bit integer

303 Fault #5 Advanced Error Code 16-bit integer

304 Fault #5 Error Message Index 16-bit integer

305-6 reserved 16-bit integer

307-8 Fault #6 Time Stamp 32-bit integer

309-16 Fault #6 Name of I/O or System 2-word length + 12-ASClI
chars

317 Fault #6 Error Code 16-bit integer

318 Fault #6 Advanced Error Code 16-bit integer

319 Fault #6 Error Message Index 16-bit integer

320-21 reserved 16-bit integer

322-23 Fault #7 Time Stamp 32-bit integer

324-31 Fault #7 Name of I/O or System 2-word length + 12-ASClI
chars

332 Fault #7 Error Code 16-bit integer

333 Fault #7 Advanced Error Code 16-bit integer

334 Fault #7 Error Message Index 16-bit integer

335-36 reserved 16-bit integer

337-38 Fault #8 Time Stamp 32-bit integer

339-46 Fault #8 Name of I/O or System 2-word length + 12-ASClI
chars

347 Fault #8 Error Code 16-bit integer

348 Fault #8 Advanced Error Code 16-bit integer

349 Fault #8 Error Message Index 16-bit integer

350-51 reserved 16-bit integer

352-53 Fault #9 Time Stamp 32-bit integer

354-61 Fault #9 Name of I/O or System 2-word length + 12-ASClI
chars

362 Fault #9 Error Code 16-bit integer

363 Fault #9 Advanced Error Code 16-bit integer

364 Fault #9 Error Message Index 16-bit integer

365-66 reserved 16-bit integer

367-68 Fault #10 Time Stamp 32-bit integer

369-76 Fault #10 Name of I/O or System 2-word length + 12-ASClI
chars

377 Fault #10 Error Code 16-bit integer

378 Fault #10 Advanced Error Code 16-bit integer

379 Fault #10 Error Message Index 16-bit integer

380-81 reserved 16-bit integer

382-83 Seconds Since Boot 32-bit integer
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384 Operating Mode 16-bit integer
385-94 ConfigName 2-word length + 16-ASClI
chars

395-96 Config CRC 32-bit integer

397-899 reserved 16-bit integer

900 VO1 - V016 (see Flags, section 4.4) 16-bit integer

901 V017 — V032 (see Flags, section 4.4) 16-bit integer

902 V033 - V048 (see Flags, section 4.4) 16-bit integer

903 V049 — V064 (see Flags, section 4.4) 16-bit integer

904 V065 — V080 (see Extended Flags, section 4.4.1) 16-bit integer

905 V081 — V096 (see Extended Flags, section 4.4.1) 16-bit integer

906 V097 — V0112 (see Extended Flags, section 4.4.1) 16-bit integer

907 V0113 — V0128 (see Extended Flags, section 4.4.1) 16-bit integer

908 V0129 — V0144 (see Extended Flags, section 4.4.1) 16-bit integer

909 V0145 — V0160 (see Extended Flags, section 4.4.1) 16-bit integer

910 V0161 — V0176 (see Extended Flags, section 4.4.1) 16-bit integer

911 V0177 — V0192 (see Extended Flags, section 4.4.1) 16-bit integer

912 V0193 — V0208 (see Extended Flags, section 4.4.1) 16-bit integer

913 V0209 — V0224 (see Extended Flags, section 4.4.1) 16-bit integer

914 V0225 — V0240 (see Extended Flags, section 4.4.1) 16-bit integer

915 V0241 — V0256 (see Extended Flags, section 4.4.1) 16-bit integer

916 Fault bits for VO1 — VO16 (see Flags, section 4.4) 16-bit integer

917 Fault bits for VO17 — V032 (see Flags, section 4.4) 16-bit integer

918 Fault bits for VO33 — V048 (see Flags, section 4.4) 16-bit integer

919 Fault bits for VO49 — V064 (see Flags, section 4.4) 16-bit integer

920 Fault bits for VO65 — VO80 (see Extended Flags, 16-bit integer
section 4.4.1)

921 Fault bits for VO81 — V096 (see Extended Flags, 16-bit integer
section 4.4.1)

922 Fault bits for VO97 — VO112 (see Extended Flags, 16-bit integer
section 4.4.1)

923 Fault bits for VO113 — VO128 (see Extended Flags, 16-bit integer
section 4.4.1)

924 Fault bits for VO129 — V0144 (see Extended Flags, 16-bit integer
section 4.4.1)

925 Fault bits for VO145 — VO160 (see Extended Flags, 16-bit integer
section 4.4.1)

926 Fault bits for VO161 — VO176 (see Extended Flags, 16-bit integer
section 4.4.1)

927 Fault bits for VO177 — V0192 (see Extended Flags, 16-bit integer
section 4.4.1)

928 Fault bits for VO193 — V0208 (see Extended Flags, 16-bit integer
section 4.4.1)

929 Fault bits for VO209 — V0224 (see Extended Flags, 16-bit integer
section 4.4.1)

930 Fault bits for VO225 — V0240 (see Extended Flags, 16-bit integer
section 4.4.1)

931 Fault bits for VO241 — V0256 (see Extended Flags, 16-bit integer
section 4.4.1)

932-933 RCD bits feedback 32-bit integer

934 RCD Enable feedback 16-bit integer
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935 VO1 Fault Index 16-bit integer
936 VO2 Fault Index 16-bit integer
937 VO3 Fault Index 16-bit integer
1190 V0256 Fault Index 16-bit integer
1191-1192 | VO1 Complete Fault Code 32-bit integer
1193-1194 | VO2 Complete Fault Code 32-bit integer
1195-1196 | VO3 Complete Fault Code 32-bit integer
1197-1198 | VO4 Complete Fault Code 32-bit integer
1701-1702 | VO256 Complete Fault Code 32-bit integer

4.3 Inputs to Safety Controller (Outputs from PLC)

The Input registers are used to send information to the safety controller from the PLC. MSG (message)
commands are used to Write (N11) to the controller.

N11 REGS
REG # WORD NAME DATA TYPE
0-7 reserved 16-bit integer
8 Virtual Input On/Off (1-16) 16-bit integer
9 Virtual Input On/Off (17-32) 16-bit integer
10 Virtual Input On/Off (33-48) 16-bit integer
11 Virtual Input On/Off (49-64) 16-bit integer
12-15 reserved 16-bit integer
16 Virtual Reset/Cancel Delay (1-16) [RCD Register | 16-bit integer
Bits]
17 reserved 16-bit integer
18 RCD Actuation Code [RCD Enable Register] 16-bit integer
4.4 Flags

Registers 0 through 7, defined below, appear as the first 8 words in the N7 register map.

Register #0, Virtual Output 1-16, Bit Position

15 14 13 12 11 10 9 8 7 5 a4 3 2 1 0
V016 | vo15 | vo14 | vo13 | vo12 | voil | voio | voos | vos | vo7 | voe | vos | voa | vo3 | vo2 | voi
Register #1, Virtual Output 17-32, Bit Position

15 14 13 12 11 10 9 8 7 5 4 3 2 1 0
v032 | vo31 | vo30 | vo29 | vo28 | vo27 | vo26 | voz2s | vo2a | vo23 | vo22 | vo21 | vo2o | vo19 | vois | vo1z
Register #2, Virtual Output 33-48, Bit Position

15 14 13 12 11 10 9 8 7 5 a4 3 2 1 0
vo48 | voa7 | voae | voas | vosa | voas | vos2 | voal | voso | voso | vo3s | vo37 | vo3e | vo3s | vo3a | voss
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15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 [}
vos4 | voe3 | vos2 | voe1 | voeo | vos9 | voss | vos7 | vose | voss | vos4 | vos3 | vos2 | vosi | voso | vo4o
Register #4, Fault Flag bits for Virtual Output 1-16, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
vo16 | vo15 | vo14 | vo13 | vo12 | vo11 [ voio | vos | vos | vo7 | voe | vos | vo4 [ vo3 | voz [ vo1
Register #5, Fault Flag bits for Virtual Output 17-32 Fault Flag, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 [}
v032 | vo31 [ vo3o | vo29 | vo28 | vo27 [ vo26 | vo2s | vo24 | vo23 | vo22 | vo21 | vo20 | vo19 | vois | voi17
Register #6, Fault Flag bits for Virtual Output 33-48, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
vo48 | vo47 | voae | voas | voas | voa3 | vosa2 | vos1 | voso | vo39 | voss | vo37 | voss | voss | voss | voss
Register #7, Fault Flag bits for Virtual Output 49-64, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 [}
vos4 | voe3 | vos2 | voe1 | voeo | vos9 [ voss | vos7 | vose | voss | vos4 | vos3 | vos2 | vosi | voso | vo4o
4.4.1 Flags

All 256 Virtual Outputs can be accessed in a way similar to that seen in section 4.3.

All 256 possible Virtual Outputs can be read as Registers 900-915.

All 256 possible Virtual Output Faults can be read as Registers 916-931.
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Chapter 5: Error Codes

5.1 VO Fault Index

The Virtual Output Fault Index number is a way to represent the Fault Code associated with a given
Virtual Output as a single 16-bit integer. This value is equivalent to the Error Message Index value (from
the table below) for a given Virtual Output.

5.2 Error Code/Advanced Error Code/Error Message Index/Fault Code Table
The Error Code and the Advanced Error Code, taken together, form the Safety Controller Fault Code. The
format for the Fault Code is Error Code ‘dot’ Advanced Error Code; a safety controller Fault Code of 2.1
will be represented by an Error Code of “2” and an Advanced Error Code of “1”. The Error Message Index
is a convenient way to get the complete Fault Code while only reading a single 16-bit register.

For more information on troubleshooting refer to Chapter 9 of the XS/SC26-2 Safety Controller
Instruction Manual.

Adv. Error
Error | Error | Message Fault
Code | Code Index Code Error Message & Remedy

Output Fault

Check for shorts

1 1 101 1.1 Safety Output appears On when it should be Off:

¢ Check for a short to the external voltage source

* Check the DC common wire size connected to the Safety Output loads.

Output Fault

Check for shorts

A Safety Output is sensing a fault to another voltage source while the
output is On:

¢ Check for a short between Safety Outputs

¢ Check for a short to the external voltage source

* Check load device compatibility

* Check the DC common wire size connected to the Safety Output loads.

1 2 102 1.2

Internal Fault

1 3-8 103-108 1.3-1.8 . . .
Internal failure—Contact Banner Engineering

Output Fault
1 9 109 1.9 Internal Relay Failure
Replace Relay module

Output Fault
1 10 110 1.10 Check Input Timing
Sequence timing error: perform a System Reset to clear the fault

Concurrency Fault

Cycle Input

On a dual-channel input with both inputs in the Run state, one input
went to the Stop state

then back to Run:

¢ Check the wiring

¢ Check the input signals

¢ Consider adjusting the debounce times

2 1 201 2.1
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Error
Code

Adv.
Error
Code

Error
Message
Index

Fault
Code

Error Message & Remedy

202

2.2

Simultaneity Fault

Cycle Input

On a dual-channel input, one input went into the Run state but the other
input did not

follow within 3 seconds:

¢ Check the wiring

¢ Check the input signal timing

203

2.3

Concurrency Fault, Channel 1

Cycle Input

On a complementary pair with both inputs in the Run state, one of the
inputs changed to

Stop then back to Run:

¢ Check the wiring

¢ Check the input signals

¢ Check the power supply providing input signals

¢ Consider adjusting the debounce times

204

2.4

Simultaneity Fault, Channel 1

Cycle Input

On a complementary pair, one input went into the Run state but the
other input did not

follow within the time limit:

¢ Check the wiring

¢ Check the input signal timing

205

25

Concurrency Fault, Channel 2

Cycle Input

On a complementary pair with both inputs in the Run state, one of the
inputs changed to

Stop then back to Run:

¢ Check the wiring

¢ Check the input signals

¢ Check the power supply providing input signals

¢ Consider adjusting the debounce times

206

2.6

Simultaneity Fault, Channel 2

Cycle Input

On a complementary pair, one input went into the Run state but the
other input did not

follow within the time limit:

¢ Check the wiring

¢ Check the input signal timing

207

2.7

Internal Fault
Check Terminals
Internal failure—Contact Banner Engineering

208

2.8

Input Fault

Check Input Terminals

Input stuck high:

¢ Check for shorts to other inputs or other voltage sources
¢ Check the input device compatibility
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Error
Code

Adv.
Error
Code

Error
Message
Index

Fault
Code

Error Message & Remedy

209

2.9

Input Fault

Check Input Terminals

Input stuck high:

e Check for shorts to other inputs or other voltage sources
¢ Check the input device compatibility

10

210

2.10

Input Fault
Check Input Terminals
Check for a short between inputs

11

211

2.11

Input Fault
Check Input Terminals
Check for a short to ground

12

212

2.12

Input Fault
Check Input Terminals
Check for a short to ground

13

213

2.13

Input Fault, Safety Mat
Check Input Terminals

Input stuck low

® Check for a short to ground

14

214

2.14

Input Fault, Safety Mat

Check Input Terminals

Missing test pulses:

¢ Check for a short to other inputs or other voltage sources

15

215

2.15

Open Lead, Safety Mat
Check for an open lead

16-18

216-218

2.16-2.18

Input Fault, Safety Mat

Check Input Terminals

Missing test pulses:

¢ Check for a short to other inputs or other voltage sources

19

219

2.19

Open Lead, Safety Mat
Check for an open lead

20

220

2.20

Input Fault, Safety Mat
Check Input Terminals
Missing test pulses:

¢ Check for a short to ground

21

221

2.21

Open Lead, Safety Mat
Check for an open lead

22-23

222-223

2.22-2.23

Input Fault
Check Input Terminals
Check for an unstable signal on the input

24

224

2.24

Input Activated While Bypassed
Perform System Reset

A Two-Hand Control input was activated (turned On) while it was

bypassed.
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Adv.
Error
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Error
Message
Index

Fault
Code

Error Message & Remedy

25

225

2.25

Input Fault

Monitoring Timer Expired Before AVM Closed

After the associated Safety Output turned Off, the AVM input did not
close before its AVM

monitoring time expired:

¢ The AVM may be disconnected. Check the wiring to the AVYM

e Either the AVM is disconnected, or its response to the Safety Output
turning Off is

too slow

¢ Check the wiring to the AVYM

¢ Check the timing setting; increase the setting if necessary

e Contact Banner Engineering

26

226

2.26

Input Fault

AVM Not Closed When Output Turned On

The AVM input was open, but should have been closed, when the
associated Safety Output

was commanded On:

* The AVM may be disconnected. Check the wiring to the AVM

27

227

2.27

Input Fault
Inputs On During Bypass
Contact Banner Engineering

301

3.1

EDM Fault

Check EDM Terminals

EDM contact opened prior to turning On the Safety Outputs:
¢ Check for a stuck On contactor or relay

® Check for an open wire

302

3.2

EDM Fault

Check EDM Terminals

EDM contact(s) failed to close within 250 ms after the Safety Outputs
turned Off:

¢ Check for a slow or stuck On contactor or relay

® Check for an open wire

303

3.3

EDM Fault

Check EDM Terminals

EDM contact(s) opened prior to turning On the Safety Outputs:
¢ Check for a stuck On contactor or relay

¢ Check for an open wire

304

34

EDM Fault

Check EDM Terminals

EDM contact pair mismatched for longer than 250 ms:
¢ Check for a slow or stuck On contactor or relay

® Check for an open wire

305

3.5

EDM Fault
Check EDM Terminals
Check for an unstable signal on the input

306

3.6

EDM Fault
Check EDM Terminals
Check for a short to ground
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Error
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Error Message & Remedy

307

3.7

EDM Fault
Check EDM Terminals
Check for a short between inputs

308

3.8

AVM Fault

Perform System Reset

After this Safety Output turned Off, an AVM input associated with this
output did not close

before its AVM monitoring time expired:

* The AVM may be disconnected or its response to the Safety Output
turning Off

may be too slow

¢ Check the AVM input and then perform a System Reset to clear the
fault

309

3.9

Input Fault

AVM not closed when output turned ON

The AVM input was open, but should have been closed, when the
associated Safety Output

was commanded On:

* The AVM may be disconnected. Check the wiring to the AVM

401

4.1

Supply Voltage Low

Check Power Supply

The supply voltage dropped below the rated voltage for longer than 6
ms:

¢ Check the power supply voltage and current rating

® Check for an overload on the outputs that might cause the power
supply to limit

the current

402

4.2

Internal Fault

A configuration parameter has become corrupt. To fix the configuration:
* Replace the configuration by using a backup copy of the configuration
* Recreate the configuration using the PC Interface and write it to the
Controller

3-11

403-411

4.3-4.11

Internal Fault
Internal failure—Contact Banner Engineering

12

412

4.12

Configuration Timeout

Check Configuration

The Safety Controller was left in Configuration mode for more than one
hour without pressing any keys.

13

413

4.13

Configuration Timeout

Check Configuration

The Safety Controller was left in Configuration mode for more than one
hour without receiving any commands from the PC Interface.

14

414

4.14

Configuration Unconfirmed

Confirm Configuration

The Configuration was not confirmed after being edited:
¢ Confirm configuration using the PC Interface

15-19

415-419

4.15-4.19

Internal Fault
Internal failure—Contact Banner Engineering
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20

420

4.20

Unassigned Terminal in Use

Check Terminal

This terminal is not mapped to any device in the present configuration
and should not be

active:

¢ Check the wiring

21-34

421-434

4.21-4.34

Internal Fault
Internal failure—Contact Banner Engineering

35

435

4.35

Overtemperature
An internal overtemperature condition has occurred.

36-39

436-439

4.36-4.39

Internal Fault
Internal failure—Contact Banner Engineering

40-41

440-441

4.40-4.41

Module Communication Failure
Check module power
An output expansion module lost contact with the Base Controller.

42

442

4.42

Module Mismatch
The expansion module detected does not match the Controller
configuration.

43

443

4.43

Module Communication Failure
Check module power
An expansion module lost contact with the Base Controller.

44-45

444-445

4.44-4.45

Internal Fault
Internal failure—Contact Banner Engineering

46-47

446-447

4.46-4.47

Internal Fault
Internal failure—Contact Banner Engineering

48

448

4.48

Unused output
Check output wiring
An output is detected but it is not part of the Controller Configuration.

49-55

449-455

4.49-4.55

Internal Fault
Internal failure—Contact Banner Engineering

56

456

4.56

Display Comm Failure

Display Communication Failure:

¢ Cycle power to the Controller. If fault code persists, contact Banner
Engineering

57-59

457-459

4.57-4.59

Internal Fault
Internal failure—Contact Banner Engineering

60

460

4.60

Output Fault
Check for shorts
An output terminal detected a short. Check output fault for details.

1-3

501-503

5.1-5.3

Internal Fault
Internal failure—Contact Banner Engineering

1-42

601-642

6.1-6.42

Internal Fault
Invalid configuration data. Possible internal failure:
¢ Try writing a new configuration to the Controller
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Appendix A: Virtual Reset and Cancel Delay (RCD) Sequence

According to section 5.2.2 of EN ISO 13849-1:2015, a "deliberate action" by the operator is required to
reset a safety function. Traditionally, this requirement is met by using a mechanical switch and
associated wires connected to specified terminals on the safety controller. For a monitored reset, the
contacts must be open initially, then closed, and then open again within the proper timing. If the timing
is not too short or too long, it is determined to be deliberate and the reset is performed.

Banner has created a virtual reset solution that requires deliberate action. For example, in place of the
mechanical switch, an HMI may be used. In place of the wires, a unique Actuation Code is used for each
safety controller on a network. Also, each virtual reset within a controller is associated with a specific bit
in a register. This bit, along with the Actuation Code, must be written and cleared in a coordinated way.
If the steps are completed with the proper sequence and timing, it is determined to be deliberate and
the reset is performed.

While the standards do not require a "deliberate action" to perform a virtual cancel delay, to avoid
additional complexity, Banner has implemented this function in the same way as the virtual manual
reset.

The user must set matching Actuation Codes in both the safety controller and the controlling network
device (PLC, HMI, etc.). The Actuation Code is part of the network settings and is not included in the
configuration CRC. There is no default Actuation Code. The user must set one up. The Actuation Code
can be active for up to 2 seconds for it to be effective. Different safety controllers on the same network
should have different Actuation Codes.
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The HMI/PLC programmer can choose from two different methods depending on their preferences; a
feedback-based sequence or a timed sequence. These methods are described in the following figures.

Virtual Reset or Cancel Delay (RCD) Sequence—Feedbhack Method

@ ®

RCD Register Bit X I f"'l
@ @

RCD Enable Register Actuation Code

RCD Enable Feedback Register | Actuation Code |
RCD Feedback Register Bit X » Ignore1 I@ RCD success

Logical 1 if this was the last RCD /
successfully performed

= Logical 0 after power-up or after
other RCD activity has occurred

Figure 78. Virtual Reset or Cancel Delay (RCD) Sequence—Feedback Method

1. Write a logical 1 to the RCD Register Bit(s) corresponding to the desired Virtual Reset or Cancel
Delay.

2. At the same time, or any time later, write the Actuation Code to the RCD Enable Register.

3. Monitor the RCD Enable Feedback Register for the Actuation Code to appear (125 ms typical).
Then write a logical 0 to the RCD Register Bit.

4. Atthe same time, or any time later, clear the Actuation Code (write a logical 0 to the RCD Enable
Register). This step must be completed within 2 seconds of when the code was first written
(step 2).

5. If desired, monitor the RCD Feedback Register to know if the desired Reset or Cancel Delay was
accepted (175 ms typical).
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Virtual Reset or Cancel Delay (RCD) Sequence—Timed Method

RCD Register Bit X
1 1
: 1
RCD Enable Register ! Actuation Code
M s ) !
: — l:mi:.;s _h': !
RCD Feedback Register Bit X Ignore (5) RCD success

Figure 79. Virtual Reset or Cancel Delay (RCD) Sequence—Timed Method

1. Write a logical 1 to the RCD Register Bit(s) corresponding to the desired Virtual Reset or Cancel
Delay.

2. At the same time, or any time later, write the Actuation Code to the RCD Enable Register.

3. Atleast 125 ms after step 2, write a logical 0 to the RCD Register Bit.

4. Atthe same time, or any time later, clear the Actuation Code (write a logical 0 to the RCD Enable
Register). This step must be completed within 2 seconds from when the code was first written
(step 2).

5. If desired, monitor the RCD Feedback Register to know if the desired Reset or Cancel Delay was
accepted (175 ms typical).
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Which XS/SC26-2E EDS file/documentation should you use?

Safety Controller Safety Controller

Base Control Module Base Control Module

FID number on label Last four digits

First, look at the model number sticker on the side of the device. We need to take note of the FID
number and the date code.

The last 4 digits of your safety controller serial number are the date code. In the example shown, “16”
means 2016 and “18” means 18th week. Use these two pieces of information to find the correct EIP
parameters (and EDS file and User’s Guide) from the table below.

Date EIP Product Name {Maj.Min Rev),
FID | Code |ProdCode |O-=T - size T-=0 - size EDS file & User Guide

100 (Ox64) - 8 Banner X526 (2.22)
101 [0x65) - 104 |BannerXS_SC26 2E 1 3 10182016.eds

1 | 1546- 8193  |112(0x70)-2 102 (Ox66) - 150  |XS/SC26-2E (OLD) Industrial Ethernet User's Guide
100 (0x64) - 8 Banner X526 1547 (2.002)
101 (0x65) - 104  |BannerXS_SC26 2E 1547 1 5 10182016.eds

1 1547+ 300 112 (0x70) - 2 102 (0x66) - 150  |XS/5C26-2E [FID 1) Industrial Ethernet User's Guide
100 [0x64) - 8
101 (Ox65) - 104  |Banner X526 FID2 (2.050)
102 [0x66) - 150 |BannerXS_SC26 2E FID2_1 1 5172017.eds

2 1716- 301 112 (0x70) - 11 103 (0x67) - 35 X5/5C26-2E (FID 2 1716-) Industrial Ethernet User's Guide
100 [0x64) - 8
101 (Ox65) - 104  |Banner XS26 FID1/2 {2.050)

112 (0x70) - 2 102 (0x66) - 150 |BannerXS SC26 2E 1 6 03152017.eds
2 1717+ 300 113 (0x71) - 11 103 (0x67) - 35 X5/5C26-2E (FID 2 17174} Industrial Ethernet User's Guide
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