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SC22-3E

Chapter 1: Configuring the Controller

By default, the SC22-3E Ethernet port is disabled. To enable the port, connect the safety controller to
your PC via USB cable (SC-USB1, p/n 77724). Open the Banner Safety Controller PC Software and click on
the Network Settings icon along the top of the screen (shown here in red box).

& NEW FILE (unconfirmed) - Banner Safety Controller Interface m

File Edit View Help
[ o i [ - =
B 3 3 B A
tdd Safety Input  Add Non-Safety Input  Safety Outputs  Status Outputs

New Open Save Print | Receive Send Confirm Live Display | System Settinf

System Settings
Networle Settings
1#1 Notes

Wiring Diagram | Ladder Logic Diagram

[[#le ;% -@®

Place a check mark in the “Enable Network Interface” box then configure the IP Address and Subnet
Mask as needed for your network and click on the OK button. Users can configure the Advanced
network settings, if desired, by clicking on the “Advanced” button.

F = ~
@ Metwork Settings @
[¥/] Enable Network Interface (i)
Modbus Etheriet/IP and PCCC
; [] Swap character bytes
IP Address: 192.168. 0 254 (B S chacies e
32 Bit Mumerical Format String Length Type
Subnet mask: [295.255.255. 0 ) Send MSW then LSW @ 16bis
Gateway address: [ wm = @ Send LSW then MSW @ 32bis
Link Speed and Duplex Mode: Iﬂuto MNegotiate (default) '] 32 Bit Mumerical Format
O semamsupen 5w
Advanced 55 [ ok | [ coneel | @ Send LSW then MSW
(%

These are the default values for the SC22 Ethernet port and “Advanced” Industrial Ethernet options.

Click the Send icon along the top of the screen (shown here in red box), then enter the password and
click OK.

B Send Configuration ﬂ1

File View Help

i —r— e ———— ———
& MEW FILE (unconfirmed) - Banner Safety Contreller Interface SRy e

I
File Edit View Help

onfirm  Live Display

Wirng Diagram | Ladder Logi Cancel l

li==a %
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Chapter 2: EtherNet/IP

2.1 EtherNet/IP Configuration Using EDS File
Here is an example of using the SC22 EDS file to create a connection on a ControlLogix PLC.

1. First we use the EDS Hardware Installation Tool to register the EDS file.

:ﬁ Logix Designer - Test in Vision_Test.ACD [1756-L71 24.11]* m

, File Edit View Search Logic Communications [T&ols] Window Help

BwH &S L BE oo wm | O
: Security »
i 0. F RUN i g Documentation Languages...
'Mo Forces | = EOK
i E En St
1Mo Edits =2 B Imew e Import 3 L
1Redundancy 8.0 Export ;
= =l EDS Hardware Installation Tool | Festlcontole
er -] Controller Tags ]
! i ----- [231 Controller Fault Handler Motion ; = Show: All Tags
| (88 Power-Up Handier Custom Tools... z3| o | Value
i -2 Tasks
: - MainTask Ef ControlFLASH
! =58 MainProgram
i .| Parameters and Local Tags
| ... F# MainRoutine
(R I 77 Haerhaduled Draarame
2. Click Next
- ~,
Rockwell Automation’s EDS Wizard M

Welcome to Rockwell
Automation's EDS Wizard

The EDS Wizard allows you to:
-register EDS-based devices.
- unregister a device.
- change the graphic images associated with a device.
- create an EDS file from an unknown device.
- upload EDS filefz] stored in a device.

To continue click Mext

Mexd = Cancel
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3. Choose the “Register and EDS file(s)” option

Rockwell Automation’s EDS Wizard

Options
What task do you want to complete?

Eﬁ;_ ¥ Register an EDS filefs).
This option will add a device(s) to our database.

This option will remove a device that has been registered by an ED'S file from

"‘& {7 Unregister a device.
our database.

E;:_ " Create an ED5 file.

/"A This option creates a new EDS file that allows our software to recognize your

device.
CEE " Upload EDS filefs] from the device,
Thiz option uploads and registers the EDS filefz] stored in the dewvice.
E < Back MNext = Cancel
h = J

4. Browse to find the EDS file, then click Next.

-

FRockwell Automation's EDS Wizard

Registration
Blectronic Data Sheet filels) will be added to your system for use in Roclkwel
Automation applications.

% Register a single file
" Register a directory of EDS files [T Look ik subfolders
MNamed:

|F:‘\Ind|.|5tria| Ethemet'BannerSC22_3E eds Browse... |

" f there is an icon file {ico) with the same name as the file{s) you are registering
then this image will be associated with the device.

To perform an installation test on the filels), click Mext

< Back MNesd = Cancel
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5. The file has been tested and can be registered. Click Next.

-

Rockwell Automation’s EDS Wizard | %

EDS Rle Installation Test Results
This test evaluates each EDS file for emors inthe EDS file. This test does not
guarantee EDS file validity.

E--IEI Installation Test Results

Wiew file. .. |

« Back Nexd = Cancel

-

6. Here is the icon associated with the EDS file. Click Next.

Rockwell Automation's EDS Wizard

Change Graphic Image

You can change the graphic image that is associated with a device.

Product Types

MI E@ Generic Device(deprecated for new devices)

< Back Mead = Cancel
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7. Everything looks good. Click Next to register this EDS file.

Rockwell Automation’s EDS Wizard | £ |
Fnal Task Summary
This iz @ review of the task you want to complete.
& You would like to register the following device.
Banner SCZ2
< Back Next = Cancel

8. Complete! Click Finish. The EDS file is now registered in the Rockwell software.

[ =
Rockwell Automation's EDS Wizard g

You have successfulty completed the EDS Wizard.
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9. Now we will make a new module using the EDS file. Right click on the PLC's Ethernet adapter

and choose “New Module”.

SC22-3E Industrial Ethernet User’s Guide

----- T, Logical Model
=5 1Y0 Configuration
= 1756 Backplane, 1756-A4

..[f11 [0]1756-L71 Test

£ B [111756-ENBT/A Ethermet
= Sy Newvioduie i
Imm Discover Modules...
2 Paste Ctri+V
Print 3

10. From the list, locate “SC22” then click Create.

-
Select Module Type

Catalog | Module Discovery | Favoﬂt&a|

Enfer Search Text for Module Tipe...

Clear Filters

Banner SC22

Catalog Number Description Vendor
PowerFlex DC-B00V-ER 600V DC Drive wia 200C0MM-ER Allen-Bradley
Promag_53 EtherMet /1P Electromagnetic Flow Meter Endress+Hauser
Promass_100 EtherMet/1P Mass Flow Meter Endress+Hauser
Promass_83 EtherMet/1P Mass Flow Meter Endress+Hauser
PSSCENA Ethemet Adapter, Twisted-Fair Media Parker Hannifin ...

Banner Engineer...

Category =
Drive

Specialty

Specialty

Specialty
Communication
Generic Device(d

SMC-50-E Fully Solid-State Smart Motor Controller via 200COMM-E - Allen-Bradley Drive
SMC-50-ER Fully Salid-State Smart Motor Controller via 20-COMM-ER. - Allen-Eradley Drive
Stratic 2000 & Port Managed Switch Allen-Bradley Communication
Stratix 3000 10 Port Managed Switch Allen-Bradley Communication
Stratix 000 14 Port Managed Switch Allen-Bradley Communication
Stratic 2000 18 Port Managed Switch Allen-Bradley Communication |j
Stratic 000 22 Port Managed Switch Allen-Bradley Communication =
< it v
395 of 395 Module Types Found Add to Favorites
Close on Create [ Create ] [ Close ] [ Help ]
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11. Fill in a name, optional description, and IP address for the safety controller. Then click the
“Change” button in the Module Definition box.

General” | Connection | Module Info | Intemet Protocol | Port D:H'Tfigwab&n|

Type: SC22 Banner SC22

Vendar: Banner Engineering Cormparation
Parent: Ethemet

Name: 5C22

Description: Safety controller

Module Defintion
Revision: 13
Blectronic Keying: Compatible Module

Connections: Small Assembly

Ethemet Address

() Private Metwork:
(@ |P Address:

) Host Name:

1921681 5]

152

. 168 .

0

. poe

Status: Creating

[ ok
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12. In the Module Definition window you can select which type of connection you’d like to create.
Each of the menu items in the Connections window stands for a fixed grouping of Input and
Output Assembly Instances, as defined here. See section 2.3 for more information on the

Assembly Instances.

#  Module Definition [
Revision: 1 - 1=

Hectronic Keying: ICnmpatible Module v]
Connections:
Name Size
Zmall Azzembhy Input: 8
- SINT
Cutput: 4
Al ASS ]
Large Assembly
Error Log Onhy

| 0K | | Cancel | [ Hebp

Small Assembly-
O—->T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 100 (0x64), size 4 16-bit registers

Large Assembly-
O—->T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 101 (0x65), size 42 16-bit registers

Error Log Only-
O->T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
T->0 PLC Input/Safety Controller Output Assembly 102 (0x66), size 140 16-bit registers
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13. Make sure to select “INT” as the data type.

F N
& Module Definition S
Revision: - 3 ':'I
Blectronic Keying: [Cumpatible Module v]
Connections:
MName Size
Input: 8 SINT
Small Azsembhy -
Output: 4
SINT
—
DINT
REAL
L]
L]
| ok || cCamcel || Hep |

14. Click OK, then OK again and download the program to the PLC. The connection will look like that
seen below.

—_

=2 Ethernet ‘ ‘
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2.2 RSLogix5000 Configuration as Generic Ethernet Module

Another method for creating an implicit Class 1 configuration between a Safety Controller and a
ControlLogix family PLC is to configure the Safety Controller as a “Generic Ethernet Module”. The
following is a sample setup:

1. Add a module to the PLC’s Ethernet card.

ile Edit VYiew Search I.nglc Communications Tmls Wmdmv Help

B@lH & % BE < o ABEHP-1192166030 - anG E v @)\@\H_

| Dffline 0. = RUN : Path: IAB_ETHIP-1\192.188.U.SU\Backaane\D" b4 [
;,'Nc- Forces b, : ak.

e = | M BAT

' NoEdits = W10

=143 Controller CompactLogixPLC
: Controller Tags
Controller Fault Handler
Power-Up Handler
=25 Tasks
258 MainTask
% MainProgram
Unscheduled Programs
=15 Motion Groups

L. Ungrouped Axes
-.[[7 Add-On Instructions
145 Data Types

@, User-Defined

@, Strings

.. Add-On-Defined

i, Predefined

(1 Module-Defined
[ Trends
=43 /O Cenfiguration

E’ Backplane, Compactlogix System
0 1769-132E CompactLogiPLC
¥ 1769-132E Ethernet Port
-0 CompactBus Local

(aBeg 1

Discover Modules...

& Cut Ctri+X

Copy Ctrl+C

2 Paste Ctri+V
Delete Del

Cross Reference Ctrl+E

Properties Alt+Enter

Print

10
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2. Select Module as “Generic Ethernet Module”

[‘setect Module Type | N # 5 T W
Catalog | Module Discovery | Favartes|
Enter Search Text for Module Type...
Catalog Number Description Vendor Category -

Drivelogix5730 Ethemet 10/100 Mbps Ethemet Port on DriveLogix5730 Allen-Bradley Communication
E1 Plus Electronic Overoad Relay Communications Interface Allen-Bradley Communication
E121.. Flowserve 208Vac/240Vac/325Vdc Reliance Blectric  DFlto EtherNet/IP
E141 Flowserve 400Vac/480Vac,/650Vdc Reliance Bectic  DPlto EtherNet/IP
E151 Flowserve 600Vac/810Vde Reliance Blectric  DPlto Etherhet/IP
EtherNet/IP SoftLogix52800 EtherNet/IP Allen-Bradley Communication
ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge Allen-Bradley Communication
ETHERNET-MODULE Generic Ethemet Module Allen-Bradley Communication
ETHERNET-PAMELVIEW  EtherNet/IP Panelview Alen-Bradley HMI
|L434-AENWG 1734 Wireless Ethemet Adapter, Twisted-Pair Media Proscft Technel...  Communication
IND56D Ethemet/IP Scale Terminal Mettler-Toledo Communication
IND780 Ethemet/IP Scale Teminal Mettler-Toledo Communication \:[
In-Sight 1700 Series Vision System Cognex Corporat...  Communication
In-Sight 3400 Series Vision System Cognex Corporat... Communication
In-Sight 5000 Series Vision System Cognex Corporat... Communication
In-Sight Micro Series ision System Cognex Corporat...  Communication 3
MNCOMMENET. MOCOMMENET Baliznra Eloctin _ MNI4n Etharhlat 18

248 of 246 Module Types Found

Close on Create

(Coe] (G (CHeb]

3. Change Comm Format to INT (default is DINT)

-—'

Mew Module -

Type: ETHERMET-MODILE Generc Ethernet Module

Yendor: Allen-Eradley

Parent; LocalEME

Name: Connection Parameters

Aszernbly ]
1 Drescription: N Instance: Size:
A Input; 125 [32-hit]
U B

ﬂ Clutput: 124 [32-bit)

Comm Format; | Data - DIMT -

| Configuration; 0 [8-bit]
4 .ﬁ.ddressthgata'gml Wit S
R _ ta - - Witk Stat
o || @ |P Addres [th INT I =l | Status Input:
o Data - IMT -'with Status
ol | O HostWanData-REAL Status Output:
ata - REAL - With Statuz
c Drata - SIMT
3 Drata - SIMT - With Status
[¥] Open Madul |nput Data - DINT ok | [ Cancel ] [ Helo
[rput Data - DIMT - RundProgram
Input Data - DIMT -'wWith Status —

]

Ly ILIT

11

——
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4. Add a module name and the IP address of the Safety Controller (default controller IP address is
192.168.0.254 with a subnet mask of 255.255.255.0).

F' |
evotie R, ==
Type: ETHERMET-MODIILE Generic Ethernet tModule
Wendaor: Allen-Bradley
Farent; LocalErE
Mame: oo Connection Parameters
Azzembly ]
Description; = Instance: Size:
Input: 125 2 [16hi
b Output: 124 i [1E-bit)
C F b:|Data-IMT - i
MLEOIS R ] Configuration: 0 | [8-bnt]
Addrezs / Host Mame =
@ IPAddess; 192 . 168 . 0 . 254 Status Input;
| ) Host Mame: | | Statuss Dulput: |
I =
Open Module Properties [ 0k ] [ e ] [ Help
L e —— e

=

5. Choose one of three possible Assembly Object setups. See section 2.3.3 for more information on
each choice.

PLC Input Assembly 100 (0x64), size 4 words (16-bit)

F I b |
wewoase S, ==
Type: ETHERMET-MODULE Generic Ethermet Module
Yendor: Allen-Bradley
Parent: LocalEME
Bl Loz Connection Parameters
Azzembly ;
D ezcription: = Instance: Size:
[nput: 100
= Clutput; 112
Ei F k| Diata - IMT -
CImECInat [Eae Corfiguration: 128
Address / Host Mame .
i@ P Addess: 192 . 168 . 0 . 254 Statusz |npLt;
@ Host Narme: | ¥ Status Dutput:
| |
Open Module Properties [ ok ] [ e ] [ Help
L — - -

12
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PLC Input Assembly 101 (0x65), size 42 words (16-bit)

= )
vonts . ==
Type: ETHERMET-MODULE Generic Ethernet bModule
Yendor: Allen-Bradley
Parent: LocalEME
K Lo Connection Parameters
Azzembly
Diescription: & Irstance:
|hiput; 1m
= Cutput; 112
C F k| Data - IMNT -
omim: oMM | S Configuration: 128
Address / Host Mamne :
@ |P Address: 192 162 . 0 . 254 Status [nput: _ |
| ) Host Name: [ 7 Status Dutpuk: : I
| 5 |
Open Module Properties [ oK. ] [ B ] [ Help
— -

PLC Input Assembly 102 (0x66), size 140 words (16-bit) (Safety Controller Fault Log Only)

#
verionis U, ==
Type: ETHERMET-MODULE Generic Ethernet Module
Wendor: Allen-Bradley
Parent: LocalEMEB
Connection Parameters
RETT=R I,
Azzembly
Descriptior:, ES Instance: )
[npLat: 102 | [16-kit)
L Cutput; 12 .
C F b Data- IMT - Taa
SrmiTE Ot |Es Cornfiguration; 128
Address / Host Mame : g
@ IPAddess: 192 . 168 . 0 . 254 Status Irput: | | |
| | ® HostMame: [ il Statuz Output: |
| i3
Open Module Properties i 0k ] [ e ] [ Help

13
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6. Setthe Connection parameters: RPl and Unicast yes/no. Note that the recommended minimum

RPI is 100msec.

# | Module Properties Report: LocalENB (ETHERMET-MODULE 1.1)
| General| Connection” | Module Info |
Requested Packet Interval [RP1]: 1I:IEI.E:_ “lmz  [1.0-3200.0 ms]
[ Inhibit Module

[ M ajor Fault On Controller 1F Connection Fails while in Fun Maode

[¥] Use Unizast Connection over Ethertet/|P

b odule Fault

Statuz: Offline k. ] | Cancel l [ Apply ] [ Help

7. If the module configuration was successful, the following information should be displayed:

53'?5 Ethernet
.4 1769-L32E Ethernet Port LocalENE

BT+ e voouis sca2

@ﬂﬁ CompactBus Local

| = Inputs to PLC (outputs from the Safety Controller)
O = Outputs from PLC (inputs to the Safety Controller- not used)
C = Configuration (not used)

14
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8. Locate the memory map in the Controller Tags list. The 4 input words from Assembly Instance
100 are shown below as an example.

— SC22 peisy Feish AB:ETHEHNET_MDDULE_;
— SC22:1.Data fonai} I } |Decimal IMT[4]
+- SC22:1.Data[0] z Decimal INT
+ SC22:1.Data1] 16384 Drecimal IMT
+ SC22:1.Datald] 0 Decimal INT
+- 5221 Datal3] [u} [recimal IMT

In the example pictured above, we see that Virtual Outputs 2 and 31 are ON.
VO2 is word 0, bit 1 = 271 =2; VO31 is word 1, bit 14 = 2”14 = 16,384

2.3 Assembly Objects

2.3.1 Safety Controller Inputs (Outputs from PLC) 0 >T
The Safety Controller does not use an Input Assembly Object. As some EtherNet/IP clients require one,
use PLC Output Assembly Instance 112 (0x70) with a size of two 16-bit registers.

2.3.2 Safety Controller Configuration Assembly Object
The Safety Controller does not use a Configuration Assembly Object. As some EtherNet/IP clients
require one, use PLC Configuration Assembly Instance 128 (0x80) with a size of zero 16-bit registers.

2.3.3 Safety Controller Outputs (Inputs to PLC) T >0

There are three choices for Safety Controller Output Assembly Objects. The first and smallest choice
includes just information about Virtual Outputs and whether they have faults. The second choice adds to
the Virtual Output information some more advanced data like the reason why each of the 3 safety
outputs is off, and more descriptive fault information for the Virtual Outputs. The third choice of Output
Assembly Object is used exclusively to access the Safety Controller’s fault log. All three options are
shown below.

PLC Input Assembly Instance 100 (0x64)- 4 Registers
This Assembly Instance includes only basic information about the status of all 32 Virtual Outputs.

PLC Input Assembly Instance 100 (0x64) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0 VO1 - V016 (see Flags, section 2.5) 16-bit integer
1 V017 — V032 (see Flags, section 2.5) 16-bit integer
2 Fault bits for VO1 — VO16 (see Flags, section 2.5) 16-bit integer
3 Fault bits for VO17 — V032 (see Flags, section 2.5) 16-bit integer

15
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PLC Input Assembly Instance 101 (0x65)- 42 Registers
This Assembly Instance includes the status of all 32 Virtual Outputs plus advanced information about
potential error codes and the status of the 3 safety outputs.

PLC Input Assembly Instance 101 (0x65) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0 VO1 -VO016 (see Flags, section 2.5) 16-bit integer
1 V017 — V032 (see Flags, section 2.5) 16-bit integer
2 Fault bits for VO1 — VO16 (see Flags, section 2.5) 16-bit integer
3 Fault bits for VO17 — V032 (see Flags, section 2.5) 16-bit integer
4 SO1 is off due to: VO1 — VO16 (see Flags, section 2.5) 16-bit integer
5 SO1 is off due to: VO17 — V032 (see Flags, section 2.5) 16-bit integer
6 S02 is off due to: VO1 — VO16 (see Flags, section 2.5) 16-bit integer
7 S0O2 is off due to: VO17 — V032 (see Flags, section 2.5) 16-bit integer
8 S03 is off due to: VO1 — VO16 (see Flags, section 2.5) 16-bit integer
9 S03 is off due to: VO17 — V032 (see Flags, section 2.5) 16-bit integer
10 VO1 Fault Index 16-bit integer
11 VO2 Fault Index 16-bit integer
12 VO3 Fault Index 16-bit integer
13 VO4 Fault Index 16-bit integer
14 VOS5 Fault Index 16-bit integer
15 VOG6 Fault Index 16-bit integer
16 VO7 Fault Index 16-bit integer
17 VO8 Fault Index 16-bit integer
18 VO9 Fault Index 16-bit integer
19 VO10 Fault Index 16-bit integer
20 VO11 Fault Index 16-bit integer
21 VO12 Fault Index 16-bit integer
22 VO13 Fault Index 16-bit integer
23 V014 Fault Index 16-bit integer
24 VO15 Fault Index 16-bit integer
25 VO16 Fault Index 16-bit integer
26 VO17 Fault Index 16-bit integer
27 V018 Fault Index 16-bit integer
28 V019 Fault Index 16-bit integer
29 V020 Fault Index 16-bit integer
30 V021 Fault Index 16-bit integer
31 V022 Fault Index 16-bit integer
32 V023 Fault Index 16-bit integer
33 V024 Fault Index 16-bit integer
34 V025 Fault Index 16-bit integer
35 V026 Fault Index 16-bit integer
36 V027 Fault Index 16-bit integer
37 V028 Fault Index 16-bit integer
38 V029 Fault Index 16-bit integer
39 VO30 Fault Index 16-bit integer
40 VO31 Fault Index 16-bit integer
41 V032 Fault Index 16-bit integer

16
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Virtual Output Fault Index words
Note that not every Virtual Output has an associated Fault Index. See section 1.4 for definitions of fault

words.

PLC Input Assembly Instance 102 (0x66)- 140 Registers
This Assembly Instance is used exclusively to access the fault log information on the Safety Controller.
Note that this Assembly Instance contains no information about the status of the Virtual Outputs.

The Safety Controller can store 10 faults in the log. Fault #1 is the most recent fault while higher fault
numbers represent successively older faults.

PLC Input Assembly Instance 102 (0x66) — Safety Controller Outputs >0

WORD # WORD NAME DATA TYPE

0-1 Fault #1 Time Stamp 32-bit integer

2-9 Fault #1 Name of I/O or System 2-word length + 12-ASClII chars
10 Fault #1 Fault Index 16-bit integer

11 Fault #1 VO number 16-bit integer

12-13 reserved 16-bit integer

14-15 Fault #2 Time Stamp 32-bit integer

16-23 Fault #2 Name of I/O or System 2-word length + 12- ASCII chars
24 Fault #2 Fault Index 16-bit integer

25 Fault #2 VO number 16-bit integer

26-27 reserved 16-bit integer

28-29 Fault #3 Time Stamp 32-bit integer

30-37 Fault #3 Name of I/O or System 2-word length + 12- ASCII chars
38 Fault #3 Fault Index 16-bit integer

39 Fault #3 VO number 16-bit integer

40-41 reserved 16-bit integer

42-43 Fault #4 Time Stamp 32-bit integer

44-51 Fault #4 Name of I/O or System 2-word length + 12- ASCII chars
52 Fault #4 Fault Index 16-bit integer

53 Fault #4 VO number 16-bit integer

54-55 reserved 16-bit integer

56-57 Fault #5 Time Stamp 32-bit integer

58-65 Fault #5 Name of I/O or System 2-word length + 12- ASCII chars
66 Fault #5 Fault Index 16-bit integer

67 Fault #5 VO number 16-bit integer

68-69 reserved 16-bit integer

70-71 Fault #6 Time Stamp 32-bit integer

72-79 Fault #6 Name of I/O or System 2-word length + 12- ASCII chars
80 Fault #6 Fault Index 16-bit integer

81 Fault #6 VO number 16-bit integer

82-83 reserved 16-bit integer

84-85 Fault #7 Time Stamp 32-bit integer

86-93 Fault #7 Name of I/O or System 2-word length + 12- ASCII chars
94 Fault #7 Fault Index 16-bit integer

95 Fault #7 VO number 16-bit integer

96-97 reserved 16-bit integer

98-99 Fault #8 Time Stamp 32-bit integer

100-107 Fault #8 Name of I/O or System 2-word length + 12- ASCII chars

17
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108 Fault #8 Fault Index 16-bit integer
109 Fault #8 VO number 16-bit integer
110-111 reserved 16-bit integer
112-113 Fault #9 Time Stamp 32-bit integer
114-121 Fault #9 Name of I/O or System 2-word length + 12- ASCII chars
122 Fault #9 Fault Index 16-bit integer
123 Fault #9 VO number 16-bit integer
124-125 reserved 16-bit integer
126-127 Fault #10 Time Stamp 32-bit integer
128-135 Fault #10 Name of I/O or System 2-word length + 12-ASCll chars
136 Fault #10 Fault Index 16-bit integer
137 Fault #10 VO number 16-bit integer
138-139 reserved 16-bit integer

Fault Time Stamp

This is a 32-bit integer representation of the fault time, listed as the number of seconds since powering

up the Safety Controller when the fault occurred.

Name of I/O or System

This section gives more information as to the source of the fault. See section 1.3 below for more

information.

Fault Index

See Chapter 5 for Fault Index Number definitions. The Fault Index Numbers are a 16-bit representation

of the floating point Fault Codes.

Fault VO Number

Which of the 32 Virtual Outputs, written as a 16-bit integer, is related to the fault. Note that not every

Fault will have a related VO number.
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2.4 Fault Examples

r& Fault Log —— - . -_ - Mﬂ.

File Help

|| Display additional diagnostic information [ Save Fault Log History ] [ Refresh ]
Diate (mm./ddAyyy) Time Fault Description
04/18/2014 09:27 ES01: Concumency Fault <Cycle Input> - Code 2.1

|
Capture Fault Log
Mo capture has been scheduled. Stop
. -
Here is a fault from the SC22-3E software fault log.
= sc221 [} Gl AB:ETHERNI
= 5C221.Data Leee} {...} |Decimal INT[140]

+ 5C221.Datal0] z 16270 Decimal INT

+ SC221.Datal1] . T'ﬁSti“p _ o Decimal INT

+ 5C221.Datal2] 1/0 or System Name length [ ¢ Decimal INT

+ SC221.Datal3) (# of ASCII characters) 0 Decimal INT

+ SC22:.Datafd] — 'SE! ASCII INT

+ SC221.Datal5] 10" ASCH INT

+ 5C221 Datals] 1/0 or System Name (space for 0 Decimal INT

+ SC22I1.Datal7] 12 ASCII characters) 0 Decimal INT

+ 5C221.Datal8] 0 Decimal INT

+ 5C221.Datald) - i o Decimal INT

+ SC221.Data(10] Fault Index { o Decimal INT

+ 5C221.Data[11) Faultvo# =L 13 Decimal INT

+ 5C22:1.Dataf12] [= 18 Decimal INT

+ 5C221.Datal13] reserven 513 Decimal INT

+ SC221.Datal14] 0 Decimal INT

+ SC221.Data[15) 0 Decimal INT

+ SC221.Data[16] 0 Decimal INT

+ 5C221.Data17] 0 Decimal INT
+ 5C221Data(18) 0 Decimal INT A

And the same fault as seen in the EtherNet/IP registers.

Note the ControlLogix string format, wherein the ASCII characters are shown, two per register,
“backwards”. “ES01” becomes “SE” in register 4, followed by “10” in register 5.

Fault Index #9 = Fault Code 2.1 (Concurrency Fault). See Chapter 5 for Fault Index definitions.
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TR | e

File  View Help

Display additional diagnostic information

Save Fault Log History

J

Refresh |

Date {mm./ddyyyy) Time Fault Description
|| | 04182004 09:27 ESD1: Concumrency Fault <Cycle Input> - Code 2.1
041872014 09:33 ESD1: Concumrency Fault <Cycle Inputs - Code 2.1

Capture Fault Log

No capture has been scheduled. Edit l | Stop
Now we see two faults in the SC22-3E software fault log.
= 5c221 f==a) === AB:ETHERNET_MI
— 5C221.Data Ton) {...] |Decimal INT[140]
+ 5C221.Datal0] . [~ 16611 Decimal INT
+ S22l Time Stamp 0 Decimal INT
i+ sC221 # 1/O or System Namelength [~ 4 Decimal INT
S22l (# of ASCII characters) 0 Decimal INT
+ sCo210 S ~ 'sE’ ASCII INT
HH SC221[ S ‘10’ ASCHI INT
1+ SC221.0 t __1/0O or System Name (space for 0 Decimal INT
+SC20 1 12 ASCII characters) 0 Decimal INT
Ei‘ sml.bﬂmwj 0 Decimal INT
+ 5C221Datald] — L 0 Decimal INT
+ 5C221.Data[10] Fault Index <{_ : Decimal INT
+ 5C22/.Dataf11] FaultvO# = 13 Decimal INT
+ SC221.Data[12) i 18 Decimal INT
+ SC221Datal13] reserved 513 Dacinal INT
+ SC22|.Datal14] 16270 Decimal INT
+ SC221Datal15] Time Stamp _'l—- 0 Decind INT
o+ SC221T I/O or System Name length _| 4 Dcandl INT
e ( ﬁ: (# of ASCII characters) = - Dl L]
+ SC221.0 . = 'SE’ ASCI INT
+ SC221D - | "10° cll <] INT
+ SC221.0 o _ 1/0 or System Name (space for__| 0 Decimal INT
o+ SC221.D h 12 ASCII characters) " Decimal INT
+ SC221.( 0 Decimal INT
+ SC221.0aacs) e 0 Decimal INT
1 +-SC22.Dataf24] Fault Index _—C 9 Decimal INT
[+ 5C221.Data[25] Fault vO# =L 13 Decimal INT
+ SC221.Datal26] I 18 Decimal INT
+ SC221.Datal27) reserved = 513 Decimal INT
+ 5C221.Dataf28] 0 Decirmal INT
+ SC22|.Data[29] 0 Decimal INT

And the two faults in in the PLC registers.

20



1/8/2016

SC22-3E Industrial Ethernet User’s Guide

TR B e S
File  View Help
Display additional diagnostic information ’ Save Fault Log History ] I Refrash ]
Date {mm./ddyyyy) Time Fault Description
04/18/2004 05:27 ES01: Concumency Fault «Cycle Input: - Code 2.1
04/18/2004 09:33 ES01: Concumency Fault <Cycle Input: - Code 2.1
04/18/2014 09:35 G501: Concumency Fault <Cycle Input - Code 2.1
Capture Fault Log
Mo capture has been scheduled. Edit ] | Stop
Here is a third fault in the log.
=RSE221 foual fawa} AB:ETHERNET_MOL
— SC22|.Data Fan} {...} |Decimal INT[140]
+ SC22:1.Data(0] . 16705 Decimal INT
+ SC221Da L - Sti!‘lp ] 0 Decimal INT
+ 5C221.D2 1/0 or System Name length [~ 4 Decimal INT
i+ 5C221.Dat: (# of ASCII characters) 0 Decimal INT
+ SC221Dat: | [~ 'sG' ASCI INT
+ sczzipa: O ¥ I '10* AsCll INT
+ sc221Dat: 3. |/O or System Name (space for 0 Decimal INT
B 5C22102 LL) IE 12 2 ASCII characters) 0 Decimal INT
1+ 5C22:.Datajo) 0 Decimal INT
+ SC221.Data[9] ~ 1] Decimal INT
+ 5C221.0atal10] Faultindex 44 Decimal INT
+ SC221.Data[11] Fault VO # :{ 0 Decimal INT
4 SC221.Data[12] reserved 18 Decimal INT
'+ SC221.Data[13] 1 Decimal INT
+ SC221 Data[14] : [ 16611 Decimal INT
+ SC221Datal15) e Decimal INT
i+ 5c221.0a N 1/0 or System Namelength [T 4 Decimal INT
+ sc2210a (# of ASCIl characters) 0 Decimal INT
+ SC22:1.Datal w - ASCI INT
+ SC221.Datal o = i 1 ASCI INT
+ SC221Datel g 1/0 or System Name (space for 0 Decimal INT
+ SC221.Date Sum 12 ASCIl characters) 0 Decimal INT
+-5c2210at Lid 0 Decimal INT
+ SC22:1.Dataf23) — 0 Decimal INT
1 Pt AAAAT A o tAaY Fault Indav e

Note how the newest in time error appears at the top of th

down the list.
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2.5 Flags
Words 0 through 3, defined below, appear as the first 4 words in both Assembly Instance 100 and 101.
Words 4-9 appear only in Assembly Instance 101.

Word #0, Virtual Output 1-16, Bit Position

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VvO16 | VO15 | V014 | vO13 | VO12 | VO11 | VO10 VO9 VO8 Vo7 Vo6 VO5 Vo4 VO3 V02 Vo1

Word #1, Virtual Output 17-32, Bit Position

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

V032 | VO31 | VO30 | vO29 | V028 | VO27 | VO26 | VO25 | vO24 | V023 | V022 | VvO21 | V020 | vO19 | VO18 | V017

Word #2, Fault Flag bits for Virtual Output 1-16, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

V032 | VO31 | VO30 | VO29 | VO28 | VO27 | VO26 | VO25 | vO24 | VO23 | vO22 | vO21 | VO20 | VO19 | VO18 | VO17

Word #3, Virtual Output 17-32 Fault Flag, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

V032 | VO31 | VO30 | vO29 | V028 | VO27 | VO26 | VO25 | vO24 | V023 | vO22 | VvO21 | V020 | vO19 | VO18 | V017

Registers 4 through 9 are used, in blocks of two registers each, to communicate information about the
three safety outputs. Each two register block covers all 32 virtual output bits that could have turned the
safety output in question off. The first block of two such registers is seen below as an example.

Register #4, Safety Output 1 is off due to: Virtual Output 1-16, Bit Position
Note that not every Virtual Output need be configured to turn off Safety Output 1.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VvO16 | VO15 | vO14 | vO13 | VO12 | VO11 | VO10 VO9 VO8 Vo7 Vo6 VOS5 Vo4 VO3 VO2 Vo1

Register #5, Safety Output 1 is off due to: Virtual Output 17-32, Bit Position
Note that not every Virtual Output need be configured to turn off Safety Output 1.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VO32 | VO31 | VO30 | VO29 | V028 | VO27 | VO26 | VO25 | VO24 | VO23 | V022 | VO21 | VO20 | VO19 | VO18 | V017

The pattern then repeats. Registers 6-7 are linked to Safety Output 2, registers 8-9 are for Safety Output
3.
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2.6 RSLogix5000 Configuration (Explicit Messaging)

The XS/SC26-2E supports a number of different Explicit Messaging connections. In addition to the
Assembly Instances from the previous section, there are some extra Assembly Instances that can only be
accessed via Explicit Messaging.

2.6.1 Choices for Explicit Message Connections

10 Assembly Instances

To get a copy of one of the Assembly Instances from section 2.2.3, use Service Type 14 (Get Attribute
Single, hex OE), Class 4, Instance 100 (0x64) or 101 (0x65) or 102 (0x66), Attribute 3. A successful Explicit
Message of this type will return the appropriate Assembly Instance as show in section 2.2.3. See section
2.5.2.1 for an example of this type of connection.

Virtual Output Status

To get the current status of all 32 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x64, Instance 1, Attribute 1. A successful Explicit Message of this type will return a 32-bit integer
representing the status of VO1 through VO32. See section 2.5.2.2 for an example of this type of
connection.

Virtual Output Fault Bits

To get the current status of all 32 Virtual Output Fault Bits, use Service Type 14 (Get Attribute Single, hex
0E), Class 0x65, Instance 1, Attribute 1. A successful Explicit Message of this type will return a 32-bit
integer representing the status of the Fault Bits for VO1 through VO32.

Reason for Safety Output 1 OFF

To learn which Virtual Outputs are responsible for Safety Output 1 being off, use Service Type 14 (Get
Attribute Single, hex OE), Class 0x66, Instance 1, Attribute 1. A successful Explicit Message of this type
will return a 32-bit integer representing the array of possible answers, VO1 through VO32.

Reason for Safety Output 2 OFF

To learn which Virtual Outputs are responsible for Safety Output 2 being off, use Service Type 14 (Get
Attribute Single, hex OE), Class 0x68, Instance 1, Attribute 1. A successful Explicit Message of this type
will return a 32-bit integer representing the array of possible answers, VO1 through VO32.

Reason for Safety Output 3 OFF

To learn which Virtual Outputs are responsible for Safety Output 3 being off, use Service Type 14 (Get
Attribute Single, hex OE), Class 0x69, Instance 1, Attribute 1. A successful Explicit Message of this type
will return a 32-bit integer representing the array of possible answers, VO1 through VO32.

Individual Fault Index Values

To get a specific Fault Index Value for one of the 32 Virtual Outputs, use Service Type 14 (Get Attribute
Single, hex OE), Class Ox6A, Instance 1-32 (choose one), Attribute 1. A successful Explicit Message of this
type will return a single 16-bit register representing the Fault Index value for one of the Virtual Outputs.
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Individual Fault Log Entry

To get a specific entry from the 10 entry Fault Log, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x6C, Instance 1, Attribute 1-10 (choose one). A successful Explicit Message of this type will return
a single 14 register entry from the fault log, as defined below. Note that Attribute = 1 references the
most recent entry in the error log, while Attribute = 10 is the oldest entry.

WORD # WORD NAME DATA TYPE

0-1 Fault #1 Time Stamp 32-bit integer

2-9 Fault #1 Name of I/O or System 2-word length + 12-ASCll chars
10 Fault #1 Fault Index 16-bit integer

11 Fault #1 VO number 16-bit integer

12-13 reserved 16-bit integer

System Information

Some system information can be accessed using Service Code 14 (Get Attribute Single, hex OE), Class
0x6D, Instance 1, Attribute 1-14 (choose one, see table below). A successful Explicit Message of this type
will return the system information seen below (size and data type vary). See section 2.6.2.3 for an
example of this type of connection.

Attribute | System value Data Type

1 Seconds Since Boot 32-bit integer

2 Operating Mode 16-bit integer

3 Config CRC 16-bit integer
4-8 reserved 16-bit integer

9 Reconfig Time 32-bit integer

10 Date Code 2-word length + 8-ASClI chars
11 Configuration Name 2-word length + 16-ASCll chars
12 Device Name 2-word length + 20-ASClI chars
13 Device Model Number 2-word length + 22-ASCll chars
14 Device Serial Number 32-bit integer
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2.6.2 Examples of Explicit Message Connections

2.6.2.1 Assembly Instance 0x64 (100)

To get the 100 (0x64) Assembly Instance, use Service Type 14 (Get Attribute Single, hex OE), Class 4,
Instance 100, Attribute 3. A successful Explicit Message of this type will return all 4 registers of the 100
(0x64) Assembly Instance, as defined in section 2.2.3.

Here is the MSG command for this explicit message.

-
Message Configuration - SC_MSG_100 M
Corfiguration |Con1n1ur1ication ITag |
Message Type: [CIP Generic b4
Service [Get Attribute Single v] Source Elemert: =
Type: §
Source Length: i) : (Eytes)
‘ (el Class: 4 (Hex) peggnaon SC_Explict_AE_100
y Element:
Atfribute: 3 {Hex)
3 Enable {3 Enable Waiting ) Start 2 Done Done Length: 0
|| 3 Emor Code: Extended Emor Code: [ Timed Out &
: Emor Path:
" Ermor Text:
| OK || Cancel || 2oply Help
o
1%
Message Configuration - SC_MSG_100 ﬁ
Communication | Tag
(SR HIEthemet, 2. 192.168.0.254 Browse. ..
Ethemet, 2, 152 168.0.254
Broadcast:
Communication Method 7
‘ @ CIP DH+  Chanrel [} | Destination Link: |2 2l
CIP With ource Link: [0 8 Destination Mode: {0 =i Al
Eoica 1D Source Link: |0 || Destination Node | [Detal)
[ Connected [1Cache Connections € [ Large Connection
) Enable ) Enable Waiting ) Start 2 Done Done Length: 0
|| O Eror Code: Extended Ermor Code: [] Timed Out <
|| Emor Path:
|| Emor Text:
| [ ok [ Comcel || ook Help
L=
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Here is the user defined array (called SC_Explicit_AE_100) showing all 4 registers.

—| SC_Explict_AE_100 [---1 I...}|Decimal INT[4]
+SC_Explict_AE_100[0] 4097 Decimal INT
+ SC_Bplict_AE_100[1] 256 Decimal INT
+ SC_BExplict_AE_100[2] 0 Decimal INT
i+ SC_Bxplicit_AE_100[3] a Decimal INT

In this example data, we can see that VO1, VO13, and VO25 are currently ON. VO1 is word 0, bit 0 » 220 =1. V013 is word 0,
bit 12 = 2712 = 4096. 1 + 4096 = 4097. VO25 is word 1, bit 8 > 278 = 256.

2.6.2.2 Virtual Output Status

To get the current status of all 32 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x64, Instance 1, Attribute 1. A successful Explicit Message of this type will return a 32-bit integer
representing the status of VO1 through VO32.

Here is the MSG command for this explicit message.

Message Configuration - SC_VO_St_M3G @
Corfiguration | Communication I Tag
Message Type: [CIP Generic -
Service | get Attribute Single -]
Type:
(i)
Coder LE (Hex) Class: (64 | (&) paggination SC_Explicit_vO_Stah
" Element:
Instance: 1 Attribute: 1 (Hex)
3 Enable > Enable Waiting 3 Start ) Done Done Length: 0
3 Emor Code: Bxtended Emor Code: [T] Timed Out €
Emor Path:
Emor Texd:
[ ok [ canced ]| Appiy Help
LS ]
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Message Configuration - SC_VO_St_ M5G ﬂ

Communication | Tag
@ Path: Ethemei.Z.‘IBZ.‘IBB.D_EBdI Browse...

Ethemet, 2, 152.168.0.254

Broadcast:

Communication Method

@ciP DH+  Channel A e 0
gLE;’;::‘TD Source Link: -C Destination Mode: 0 7 [Dctal)
[] Connected || Cache Connections . || Large Connection
) Enable 3 Enable Waiting ) Start i) Done Done Length: 0
|| Emor Code: Extended Emor Code: [T] Timed Out *
Emor Path:

Emor Text:
o) Camm ]|~

e

Here is the user defined array (called SC_Explicit_VO_Status) showing all the 32-bit integer.

| [+ sC_Beplicit_VO_Status | 16777217 | iDecimElI iDINT

In this case, we see that VO1 and VO24 are ON - 270 =1, 2°24 = 16777216. 1 + 16777216 = 16777217.
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2.6.2.3 System Information
Some system information can be accessed using EtherNet/IP Explicit Messages. One such piece of data is

the Configuration Name from the safety controller. To get this information, use ServiceType 14 (Get
Attribute Single, hex OE), Class 0x6D, Instance 1, Attribute 11. A successful Explicit Message of this type
will return the 32-bit length and ASCII string comprising the SC22’s Configuration Name.

Message Configuration - SC_CONFIGNAME_MSG [
Corfiguration™ | Communication | Tag
Message Type: [CIP Generic hd
Service | get Attribute Single -]
Type:

fPuk=sy
(Bytes)

) Class:  &d (o) pestination _EXP_CONFIGNAME
—— Element:

| Instance: 1 Attribute: | bl (Hex)

3 Enable ) Enable Waiting 3 Start 2 Done Done Length: 0
|| Emor Code: Extended Eror Code: [C] Timed Out €

Ermor Path:

Error Text:

[ ok || cance |[ eply ][ Heb

T

Attribute 11 in Hex is OxOB.

Ty
Message Configuration - SC_CONFIGNAME_MSG [ S|

Configuration* | Communication® | Tag

@ Path: Ethemet, 2, 192.168.0.254) Browse...
Ethemet, 2, 192.168.0.254
Broadcast:

Communication Method
@ CIP DH+ Chs

ar Y. Source Link: [0
Source |D T

[=]

n =
M~kal
u | [Octal

[] Connected Cache Connections € Large Connection

i3 Enable ) Enable Waiting ) Start 2 Done Done Length: 0

| 3 Emor Code: Extended Emor Code: [] Timed Out «

Ermror Path:
Ermmor Texd:

[ ok || cance || Aoy || Hep
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Here is the user defined array (called SC_EXP_CONFIGNAME) showing all the information.

— 5C_EXP_CONFIGNAME e [...]|Decimal INT[10]
+/-SC_EXP_CONFIGNAME[D)] 8 Decimal INT
+-5C_EXP_CONFIGNAME[1] 0 Decimal INT
+-5C_EXP_CONFIGNAME[Z] TEN" ASCII INT
1+ SC_EXP_CONFIGNAME[3] 'L ASCII INT
+-5C_EXP_CONFIGNAMEL4] TIF ASCII INT
-+ 5C_EXP_CONFIGNAME[S] TEL" ASCII +JINT
+-5C_EXP_CONFIGNAME[S] 0 Decimal INT
+-5C_EXP_CONFIGNAME[7] 0 Decimal INT
+-SC_EXP_CONFIGNAME[S] o Decimal INT
+-5C_EXP_CONFIGNAME[S] o Decimal INT

Note that the first two registers are a 32-bit integer describing how many ASCII characters are coming in the Config Name. Here
that value is “8”. ASCII characters are packed, two per register, in the so-called ControlLogix String Format. The Config name
here is “New File”, but the ControlLogix string format displays those characters in reverse order per line.

Making an explicit message connection from scratch in an Allen-Bradley PLC program requires the
following steps:

Make a new tag with the Message data type
Make a new tag to act as a Destination Element (a 16-bit array large enough to hold the data
you'll be requesting).

3. Add a MSG command to your ladder logic (using the Message tag from #1 and the Destination
Element from #2). The Class, Instance, and Attribute values depend on the data desired.

4. In the Communication tab of the MSG command, type in the Path to the safety controller:
e.g. Ethernet, 2, 192.168.0.254
where
the “2” is the slot number for the EtherNet/IP card in the PLC rack and the IP Address shown is
that of the safety controller
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Chapter 3: Modbus/TCP

The Modbus/TCP protocol provides device information using register and coil banks defined by the slave
device. This section defines the register and coil banks. By specification, Modbus/TCP uses TCP port 502.
The SC22 does not support a Unit ID of O (sometimes called Slave ID or Device ID).

The following registers are used to send output values from the safety controller to the PLC. These can
be read as Input Registers (30000) using Modbus function code 04 (Read Input Registers). The same
values can also be read as Holding Registers (40000) using Modbus function code 03 (Read Holding
Registers). The status information for all the virtual outputs and their fault flags, contained in the first 4
registers, can also be read as Inputs (10000) using Modbus function code 02 (Read Input Status) or Coils
(00001) using Modbus Function code 01 (Read Coil Status).

Virtual Outputs and Virtual Output Faults
(Coils 00001-00064 or Inputs 10001-10064)
01: Read Coil Status or 02: Read Input Status

Coil # Input # | NAME Coil # Input # NAME
00001 | 10001 | VO1 00033 | 10033 VO1 Fault
00002 | 10002 | VO2 00034 | 10034 VO2 Fault
00003 | 10003 | VO3 00035 | 10035 VO3 Fault
00031 | 10031 | VO31 00063 | 10063 VO31 Fault
00032 | 10032 | VO32 00064 | 10064 VO32 Fault

Safety Controller Output Registers (Modbus/TCP Input or Holding Registers)
04: Read Input Registers or 03: Read Holding Registers

Input Holding

REG # REG # WORD NAME DATA TYPE

1 1 V01 -VO016 (see Flags, section 3.1) 16-bit integer
2 2 V017 — V032 (see Flags, section 3.1) 16-bit integer
3 3 Fault bits for VO1 — VO16 (see Flags, section 3.1) 16-bit integer
4 4 Fault bits for VO17 — V032 (see Flags, section 3.1) 16-bit integer
5 5 SO1 is off due to: VO1 — V016 (see Flags, section 3.1) 16-bit integer
6 6 SO1 is off due to: VO17 — V032 (see Flags, section 3.1) 16-bit integer
7 7 S0O2 is off due to: VO1 — V016 (see Flags, section 3.1) 16-bit integer
8 8 S0O2 is off due to: VO17 — V032 (see Flags, section 3.1) 16-bit integer
9 9 S03 is off due to: VO1 — VO16 (see Flags, section 3.1) 16-bit integer

10 10 S03 is off due to: VO17 — V032 (see Flags, section 3.1) 16-bit integer
11 11 VO1 Fault Index 16-bit integer
12 12 VO2 Fault Index 16-bit integer
13 13 VO3 Fault Index 16-bit integer
14 14 VO4 Fault Index 16-bit integer
15 15 VOS5 Fault Index 16-bit integer
16 16 VOG6 Fault Index 16-bit integer
17 17 VO7 Fault Index 16-bit integer
18 18 VO8 Fault Index 16-bit integer
19 19 VO9 Fault Index 16-bit integer
20 20 V010 Fault Index 16-bit integer
21 21 V011 Fault Index 16-bit integer
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22 22 V012 Fault Index 16-bit integer
23 23 V013 Fault Index 16-bit integer
24 24 V014 Fault Index 16-bit integer
25 25 V015 Fault Index 16-bit integer
26 26 V016 Fault Index 16-bit integer
27 27 V017 Fault Index 16-bit integer
28 28 V018 Fault Index 16-bit integer
29 29 VO19 Fault Index 16-bit integer
30 30 V020 Fault Index 16-bit integer
31 31 V021 Fault Index 16-bit integer
32 32 V022 Fault Index 16-bit integer
33 33 V023 Fault Index 16-bit integer
34 34 V024 Fault Index 16-bit integer
35 35 VO25 Fault Index 16-bit integer
36 36 V026 Fault Index 16-bit integer
37 37 V027 Fault Index 16-bit integer
38 38 V028 Fault Index 16-bit integer
39 39 V029 Fault Index 16-bit integer
40 40 VO30 Fault Index 16-bit integer
41 41 V031 Fault Index 16-bit integer
42 42 V032 Fault Index 16-bit integer
43-106 | 43-106 reserved 16-bit integer
107-8 107-8 Fault #1 Time Stamp 32-bit integer
109-16 109-16 Fault #1 Name of I/O or System 2-word length + 12-ASCII
chars
117 117 Fault #1 Fault Index 16-bit integer
118 118 Fault #1 VO number 16-bit integer
119-20 119-20 reserved 16-bit integer
121-22 121-22 Fault #2 Time Stamp 32-bit integer
123-30 123-30 Fault #2 Name of I/O or System 2-word length + 12- ASCII
chars
131 131 Fault #2 Fault Index 16-bit integer
132 132 Fault #2 VO number 16-bit integer
133-34 133-34 reserved 16-bit integer
135-36 135-36 Fault #3 Time Stamp 32-bit integer
137-44 137-44 Fault #3 Name of I/O or System 2-word length + 12- ASCII
chars
145 145 Fault #3 Fault Index 16-bit integer
146 146 Fault #3 VO number 16-bit integer
147-48 147-48 reserved 16-bit integer
149-50 149-50 Fault #4 Time Stamp 32-bit integer
151-58 151-58 Fault #4 Name of I/O or System 2-word length + 12- ASCII
chars
159 159 Fault #4 Fault Index 16-bit integer
160 160 Fault #4 VO number 16-bit integer
161-62 161-62 reserved 16-bit integer
163-64 163-64 Fault #5 Time Stamp 32-bit integer
165-72 165-72 Fault #5 Name of I/O or System 2-word length + 12- ASCII
chars
173 173 Fault #5 Fault Index 16-bit integer
174 174 Fault #5 VO number 16-bit integer
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175-76 175-76 reserved 16-bit integer

177-78 177-78 Fault #6 Time Stamp 32-bit integer

179-86 179-86 Fault #6 Name of I/O or System 2-word length + 12- ASCII
chars

187 187 Fault #6 Fault Index 16-bit integer

188 188 Fault #6 VO number 16-bit integer

189-190 | 189-190 reserved 16-bit integer

191-92 191-92 Fault #7 Time Stamp 32-bit integer

193-200 | 193-200 Fault #7 Name of I/O or System 2-word length + 12- ASCII
chars

201 201 Fault #7 Fault Index 16-bit integer

202 202 Fault #7 VO number 16-bit integer

203-4 203-4 reserved 16-bit integer

205-6 205-6 Fault #8 Time Stamp 32-bit integer

207-14 207-14 Fault #8 Name of I/O or System 2-word length + 12- ASCII
chars

215 215 Fault #8 Fault Index 16-bit integer

216 216 Fault #8 VO number 16-bit integer

217-18 217-18 reserved 16-bit integer

219-20 219-20 Fault #9 Time Stamp 32-bit integer

221-28 221-28 Fault #9 Name of I/O or System 2-word length + 12- ASCII
chars

229 229 Fault #9 Fault Index 16-bit integer

230 230 Fault #9 VO number 16-bit integer

231-32 231-32 reserved 16-bit integer

233-34 233-34 Fault #10 Time Stamp 32-bit integer

235-42 235-42 Fault #10 Name of I/O or System 2-word length + 12-ASClI
chars

243 243 Fault #10 Fault Index 16-bit integer

244 244 Fault #10 VO number 16-bit integer

245-46 245-46 reserved 16-bit integer

247-48 247-48 Seconds Since Boot 32-bit integer

249 249 Operating Mode 16-bit integer

250 250 Config CRC 16-bit integer

251-55 251-55 reserved 16-bit integer

256-57 256-57 Reconfig Time 32-bit integer

258-63 258-63 Date Code 2-word length + 8-ASCII
chars

264-73 264-73 Configuration Name 2-word length + 16-ASClI
chars

274-285 | 274-285 Device Name 2-word length + 20-ASClI
chars

286-298 | 286-298 Device Model Number 2-word length + 22-ASCII
chars

299-300 | 299-300 Device Serial Number 32-bit integer

301-348 | 301-348 reserved 16-bit integer

349-51 349-51 MAC ID (to be displayed in hex) 16-bit integer
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Registers 1 through 4, defined below, appear as the first 4 words in register map. The information in
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these registers can be read as Input Registers (30000) using Modbus function code 04 (Read Input
Registers). The same values can also be read as Holding Registers (40000) using Modbus function code
03 (Read Holding Registers).

Virtual Output 1-16
PLC Input register 30001 or Holding Register 40001, also Inputs 10001-16 or Coils 00001-16

bit15 | bit14 [ bit13 [ bit12 [ bit11 [ bit10 | bit9 | bit8 | bit7 | bit6 | bit5 | bitd | bit3 | bit2 | bitl | bit0
vo16 | vo1s | vo14 | vo13 | vo12 | vo11 [ voio | vos | vos | vo7 | voe | vos | vo4 | vo3 | voz2 | vo1
Virtual Output 17-32

PLC Input register 30002 or Holding Register 40002, also Inputs 10017-32 or Coils 00017-32

bit15 | bit14 | bit13 [ bit12 | bit11 [ bit10 | bit9 [ bit8 | bit7 | bit6 | bit5 [ bit4 | bit3 | bit2 [ bitl | bit0
v032 | vo31 | vo3o | vo29 | vo28 | vo27 [ vo26 | vo2s | vo24 | vo23 | vo22 | vo21 | vo20 | vo19 | vois | voi17
Virtual Output Fault 1-16

PLC Input register 30003 or Holding Register 40003, also Inputs 10033-48 or Coils 00033-48

bit15 | bit14 [ bit13 [ bit12 [ bit11 [ bit10 | bit9 | bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bitl | bit0
vo16 | vo15 | vo14 | vo13 | voi12 | vo11 | voio | vos | vos | vo7 | voe | vos | voa | vo3 | voz | voi
fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault
Virtual Output Fault 17-32

PLC Input register 30004 or Holding Register 40004, also Inputs 10049-64 or Coils 00049-64

bit15 | bit14 | bit13 [ bit12 [ bit11 [ bit10 | bit9 | bit8 | bit7 | bit6 | bit5 | bitd | bit3 | bit2 | bitl | bit0
v032 | vo31 | vo3o | vo29 | vo28 | vo27 | voz2e | vo2s | vo24 | voz3 | vo22 | voz1 | vo2o | voi9 | vois | voi17
fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

Registers 5 through 10 are used, in blocks of two registers each, to communicate information about the

three safety outputs. Each two register block covers all 32 virtual output bits that could have turned the

safety output in question off. The first block of two such registers is seen below as an example.

Safety Output 1 is off due to: Virtual Output 1-16

PLC Input register 30005 or Holding Register 40005

Note that not every Virtual Output need be configured to turn off Safety Output 1.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
vo16 | vo15 | vo14 | vo13 | vo12 | vo11 [ voio | vos | vos | vo7 | voe | vos | vo4 [ vo3 | voz [ vo1
Safety Output 1 is off due to: Virtual Output 17-32
PLC Input register 30006 or Holding Register 40006
Note that not every Virtual Output need be configured to turn off Safety Output 1.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 [}
v032 | vo31 | vo3o | vo29 | vo28 | vo27 [ vo26 | vo2s | vo24 | vo23 | vo22 | vo21 | vo20 | vo19 | vois | vo17

The pattern then repeats. Registers 7-8 are linked to Safety Output 2, registers 9-10 are for Safety
Output 3.
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Chapter 4: PCCC

Allen-Bradley’s PLC5 and SLC 500 family of devices use PCCC communications protocol. The safety
controller will support these PLCs using an input register array. The term “Input” is from the point of
view of the PLC.

4.1 PLC Configuration

The images below represent a typical configuration:
1. Read. Message command reading from N7 table on safety controller

MSG - N20:0: (51 Elements) |E II = li_ i
General | MuliHop |
1~ This Contraller Contral Bits —
Communication Command: [PLCS Read | lgnore if timed out (TO]: |0 |
Data Table Address: |N7:0 To be retied [NR] |0 |
Size in Elements: [10 Auwaiting Execution ([Ew): [0 |
Channel:: 1 Continuous Run [COJ: E
. Emor [ER): E
Target Device Meszage done [DM]: E
Message Timeaut : Meszage Tranzmitting [ST): I
Data Table Address: Meszage Enabled [EM): I
Whaiting for Queue Space: E
Local / Remote : MultiHop:
Errar
Error Code(Hes]: 0
— Error Description
Mo errars
2. Read. IP Address of the safety controller is entered here.
MSG - N200 : (51 Elements) =N N =
General
Ihz = Add Hop Del = Remove Hop
From Device | Fram Port | To&ddess Type | ToAddress
Thiz SLC 5/05 Channel 1 Ethertet/IP Device [str): 192.168.0.254
b T »
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4.2 Outputs from Safety Controller (Inputs to PLC)

The Output registers are used to push output values from the safety controller to the PLC. MSG

(message) commands are used to Read (N7) from the controller.

N7 REGS

REG # WORD NAME DATA TYPE

0 VO1 - V016 (see Flags, section 4.3) 16-bit integer
1 V017 — V032 (see Flags, section 4.3) 16-bit integer
2 Fault bits for VO1 — VO16 (see Flags, section 4.3) 16-bit integer
3 Fault bits for VO17 — V032 (see Flags, section 4.3) 16-bit integer
4 SO1 is off due to: VO1 — VO16 (see Flags, section 4.3) 16-bit integer
5 SO1 is off due to: VO17 — V032 (see Flags, section 4.3) | 16-bit integer
6 S02 is off due to: VO1 — VO16 (see Flags, section 4.3) 16-bit integer
7 S02 is off due to: VO17 — V032 (see Flags, section 4.3) | 16-bit integer
8 S03 is off due to: VO1 — VO16 (see Flags, section 4.3) 16-bit integer
9 S03 is off due to: VO17 — V032 (see Flags, section 4.3) | 16-bit integer
10 VO1 Fault Index 16-bit integer
11 VO2 Fault Index 16-bit integer
12 VO3 Fault Index 16-bit integer
13 VO4 Fault Index 16-bit integer
14 VOS5 Fault Index 16-bit integer
15 VOG6 Fault Index 16-bit integer
16 VO7 Fault Index 16-bit integer
17 V08 Fault Index 16-bit integer
18 V09 Fault Index 16-bit integer
19 V010 Fault Index 16-bit integer
20 V011 Fault Index 16-bit integer
21 V012 Fault Index 16-bit integer
22 VO13 Fault Index 16-bit integer
23 VO14 Fault Index 16-bit integer
24 VO15 Fault Index 16-bit integer
25 VO16 Fault Index 16-bit integer
26 VO17 Fault Index 16-bit integer
27 VO18 Fault Index 16-bit integer
28 VO19 Fault Index 16-bit integer
29 V020 Fault Index 16-bit integer
30 V021 Fault Index 16-bit integer
31 V022 Fault Index 16-bit integer
32 V023 Fault Index 16-bit integer
33 V024 Fault Index 16-bit integer
34 V025 Fault Index 16-bit integer
35 V026 Fault Index 16-bit integer
36 V027 Fault Index 16-bit integer
37 V028 Fault Index 16-bit integer
38 V029 Fault Index 16-bit integer
39 VO30 Fault Index 16-bit integer
40 V031 Fault Index 16-bit integer
41 V032 Fault Index 16-bit integer
42-105 reserved 16-bit integer
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106-7 Fault #1 Time Stamp 32-bit integer

108-15 Fault #1 Name of I/O or System 2-word length + 12-ASClI
chars

116 Fault #1 Fault Index 16-bit integer

117 Fault #1 VO number 16-bit integer

118-19 reserved 16-bit integer

120-21 Fault #2 Time Stamp 32-bit integer

122-29 Fault #2 Name of I/O or System 2-word length + 12- ASCII
chars

130 Fault #2 Fault Index 16-bit integer

131 Fault #2 VO number 16-bit integer

132-33 reserved 16-bit integer

134-35 Fault #3 Time Stamp 32-bit integer

136-43 Fault #3 Name of I/O or System 2-word length + 12- ASCII
chars

144 Fault #3 Fault Index 16-bit integer

145 Fault #3 VO number 16-bit integer

146-47 reserved 16-bit integer

148-49 Fault #4 Time Stamp 32-bit integer

150-57 Fault #4 Name of I/O or System 2-word length + 12- ASCII
chars

158 Fault #4 Fault Index 16-bit integer

159 Fault #4 VO number 16-bit integer

160-61 reserved 16-bit integer

162-63 Fault #5 Time Stamp 32-bit integer

164-71 Fault #5 Name of I/O or System 2-word length + 12- ASCII
chars

172 Fault #5 Fault Index 16-bit integer

173 Fault #5 VO number 16-bit integer

174-75 reserved 16-bit integer

176-77 Fault #6 Time Stamp 32-bit integer

178-85 Fault #6 Name of I/O or System 2-word length + 12- ASCII
chars

186 Fault #6 Fault Index 16-bit integer

187 Fault #6 VO number 16-bit integer

188-89 reserved 16-bit integer

190-93 Fault #7 Time Stamp 32-bit integer

194-99 Fault #7 Name of I/O or System 2-word length + 12- ASCII
chars

200 Fault #7 Fault Index 16-bit integer

201 Fault #7 VO number 16-bit integer

202-3 reserved 16-bit integer

204-5 Fault #8 Time Stamp 32-bit integer

206-13 Fault #8 Name of I/O or System 2-word length + 12- ASCII
chars

214 Fault #8 Fault Index 16-bit integer

215 Fault #8 VO number 16-bit integer

216-17 reserved 16-bit integer

218-19 Fault #9 Time Stamp 32-bit integer

220-27 Fault #9 Name of I/O or System 2-word length + 12- ASCII
chars
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228 Fault #9 Fault Index 16-bit integer

229 Fault #9 VO number 16-bit integer

230-31 reserved 16-bit integer

232-33 Fault #10 Time Stamp 32-bit integer

234-41 Fault #10 Name of I/O or System 2-word length + 12-ASClI
chars

242 Fault #10 Fault Index 16-bit integer

243 Fault #10 VO number 16-bit integer

244-45 reserved 16-bit integer

246-47 Seconds Since Boot 32-bit integer

248 Operating Mode 16-bit integer

249 Config CRC 16-bit integer

250-54 reserved 16-bit integer

255-56 Reconfig Time 32-bit integer

257-62 Date Code 2-word length + 8-ASClI chars

263-72 Configuration Name 2-word length + 16-ASCII
chars

273-284 Device Name 2-word length + 20-ASCII
chars

285-297 Device Model Number 2-word length + 22-ASClI
chars

298-99 Device Serial Number 32-bit integer

300-47 reserved 16-bit integer

348-50 MAC ID (to be displayed in hex) 16-bit integer

4.3 Flags

Words 0 through 3, defined below, appear as the first 4 words in the N7 table. They are used to

communicate the status and fault flags for all 32 Virtual Outputs.

Word #0, Virtual Output 1-16, Bit Position

15 14 13 12 11 10 9 8 7 6 4 3 2 1 0
vo16 | vo15 | voi4 | vo13 | vo12 | voil | vo1o | vos | vos | voz vos | voa | vo3 | vo2 | voi
Word #1, Virtual Output 17-32, Bit Position

15 14 13 12 11 10 9 8 7 6 4 3 2 1 0
v032 | vo31 | vo3o | vo29 | vo28 | vo27 | vo2e | vo2s | vo2a | vo23 | vo22 | vo21 | vozo | voig | vois | voi7
Word #2, Fault Flag bits for Virtual Output 1-16, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 4 3 2 1 0
vo32 | vo31 | vo3o | vo29 | vo2s | vo27 | vo2e | voas | vo2a | vo23 | vo22 | vo21 | vo2o | voig | vois | voi7
Word #3, Virtual Output 17-32 Fault Flag, Bit Position
Note that not every Virtual Output has a defined Fault Flag.

15 14 13 12 11 10 9 8 7 6 4 3 2 1 0
vo32 | vo31 | vo3o | vo29 | vo28 | vo27 | vo2e | voas | vo24 | vo23 | vo22 | vo21 | vo2o | voig | vois | vo17
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Registers 4 through 9 are used, in blocks of two registers each, to communicate information about the
three safety outputs. Each two register block covers all 32 virtual output bits that could have turned the
safety output in question off. The first block of two such registers is seen below as an example.

Register #4, Safety Output 1 is off due to: Virtual Output 1-16, Bit Position
Note that not every Virtual Output need be configured to turn off Safety Output 1.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
vo16 | voi5 | voi4 | vo13 | vo12 | voi1 | voio | voo | vos | vo7 | vos | vos | voa | vo3 | voz | voi
Register #5, Safety Output 1 is off due to: Virtual Output 17-32, Bit Position
Note that not every Virtual Output need be configured to turn off Safety Output 1.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
vo32 [ vo31 [ vo3o [ vo29 | vo2s | vo27 | vo26 | vo2s | vo24 | vo23 | voz2 | vo21 | vozo | vo19 | vois [ voiz

The pattern then repeats. Registers 6-7 are linked to Safety Output 2, registers 8-9 are for Safety Output

3.
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Chapter 5: Error Codes

5.1 Fault Index Numbers

The Fault Index Numbers are 16-bit integers that correspond to the Safety Controller’s floating-point
style fault codes. See Chapter 9 of the SC22 Instruction Manual for more information about
troubleshooting.

Fault Fault
Index Code Error Message Remedy
0 0 Input Fault Cycle Input
1 1.1 Output Fault Check for shorts
2 1.2 Output Fault Check for shorts
3 1.3 Internal Fault Contact Banner Engineering
4 1.4 Internal Fault Contact Banner Engineering
5 1.5 Output Fault Check Output Wiring
6 1.6 Internal Fault Contact Banner Engineering
7 1.7 Output Fault Check for shorts
8 1.8 Internal Fault Contact Banner Engineering
9 2.1 Concurrency Fault Cycle Input
10 2.2 Simultaneity Fault Cycle Input
11 2.3 Concurrency Fault Cycle Input
12 2.4 Simultaneity Fault Cycle Input
13 2.5 Concurrency Fault Cycle Input
14 2.6 Simultaneity Fault Cycle Input
15 2.7 Internal Fault Contact Banner Engineering
16 2.8 Input Fault Check Input Terminals
17 2.9 Input Fault Check Input Terminals
18 2.1 Input Fault Check Input Terminals
19 2.11 Input Fault Check Input Terminals
20 2.12 Input Fault Check Input Terminals
21 2.13 Input Fault Check Input Terminals
22 2.14 Input Fault Check Input Terminals
23 2.15 Open Lead Check Input Terminals
24 2.16 Input Fault Check Input Terminals
25 2.17 Input Fault Check Input Terminals
26 2.18 Input Fault Check Input Terminals
27 2.19 Open Lead Check Input Terminals
28 2.2 Input Fault Check Input Terminals
29 2.21 Open Lead Check Input Terminals
30 2.22 Input Fault Check Input Terminals
31 2.23 Input Fault Check Input Terminals
32 3.1 EDM Fault Check EDM Terminals
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33 3.2 EDM Fault Check EDM Terminals

34 33 EDM Fault Check EDM Terminals

35 34 EDM Fault Check EDM Terminals

36 35 EDM Fault Check EDM Terminals

37 3.6 EDM Fault Check EDM Terminals

38 3.7 EDM Fault Check EDM Terminals

39 4.1 Supply Voltage Low Check Power Supply

40 4.2 Internal Fault Contact Banner Engineering
41 4.3 Internal Fault Contact Banner Engineering
42 4.4 Internal Fault Contact Banner Engineering
43 4.5 Internal Fault Contact Banner Engineering
44 4.6 Internal Fault Contact Banner Engineering
45 4.7 Internal Fault Contact Banner Engineering
46 4.8 Internal Fault Contact Banner Engineering
47 49 Internal Fault Contact Banner Engineering
48 4.1 Internal Fault Contact Banner Engineering
49 411 Internal Fault Contact Banner Engineering
50 4.12 Configuration Timeout Check Configuration

51 4.13 Configuration Timeout Check Configuration

52 4.14 Configuration Unconfirmed Confirm Configuration

53 4.15 Internal Fault Contact Banner Engineering
54 4.16 Internal Fault Contact Banner Engineering
55 4.17 Internal Fault Contact Banner Engineering
56 4.18 Internal Fault Contact Banner Engineering
57 4.19 Internal Fault Contact Banner Engineering
58 4.2 Unassigned Terminal in Use Check Terminals

59 4.21 Internal Fault Contact Banner Engineering
60 4.22 Internal Fault Contact Banner Engineering
61 4.23 Internal Fault Contact Banner Engineering
62 4.24 Internal Fault Contact Banner Engineering
63 4.25 Internal Fault Contact Banner Engineering
64 4.26 Internal Fault Contact Banner Engineering
65 4.27 Internal Fault Contact Banner Engineering
66 4.28 Internal Fault Contact Banner Engineering
67 4.29 Internal Fault Contact Banner Engineering
68 4.3 Internal Fault Contact Banner Engineering
69 4.31 Internal Fault Contact Banner Engineering
70 4.32 Internal Fault Contact Banner Engineering
71 5.1 Mute Lamp Fault Check Lamp and Wiring

72 5.2 Mute Lamp Fault Check for shorts

73 5.3 Internal Fault Contact Banner Engineering
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74 6.xx Internal Fault Load New Configuration

75 4.33 Internal Fault Contact Banner Engineering

76 1.9 AVM Input Fault Perform a System Reset

77 1.1 AVM Input Fault Perform a System Reset

78 2.24 Input activated while bypassed | Perform a system reset

79 2.25 Input Fault Monitoring timer expired before AVM closed
80 2.26 Input Fault AVM input not closed when output turned on
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